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Introduction

There has been a profound, welcome shift in the policy
discourse in Washington regarding the importance of a
strong, resilient, and diverse U.S. Defense Industrial Base
(U.S. DIB) over the last several years. Most importantly, there
is more directed, bipartisan attention focused on the inter-
dependent link between a strong defense industrial base
and effective national deterrence. This will strengthen the
hand of the current Administration to both deter aggres-
sion and maximize its range of credible response options if
conflict erupts.

And yet.

Currently, there are several major policy and political
trends that will test the nascent work to re-posture the U.S.
DIB for great power competition. For example, the transi-
tion to the new Administration has emphasized bipartisan
agreement on the need to more efficiently acquire and scale
commercial technology with defense applications, and both
traditional and nontraditional defense contractors agree that
the current focus on increasing the speed and efficiency of
the Department of Defense’s (DoD) acquisition system is
desirable.

However, while the incoming Administration will inherit
the political conditions conducive to breaking up a central-
ized, sclerotic acquisition system that prioritizes reducing
risk to the government over speed and innovation, doing
so will require a balanced public policy approach. Rather
than creating exceptions to policies, regulations, and authori-
ties that give quick starts to nontraditional contractors — but
will not help them as they grow — the policy conversation
needs to focus on reducing the regulatory burden on all con-
tractors and sharing more risk between the government
and contractor to allow for more open competition. In addi-
tion, as policymakers emphasize solutions to rapidly scale
and field cutting-edge technological capabilities, it will be
equally important to continue to address the known barri-
ers to scaling hardware capabilities and capacity, including
the capabilities identified in the Executive Order 14186 to
implement a next-generation missile defense shield for the
United States’ and to correct the current inventory levels of
precision-guided munitions.

In addition, both traditional contractors and nontradi-
tional contractors agree more funding for DoD is essential
to rebuilding the resilience? of the U.S. DIB. As highlighted
in the last several Vital Signs reports, while defense spend-
ing is sizable, it is not the driver of U.S. national debt and is
currently at a near-record low as a percentage of the U.S.
economy. This is why industry strongly endorses current
congressional efforts to increase defense spending, with an
emphasis on increasing DoD procurement accounts. At the
same time, budget stability will be equally important, and
the Administration and Congress are encouraged to enact
the Fiscal Year 2025 Defense Appropriations Act as soon as
possible. As documented later in this report, by March 14,
2025, the U.S. government will have hit the grim milestone
of operating under a continuing resolution for a total of
1,925 days over the last 16 years, which is over five full
years of slamming on the brake.

These policy and political debates are occurring within the
context of a profound shift in the security assessment that
the U.S. homeland is no longer a sanctuary and the poten-
tial for any of the multiple conflicts in different regions
around the world tripping into direct great power con-
flict. In the rapidly evolving character of modern warfare,
DoD will need to continue to focus on solutions to protect
the U.S. homeland from both kinetic and non-kinetic threat
vectors, the challenges of preparing U.S. industry for the
potential need for sustained surge capacity under protracted
conflict, and the policies and authorities industry needs to
operate under conditions in which the lines on the battle-
fleld are erased.

The National Defense Industrial Association (NDIA)
continues to emphasize that time and consistency are
immutable factors for both military readiness and defense
industrial readiness. The U.S. must simultaneously wisely
manage the clock, strategically and consistently invest its
funding, and appropriately balance risk between govern-
ment and industry to ensure the U.S. military and the U.S.
DIB achieve and maintain the readiness levels required to
deter aggression. The consequences of losing the cur-
rent global competition will negatively impact the values,
standard of living, and security of every American.
We can afford to be ready.
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Executive Summary

It will take time, financial investment, and changes in
systemic behavior patterns to reshape the U.S. DIB into
a threat-informed defense ecosystem with the capacity
to grow its output, fulfill a surge in military demands, and
reconstitute during a major conflict. The Vital Signs 2025
report focuses on the key areas where government and
industry can partner together to better manage time
and money in support of current national objectives of
strengthening the lethality and readiness of the Joint
Force and restoring the resilience of the U.S. DIB.

In addition to emphasizing the importance of effectively
managing time and money in restoring defense industrial
readiness, the Vital Signs 2025 Survey and report con-
tinue to highlight another tension — shared risk — that
U.S. policy objectives are struggling to balance. Examples
include:

e Traditional U.S. DIB companies are operating under
increasing scrutiny and oversight by both the exec-
utive and congressional branches but are weighed
down with government policy, statutory, and regulatory
requirements that both increase cost and stifle speed
and innovation.

* Qver the horizon, nontraditional defense contractors
are also aware that successfully producing and fielding
capabilities for the U.S. warfighter will graduate them
into the same costly regulatory requirements weighing
down traditional contractors.

* Policymakers want to attract and retain small and non-
traditional companies into the U.S. defense ecosystem,
but they are struggling to reduce significant barriers

to entry and retention, including increasing regulatory
compliance costs and concerns regarding intellectual
property (IP) rights.

e Policymakers are working on innovative offensive and
defensive strategies as part of global technological
competition, but Cold War-era frameworks around
export and technology releasability controls continue
to drive status quo outcomes in defense trade.

e Policymakers expect the U.S. DIB to rapidly expand pro-
duction capability before contract vehicles are awarded,
but DoD continues to struggle with building acquisi-
tion strategies that incentivize business decisions and
effectively manage workforce talent required for sus-
tained surge capacity.

e Policymakers expect companies to de-risk their supply
chain strategies, built during the last 35 years for
consumer convenience and cost efficiencies, with-
out sufficient government financial incentives or
consistency.

The next 12 months will test the U.S. defense ecosystem.
Many pending policy and political debates could result
in suboptimal zero-sum solutions that bias toward pro-
ducing and fielding certain technologies over the holistic
suite of capabilities the Joint Force requires. The Vital
Signs 2025 report highlights for the current Administration
and the 119th Congress the key challenges confronting the
U.S. DIB and — more importantly — identify short-, medium-,
and long-term solutions to provide more flexible response
options to policymakers.
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Methodology

In this report, NDIA uses three primary data sources:
public financial data, DoD contract data, and proprietary
NDIA polling data. This polling data is based on a survey
of NDIA membership conducted between July 8, 2024, and
August 27,2024. The poll closed with 1,273 responses.

Of the 1,273 respondents, 403 were government employ-
ees and 870 worked in industry, or at a university, research
center, or other non-government organization.® For the pur-
poses of clarity in this report, industry, university, research
center, and non-government organization respondents will
be denoted as private sector respondents. Of these 870 pri-
vate sector respondents, 376 were from small businesses,
which NDIA defined in the Vital Signs 2025 Survey as com-
panies receiving between SO — $25M in defense revenue in
the prior fiscal year (FY) and/or registered as a small busi-
ness with the government. There were 212 medium-sized
businesses, which the survey defined as companies report-
ing annual defense revenue of more than $25M but less
than S1B. Finally, the survey had 282 respondents repre-
senting large-sized businesses, which reported an annual
defense revenue greater than $1B.*

The financial data collected for the report is all publicly
available information. DoD contract data was downloaded
from the USAspending.gov Award Data Archive, which has
DoD transaction data going back to FY2001. This data was
used to formulate this report’s financial calculations and to
calculate the size of the U.S. DIB.

In addition, NDIA pulled information from the annual
Form 10-K reports filed by publicly traded companies with
the U.S. Securities and Exchange Commission (SEC). This
year, NDIA expanded the pulled financial data for all rele-
vant companies to cover the time period from 2019 — 2023.

Consistent with last year, NDIA gathered this data
across four groups of publicly traded companies for
each respective year:

1. The top companies in the U.S. DIB

2. Companies in the Standard and Poor's (S&P) 100
3. Tech-related companies in the S&P 500°

4. Industrial Companies in the S&P 500°

Identifying the top U.S. DIB companies required addi-
tional research and analysis. NDIA started by pulling the
100 largest public contractors based on DoD prime con-
tracts for each year.” However, many of the 100 largest
publicly traded DoD contractors rely on DoD revenue for
a smaller percentage of their total revenue, which make
these companies much more comparable to purely com-
mercial companies than members of the traditional U.S.
DIB. Therefore, because U.S. DIB companies are subject to
DoD rules and regulations that do not apply to purely com-
mercial companies, an additional analysis filter was applied.

Specifically, NDIA calculated the ratio of DoD transac-
tions to total company revenue and set a threshold of 20%
for DoD transactions. NDIA's further financial analysis of
the U.S. DIB included any U.S. domestic company with a
higher percentage of revenue from DoD transactions than
the 20% threshold. NDIA chose the 20% threshold because
any company sourcing one-fifth or more of its annual rev-
enue from DoD contracts would be significantly impacted
by DoD policies and regulations.

Finally, to make a better comparison to the S&P 500,
NDIA limited the list of top DoD contractors to U.S.-based
companies. These companies were combined to form the
“Top U.S. DIB” category.
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Evolving Strategic Environment

The United States is managing a period of profound tran-
sition, both domestically and internationally. Domestically,
during the past several decades, the U.S. economy has
transitioned from primarily a manufacturing- and goods-
based economy to a digital- and services-based economy.
Since 2008, the country has grappled with the social and
economic consequences of parts of the country not fully
recovering from the Great Recession. In addition, the global
pandemic of 2020 caused significant shifts in population
demographics and the commodities Americans buy and
consume. These trends have changed how Americans
work, connect, and communicate with each other and have
shifted the demand for and supply of education and training
pipelines designed to prepare new entrants for the work-
force. Government officials at both the federal and state
levels are in the process of responding to this significant
reorientation of American society.

The magnitude of the transition and its associated dis-
ruptions have caused the U.S. to look inward. Polling from
the 2024 presidential election and the 2022 congressio-
nal midterms both showed national security challenges
continue to rank below economic concerns.® One of the
organizing themes of the three most recent presidential
election cycles continues to be the focus on rebuilding
American domestic resiliency with specific emphasis on
American workers and economic sectors that have not ben-
efited from the transition to a digital- and services-based
economy. As will be discussed further, critical components
of the U.S. DIB, including the manufacturing sector and
skilled trade employment, have atrophied during this
economic transition.

Internationally, while national strategy documents and
bipartisan policymakers in both the executive branch and
congressional branch pivoted from a post-Cold War and
post-September 11th security framework mindset to focus
on the return of great power economic and technological
competition against near-peer competitors, national policy-
makers are not necessarily acting in those terms. In most
cases during the last several years, and across two differ-
ent administrations, specific policy, regulatory, and funding
discussions quickly clarify that what the United States is

really focused on is a bilateral economic, technological,
and military competition with the People’s Republic of
China (PRC).

Among the many risks of treating a global competition
as a bilateral one is the risk of the U.S. missing critical
geostrategic players on the chess board. These risks are
discussed further in the report under the Foreign Military
Sales (FMS) and Technology Cooperation Pillar and the
Resilient Supply Chain Pillar. Without bold change and sig-
nificant financial investment, U.S. allies and partners may
continue economic activity antithetical to U.S. policy pref-
erences and at the expense of U.S. companies. This is not
the policy result the U.S. seeks, and the U.S. cannot afford
to cede its economic and technological competitive advan-
tages on the global stage.

Malign forces are also testing U.S. national deterrence
and resolve. The global security environment continues
to grow more dangerous and complex. In the last year,
U.S. policymakers have had to lead through serious chal-
lenges, including the fall of a major regime and threats to
the flow of open global commerce in the Middle East, the
ongoing aggression against Ukraine amid calls from some
quarters for strategic autonomy in Europe, and persistent
efforts to re-shape the security architecture and an esca-
lating fight in the information space in the Indo-Pacific.
Senior civilian and military leaders are also emphasizing
the convergence of interests between global competi-
tors and potential adversaries that are incompatible with
U.S. values as well as economic and security interests.
In a saturated 24-hour news cycle, it is important to main-
tain focus on the aggregate big picture amid global chaos
and violence.

The consequences to human life in the conflicts
described above offer significant and stark reminders of
why a strong alliance of democracies that protect and
respect individual lives has been the U.S." guiding principle
and an integral part of the global security framework for
almost 80 years. This values-based security architecture
was born out of the devastation of a 35-year period of two
global wars resulting in the loss of human life on a scale
that recent generations struggle to comprehend.
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In addition to the values-based consequences, these
tests are forcing policymakers to evaluate the duration
of modern conflict in the context of the ability of the U.S.
military and U.S. DIB to sustain supporting simultaneous
contingencies in different regions ° In the rapidly evolving
character of war, DoD is also increasingly focusing on solu-
tions to protect the U.S. homeland from both kinetic and
non-kinetic threat vectors, the challenges of preparing U.S.
industry for the potential need for sustained surge capacity
under protracted conflict, the policies and authorities indus-
try needs to operate under conditions in which the lines on
the battlefield are erased, and the requirements for both per-
sonnel and materiel under mass mobilization conditions.

The U.S. is also working through how to balance the
requirements for expanding its competitive advantage
in capabilities required for the future character of war
and ensuring sufficient capacity for the enduring nature
of war. The Department must continue to accelerate the
development and employment of new technologies essen-
tial to rebuilding our military’s technological competitive
advantage using both traditional U.S. DIB companies and
nontraditional commercial companies. At the same time,
neither government nor industry can afford to ignore the
enduring nature of war, which is the direct and brutal con-
tact with adversarial forces that U.S. military personnel will
encounter if conflict erupts. This necessitates continuing
to make disciplined investments to expand capacity in stra-
tegic platforms and munitions. As highlighted recently, this
is an area of focus in the 2023 National Defense Industrial

Strategy (NDIS) line of effort for Indo-Pacific Deterrence,®
and munition stockpiles are of particular concern to the
Commander of U.S. Indo-Pacific Command."

This is all happening within the context of political divi-
sion, budget instability, credit downgrading, tightening credit
markets, and the effects of historically high inflation rates'
making capital expensive. This strategic environment is
therefore creating uncertainty for U.S. DIB companies
trying to discern future DoD acquisition priorities. During
this transition phase to great power competition and
the Department’s focus on the future character of war,
many in the U.S. defense companies, including their fidu-
ciary boards, are trying to interpret how these future
requirements should inform strategic investment deci-
sions regarding everything from independent research and
development (IRAD) funding for the development of new
capabilities to planned, long lead time capital expenditures
(CapEx) to expand existing production lines or to add new
production lines.

The capacity of the U.S. DIB to grow its output, ful-
fill a surge in military demands, and reconstitute in a
major conflict stands as a key test of its health and read-
iness. Currently, U.S. policies and financial investments are
not oriented to supporting a defense ecosystem built for
peer conflict. Today's policymakers inherited the defense
industrial base the executive and congressional branches
collectively shaped over the last three decades. This report
focuses on ways to rebuild a resilient U.S. DIB postured for
strategic competition.

Time and consistency are
immutable factors for both
military readiness and defense
industrial readiness.

The Importance of Managing the Clock

“For almost twenty years
we had all the time and almost
none of the money; today we have

all the money and no time.” ™

- General George C. Marshall,
15th Chief of Staff of the United States Army
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What is at Stake

While the U.S. talks about the re-emergence of great
power competition, its global competitors actively work to
erode U.S. economic and military competitive advantage. In
1985, at the height of the U.S. military build-up for peer com-
petition against the former Union of Soviet Socialist Republics
(USSR), the PRC had a gross domestic product (GDP) that
was 15% of the U.S. In 2016, the PRC surpassed the U.S., and
by 2021, the PRC’s GDP was 118% of U.S. GDP (adjusted for
purchasing power parity (PPP))."* From this position of eco-
nomic strength, the PRC is taking a disciplined approach to
re-order the international system — its rules, norms, standards,
and values — on terms favorable to itself.

The Chinese Communist Party (CCP), which controls the
PRC government, also shifted its economic and national
security policies under an ideological reorientation back to
the CCP’s official ideology promulgated in 1949. President
Xi Jinping departed from his predecessors by pursuing a
more forceful approach to achieving the party’s vision for
both its domestic affairs and its regional and global secu-
rity posture. Under his leadership, across all dimensions of
diplomatic, economic, informational, and military power, the
PRC is more assertive and less risk-averse.

As part of this effort, the CCP is focused on compre-
hensive national power, a term the CCP uses to quantify
the PRC’s combined military, economic, and technologi-
cal power as well as its foreign policy influence. President
Xi also revitalized the phrase “the rise of the East and the
decline of the West” as a euphemism for the PRC surpass-
ing the United States.

As part of the CCP strategy, the PRC is steadily increasing
its defense spending and advancing its military capabil-
ities. With strategic discipline, the PRC is using those

financial investments to steadily modernize its nuclear
capabilities; hone sophisticated strike, space, and cyber
capabilities; and build out its navy in “one of the most
remarkable and strategically disruptive global defense
spending trends in the last two decades.”® Publicly avail-
able measurements of PRC defense spending provide only
one part of the story. The PRC also demonstrates its inten-
tions by harnessing its significant investment in industrial
power, which provides it with formidable capacity. Financial
investments in its defense industrial base jumped from
S10B in 1999 to $296B in 2023.° As part of this financial
strategy, the CCP has worked to erase the line between the
government and the private sector through state-owned
enterprises, government equity in private firms, and opaque
but troubling purges of government and business leaders.
These facts are why the pattern of year-over-year growth
of PRC overall defense capabilities is of grave concern to
U.S. policymakers.

The CCP leadership is also focused on building internal
resiliency and decreasing dependence on external enti-
ties, with attention and investment given to the country’s
“productive forces,” especially in the sectors of industry,
infrastructure, human capital, and technology.”” Through its
dual circulation policy,'® the CCP is determined to reduce
its vulnerability to being interconnected with and depen-
dent on an international economy. Simultaneously, the
CCP also intends to increase the vulnerability of other
countries, especially those in its region, by deepening
their economic dependence on the PRC in the ultimate
expression of national self-protection. The CCP strategy
has profound implications for U.S. export control policies
and U.S. DIB supply chains.

Synergistic Partnerships

Current U.S. policymakers inherited the U.S. DIB that
government policy and funding decisions shaped during
the past 35 years of U.S. strategic hegemony, followed
by counterterrorism and counterinsurgency campaigns.

The present U.S. DIB reflects a premium policymakers
place on just-in time supply chains, lowest-price techni-
cally acceptable contract awards, a sclerotic acquisition
system, significant increase in the regulatory burden on
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commercial supply chains, and outdated assumptions  was significant alignment by both government and private

regarding workforce availability. It is a U.S. DIB built for ~ sector respondents on the most pressing issues facing the
convenience and predictability, and itis a U.S. DIB the U.S. U.S. DIB (see Q5/22 Chart):
government resourced for low-intensity conflict. To foun- The private sector identified these top three issues:

dationally transform the U.S. DIB, which is operating in an
increasingly unpredictable global environment, the govern-

e Complex and protracted procurement
processes (64%)

ment and the private sector must embrace a synergistic

partnership and disruptive thinking.

Assessing the Challenges

DoD and the U.S. DIB need to create a syner-
gistic partnership to operationalize a common
endeavor to achieve a desired end state. Fully
realizing a healthy, synergistic partnership will
involve strengthening areas of alignment, con-
structively addressing areas of misalignment, and
taking bold steps to change systemic patterns of
behavior. A significant first step occurred in 2024.

In January 2024, the Department released
its inaugural NDIS, designed as a framework
to “coordinate and prioritize actions to build a
modern defense industrial ecosystem that is
fully aligned” with the 2022 National Defense
Strategy (NDS)." The strategy will require time,
resources, a shared understanding of manag-
ing risk, and disciplined alignment between
government and industry on implementation
to achieve its intended outcomes. The strat-
egy clearly identifies the challenges facing the
U.S. DIB and describes the history and the events
that drive these challenges. Most importantly, the
NDIS highlights the dangerous gaps between the
robust and resilient industrial base called for in
the 2022 NDS and the current capability and
capacity of the U.S. DIB.

Areas of Alignment

In a synergistic partnership, it is import-
ant to identify areas of alignment and areas of
nonalignment. Therefore, the Vital Signs 2025
Survey included a select number of questions
NDIA asked both federal government and pri-
vate sector respondents. Similar to last year, there

e Federal budget processes (61%)

e Supply chain challenges (54%)

Question 5 & 22

What do you think are the most pressing issues facing
the Defense Industrial Base? (Select all that apply)

@® Government @ Industry
Percent of Respondents

Federal budget processes (e.g.,
protracted budget process, lack of
stability and predictability of
appropriations, color of money)

Supply chain challenges

Identifying, recruiting, and retaining
talent, or other workforce issues

Complex and protracted
procurement processes

Growing technological complexity of
defense system requirements

Insufficient funding for
the Defense Department

Inflation

Burden and risk of compliance with
government contracting requirements

Government attempts to obtain
intellectual property rights or
proprietary business information in the
defense acquisition process

Complexity, uncertainty, and protracted
nature of U.S.government policies
related to sales to foreign customers

Access to capital and financing

Other (Please specify)

Source: NDIN Survey

80

[l
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These three issues are also found within the govern-
ment’s top four issues:

e Federal budget processes (63%)
e Supply chain challenges (58%)

e |dentifying, recruiting, and retaining talent/workforce
issues (54%)
e Complex and protracted procurement pro-

cesses (49%)

The Vital Signs 2025 Survey also asked private sector
respondents to identify what was most difficult about gov-
ernment processes when working with government. The
private sector ranked (see Q29 Chart):

e Unclear or changing requirements (58%)

e Burden of acquisition process and paperwork (57%)
e Budget instability (51%)

e Inflexible contract vehicles (45%)

e Insufficient funding (40%)

Government survey respondents were also asked about
what government processes they found most difficult when
working with industry and these survey respondents high-
lighted very similar results (see Q6 Chart):

Question 29

What do you find most difficult about
government processes? (Select all that apply)

@ Industry Percent of Respondents

Unclear or changing
requirements

Burden of acquisition
process and paperwork

Budget instability
Inflexible contract vehicles
Insufficient funding
Regulation

Auditing processes

Other (Please specify)

None

80

e Budget instability (53%)

e Unclear or changing requirements (45%)

e Burden of acquisition process and paperwork (44%)
* Inflexible contract vehicles (41%)

The Vital Signs 2025 Survey asked private sector
respondents what the best steps were for the government
to take to improve the ability of industry to work with DoD
(see Q7/Q23 Chart on page 13):

e Provide a clear, consistent demand signal through
contract vehicles (65%)

* Increase government investment to strengthen and
grow critical supply base (48%)

e Improve requirements discipline (40%)

Government respondents also identified these three
answers in their top three issues:

* Provide a clear, consistent demand signal through
contract vehicles (53%)

e Improve requirements discipline (46%)

e Increase government investment to strengthen and
grow critical supply base (43%)

Question 6
What do you find most difficult about government

processes when trying to work with industry?
(Select all that apply)

@ Government Percent of Respondents

Budget Instability

Unclear or changing requirements

Burden of acquisition
process and paperwork

Inflexible contract vehicles

Lack of education, training, and/or
preparation to apply acquisition processes

Insufficient funding
Regulation
Auditing processes
None

Other (Please specify)

Source: NDIN Survey 0

\
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Recommendations:

Short-Term

1.

DoD and Congress must continue to
make more substantial, sustained,
and predictable financial invest-
ments to rebuild the U.S. DIB’s
strategic endurance and resilience.
As reasserted in DoD’s Fiscal Year
2020 Industrial Capabilities Report to
Congress, the order of magnitude of
financial investment is in the billions,
not millions, of dollars.

DoD and Congress must trans-
form the inflexible programming,
budgeting, and appropriations
process, as recommended by the
Planning, Programming, Budgeting,
and Execution (PPBE) Reform
Commission.

DoD and Congress must examine
the application of cost and pricing
data requirements by either raising
the threshold or providing contract-
ing officers additional flexibility. One
of the most particularly cumbersome
regulations for NDIA member com-
panies of all sizes is the requirement
for certified cost or pricing data. The
burden of cost or pricing requirements
could be ameliorated either by rais-
ing the Truthful Cost or Pricing Data
Act (formerly known as the Truth in
Negotiations Act (TINA)) threshold
or by granting contracting officers
additional authorities to tailor these
requirements to specific procure-
ments, including allowing contracting
officers to rely on historical data of
recent prices paid in determining costs
of a subcontract, a purchase order, or
a modification of either.

NDIA VITAL SIGNS 2025

Question 7 & 23

What are the best steps the government could take

to improve the ability of industry to work with the
Department of Defense? (Select all that apply)

@ Government

Provide clear, consistent
demand signal through
contract vehicles

Increase government
investment to strengthen and
grow critical supply base

Improve requirements
discipline

Provide clear identification of
specific points of contact in
program offices

Provide assistance with
meeting physical and cyber
security requirements

Use tailored, flexible
licenses for intellectual
property that balance DoD
and industry interests

Provide industry with timely
updates as requirements
evolve through OTA
demonstration and prototyping

Implement a risk-based
approach to government
compliance and
sourcing restrictions

Prevent DoD from penalizing
offerors that provide limited or
restricted technical data rights

Improve industry access to
government laboratories and
test facilities

Provide wider access to
classified systems
and networks

Other (Please specify)

Source: NDIN Survey
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Areas of Nonalignment

Unfortunately, the Vital Signs 2025 Survey questions

4. The appropriate contract type must regarding the private sector’s views on business conditions

be selected after reviewing the also highlight that there remains nonalignment between the
complexity and maturity of require- federal government and industry. For example, only 20%
ments and the level of financial and of industry respondents think that defense contracting
technical risk in the program. NDIA business conditions will be “somewhat or much better one
companies of all sizes note that the year from now.” The private sector respondents also gave
Department and Military Services are consistent answers for defense contracting conditions and
preferencing firm-fixed price (FFP) non-defense federal contracting decisions.

contracis eveniwhenitis not the most The top three factors cited for influencing their answer

appropriate contract vehicle. mirror last year’s responses: stability and sufficiency of

defense spending (61%), economic factors, including

inflation and consumer demand (59%), and government

5. The Office of the Under Secretary regulation and compliance burden (50%).2' The results high-

of Defense (OUSD) Acquisition and light the consequences of both the ongoing congressional
Sustainment (A&S) must update delays in completing the appropriations bills and the Federal
all policies, guidance, instructions, Reserve's economic management policies to deescalate his-
and training curricula to ensure they torically high inflation levels (see Q25 Chart).

reflect the current policy provided by
the Adaptive Acquisition Framework Question 25

(DoD Instruction 5000.85), and the What primary factors influence your answer above?
Military Services must also review (What primary factors influence your assessment of business conditions in one year?)

whether they are following current

policy, consistent with the FY2022 @ SmallBusiness @ Medium-sized Business @ Large-sized Business

National Defense Authorization Act
Percent of Respondents

(NDAA)? in which Congress repealed

the statutory preference for FFP Economic factors (e.g.,
inflation, consumer demand)

contracts.

Access to capital
6. DoD and Congress must review and

reform the requirements process. Capacity and resiliency
of supply chain

Experienced DoD acquisition executives

note significant work has been under- PR

taken to reform acquisition and PPBE

processes. However, the third leg — the e e e

g compliance burden
requirements process — needs to be

reformed. This is an important area for .
Defense funding (e.g.,

additional work. stability and sufficiency)
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U.S. DIB Financial Analysis

In recent years, concerns have been expressed whether
U.S. DIB companies are responsibly managing their profits
and free cash flow. NDIA members believe these concerns
merit a thoughtful response and in-depth examination of
the defense sector’s profitability and financial decisions in
comparison to similar industry sectors.

Vital Signs 2024 initiated this examination by analyz-
ing the top U.S. DIB companies’ operating margins, free
cash flows, research and development (R&D), and CapEx
to compare with the largest non-U.S. DIB companies, tech
companies, and industrial companies for FY2022.22 While an
important first step analytically, a one-year analysis shows
only a portion of the story. This report builds upon the work
of Vital Signs 2024 and expands the analysis to include the
past five fiscal years (2019 — 2023) and adds dividends and
stock repurchases (buybacks) to explore shareholder rela-
tions. This analytical period explicitly includes fiscal years
before, during, and after the global Coronavirus 19 (COVID-
19) pandemic, providing an accurate view of the impacts
introduced by the pandemic as well as the associated eco-
nomic recovery initiatives. This expanded analysis clearly
shows that due to operating in a market controlled and
regulated by the U.S. government and DoD, the U.S. DIB
operates at a disadvantage when competing with private
sector competitors to secure capital.

Economic Environment and
Operating Margin

Operating margin, also known as return on sales, is
used to indicate how efficiently a company generates profit
and is calculated by dividing its earnings (revenues minus
expenses and cost of goods sold) by its revenue.?® Despite
year-over-year variations, the top U.S. DIB operated with
lower average margins over the past five fiscal years than
other comparable industrial sectors.

This analytical period explicitly includes
fiscal years before, during, and after the
global Coronavirus 19 (COVID-19) pandemic,
providing an accurate view of the impacts
introduced by the pandemic as well as the

associated economic recovery initiatives.

As the chart on page 16 shows, while every other
sector posted operating margins between 10 — 25%, since
FY2019, the top U.S. DIB companies have not surpassed
10%. Essentially, the leading companies in the U.S. DIB are
less profitable for every dollar of revenue than leading com-
panies in the other compared sectors. This is in line with
a recent DoD report that showed operating margins for
the U.S. DIB between 8% and 10%.?* Why is this the case?
The U.S. government sets the conditions that drive the
U.S. DIB’'s competitive disadvantages. This is true due
to three reasons.

First, the U.S. defense sector is not primarily driven
by market forces. The U.S. government is usually the U.S.
DIB’s only major customer and therefore traditional market
forces do not control the demand, pricing, and design of
the goods and services it buys from defense contractors in
the U.S. DIB.?> As an example, government contractors face
restricted profits in a way that commercial industry does
not. When commercial goods are sold in the commercial
sector, company profits can be driven by several factors
including utility of the goods, cost of production, or inno-
vativeness of the product. The commercial customer can
balance the cost of the good versus the value it brings. On
the other hand, regardless of the value added by the prod-
uct, federal contracting strictly limits the price of any good
or service based on the cost of production and other allow-
able expenses (such as R&D).
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Top U.S. DIB companies operated at a disadvantage from FY2019 - FY2023

® Topus.DIB @ S&P 100 @ Tech @ Industrials
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Second, the U.S. DIB is highly regulated. Federal reg-
ulations are not inherently bad. They are intended to help
ensure the U.S. DIB continues to deliver the goods, plat-
forms, and services needed by our warfighters and to help
protect the government and taxpayer money from misuse.
However, analyzing theirimpact is key to understanding the
economic realities facing U.S. DIB companies. Regulations
limit how much contractors can profit from government
contracts. They also require specific accounting and reg-
ulatory practices that drive increased operating costs for
U.S. DIB companies.

The U.S. DIB's lower operating
margin limits reinvestment

@ TopUS.DIB @ S&P 100 @ Tech @ Industrials F—

% Operating Margin, Percent of Revenue
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In addition, companies in the U.S. DIB “have invested
in specialized accounting systems, cyber and information
security systems” to comply with federal regulations.?®
Additionally, many workers in the U.S. DIB are required to
acquire and hold security clearances. This reduces the size
of available talent pools while increasing the cost to hire
and retain the necessary workforce.

Finally, the U.S. DIB is heavily influenced by the U.S.
government’s complicated and bureaucratic budget and
acquisition processes. While DoD and Military Services
set their own priorities and requirements, all spending
authorities — authorization and appropriation — reside with
Congress. Congress utilizes these authorities on an annual
basis, and only a limited number of contracts are funded
for multiple years.?” In addition, changes in presidential
administrations often increase budgetary uncertainty and
instability by introducing significant changes to budgetary
directives and priorities. This complexity creates demand
uncertainty, increasing the business risk U.S. DIB compa-
nies accept if they invest in new products, technologies, or
capital before a contract is awarded.

All told, the conditions set by the U.S. government place
the U.S. DIB at a disadvantage when compared to com-
mercial counterparts. This operating margin disadvantage
reduces the U.S. DIB's financial flexibility and its ability to
match the financial performance of other economic sectors.
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Incentives for Resource Allocation

Examining a company’s free cash flow helps reveal how
it allocates limited resources to balance the needs of share-
holders and future business growth. From FY2019 through
FY2023, the top U.S. DIB companies posted lower average
free cash flow as a percent of revenue compared to other
industry sectors. Specifically, the top U.S. DIB companies
were never within 5% of free cash flow as a percent of rev-
enue to the closest sector — S&P 500 Industrials.

Less free cash flow limits the
DIB’s ability to balance shareholder

returns and business growth

@ TopUS.DIB @ S&P 100 @ Tech @ Industrials Source: NDIA
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Greater free cash flow enables a company to better
balance investing in its business (CapEx, R&D, IRAD, and
mergers and acquisitions) with securing reasonable share-
holder returns (dividends, stock buybacks, and debtor
equity).”® Companies also need to balance their relation-
ships with their suppliers and employees, among other
interests, but for this analysis, NDIA focused on business
investments and shareholder returns.

By investing resources into its business, a company
positions itself for greater future success and drives
innovation. For example, a company can invest in R&D
to develop new technologies to outcompete their market
competitors. Through CapEx, it can expand or maintain
their facilities and other capital assets essential to pro-
duce and deliver enough products and services to meet the
demand of their customers. Investment in business growth
is essential to the continued success of a company and the

U.S. DIB's ability to meet warfighter needs with advances
in tech. With less free cash flow, the U.S. DIB is relatively
constrained in the breadth and scale of investments they
can make compared to the other industry sectors included
in this analysis.

Research & Development

As the chart below shows, the top U.S. DIB’s reported
R&D expenditures as a percent of their revenue mirrors the
largest companies in the industrials sector and exceeds the
percent of revenue industrials invested in R&D across four
of the last five years studied. However, even though the top
U.S. DIB companies are dedicated to delivering cutting-edge
technologies to the warfighter, their R&D expenditure as a
percent of revenue is lower than the leading tech compa-

nies. There are three reasons for this discrepancy.

Research & Development

® TopUS.DIB @ S&P 100 @ Tech @ Industrials Source: NDIN
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First, as mentioned elsewhere in this report, competitive
rates are limited by the policies and regulations of the U.S.
government and DoD as well as competition from other con-
tractors. In the private sector, companies can pass on the
cost of all R&D into the prices for their products. A defense
contractor can include reasonable costs for related R&D as
indirect costs paid back to the contractor on a government
contract.?? However, allowable costs are limited legally and,
more impactfully, competitively (see IRAD box on page 19).

Second, the tech sector’s business model is centered on
identifying and bringing the newest technology to the market
before their competitors. That creates a shorter-term business
cycle where rapid R&D is essential to a company’s success.
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Conversely, for the U.S. DIB, while innovation and technolo-
gies are still central to the success of the company, investing
decisions are based on meeting contract requirements, not
increasing commercial sales or other market forces. The result
is a business model that tends to center around products with
decades-long contracts instead of rapid innovation.

Finally, the U.S. DIB’s lower operating margins continue
to impact its resourcing decisions. If a business has greater
profits, it can cover expenditures and investments using a
smaller percentage of its revenue and can then allocate a
greater percentage to R&D. With lower operating margins,
top U.S. DIB companies can only devote a limited percent-
age of revenue to R&D.

Capital Expenditures

CapEx represents the smallest gap between the top
U.S. DIB companies and other economic sectors. In fact,
despite increased risks, the top U.S. DIB companies com-
mitted a higher percentage of revenue to CapEx than the
Industrials sector in FYs 2021, 2022, and 2023.

U.S. DIB companies are often faced with the difficult
choice to either invest in CapEx ahead of a contract award
or lose the competition on the grounds that they would
be unlikely to achieve accelerated schedule requirements.
However, making the investment is not a guarantee that the
company will prevail in the competition, placing the com-
pany in the position of carrying the financial loss of the
invested CapEx along with the cost of any excess capac-
ity created through the investment.

Additionally, CapEx is still constrained by regulations.

Idle capacity is not an allowable cost on government

Capital Expenditures
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contracts, disincentivizing the U.S. DIB from acquiring
capital that cannot be used on existing contracts to meet
tangible demand signals.

Shareholder Returns

All publicly traded companies, including those in the U.S.
DIB, compete for access to capital. As the owners of a
public company, shareholders have a significant influence
on public companies’ management teams and business
strategy decisions. Within the traditional U.S. DIB, most
shareholders are now institutional investors who own
between 64 — 100% of the larger U.S. defense companies’
shares.®? Institutional shareholders typically invest globally
and across multiple market sectors, and their focus is on
measuring positive returns on invested capital. As a result,
publicly traded defense companies are in competition not
just with each other, but with purely commercial compa-
nies for capital. Many of the institutional investors have
target rates of return, otherwise known as “hurdle rates,”
they must attain to stay invested. In addition, institutional
investors are more likely to sell their equity holdings if the
company is performing below annual return target rates.

In this context, the executive management teams of
U.S. DIB companies are evaluated by their fiduciary boards
and investors not only by how the company is perform-
ing against peers within the defense sector, but also by
how the company is performing financially compared with
other sectors. U.S. DIB companies’ business strategies are
driven by their legal fiduciary responsibilities to sharehold-
ers. Publicly traded companies’ management teams utilize
multiple tools to maintain a competitive return on invest-
ment to meet investors’, especially institutional investors),
expectations, including two of the financial measures high-
lighted in NDIA's analysis: stock buybacks and dividends.

Finally, companies in the U.S. DIB cannot pass along
the cost of debt needed for production to the customer
the same way non-U.S. DIB customers are able to do so
in the consumer market, further reducing their options to
increase attractiveness to investors.®! Therefore, to con-
tinue to attract investors against non-U.S. DIB companies
in the competition for capital, U.S. DIB companies must rely
on satisfying shareholders with dividends and stock buy-
backs, among other actions.
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Business Investments

Return to Shareholders

@ Top U.S.DIB
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Following the 2020 — 2021 global COVID-19 pandemic,
top U.S. DIB companies increased the percentage of revenue
returned to shareholders in stock buybacks and dividends.
However, this increase did not impact the percentage of
revenue allocated to R&D or CapEx. In fact, top U.S. DIB
companies still return less to shareholders compared to
other sectors. Both their return to shareholders (stock buy-
backs and dividends) and business investments (R&D and
CapEx) are lower than both the top U.S. companies and top
tech companies. As the charts show, the top U.S. DIB com-
panies operated similarly to the industrial sector.

Across the board, these six key financial metrics present a
clear view about the impacts of the market realities facing the
U.S. DIB and the impacts of those realities on its profitability
and allocation of financial resources. Any examination of the
financial health and profitability of the U.S. DIB requires an
examination of the economic and regulatory realities contrac-
tors must operate under and the influence of the non-defense
commercial markets, specifically in relation to the competi-
tion for capital. With both factors considered, NDIA's analysis
shows the U.S. DIB is working within constrained profitability
to continue delivering the goods and services U.S. warfighters
need in an era of increased great power competition.

Independent Research and Development

The National Science Foundation has done exten-
sive work tracking the trends in R&D expenditures.
Over the last 60 years, there has been a significant
shift in R&D investments made by the federal gov-
ernment and the private sector. In 1964, federal R&D
expenditures accounted for 67% of all domestic R&D
investment and private sector R&D accounted for 31%
of the investments.! By 2020, the roles had reversed,

with private sector business accounting for 73% of
domestic R&D and federal government investment
accounting for 21%.2

This significant shift in R&D investments to the
private sector has renewed public policy interest
regarding U.S. DIB IRAD investments. The chart on
page 17 shows the data regarding how the largest U.S.
DIB companies compare with the largest non-U.S. DIB

1 National Center for Science and Engineering Statistics. National Patterns of R&D Resources: 2021-22 Data Update. NSF 24-318. National

Science Foundation. Accessed December 11, 2024. https:

ncses.nsf.gov/data-collections/national-patterns/2021-2022#data.

2 |bid.
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companies, non-U.S. DIB technology companies, and
non-U.S. DIB industrial companies. The data shows a
very different research & development strategy for top
U.S. DIB companies compared to the top non-U.S. DIB
companies and the top non-U.S. DIB technology com-
panies. Taken out of context, inaccurate or incomplete
conclusions could be drawn.

IRAD is work that companies invest in with their
own funding to pursue strategic projects that have
been identified as having high potential interest to DoD.
There are two important factors that influence how
and the extent to which U.S. DIB companies make
IRAD investment decisions: (1) DoD, not the commer-
cial market, is the customer, and (2) there are legal and
competitive constraints.

First, U.S. DIB companies’ IRAD investment deci-
sions are tethered to DoD, their primary customer.
Specifically, when searching for R&D opportuni-
ties, the U.S. DIB references the Defense Technical
Information Center (DTIC), which identifies the top

defense research priorities. Unlike the purely com-
mercial sector, U.S. DIB companies’ R&D investment
decisions are driven by its customer, not by market
forces. More directly, from a business perspective, U.S.
DIB companies will only pursue the research opportu-
nities their government customer identifies. This not
only limits the research options, but it also in most
cases precludes the ability to recoup R&D costs by sell-
ing the realized development to the commercial sector.

Dating back to 1970, Congress recognized the
validity of defense companies’ business decisions
regarding IRAD, which is why current law provides for
reasonable costs for certain IRAD to be charged as
indirect costs on a government contract.® But there
are legal and competitive boundaries on the invoiced
costs. To protect taxpayer interests, U.S. DIB com-
panies operate under regulations governing these
invoiced costs. Legally, the invoiced costs must be
found to be “allocable and reasonable” by both the
contracting officer and the relevant audit authorities .*

R&D Investment Trends
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Source: National Center for Science and Engineering Statistics, National Patterns of R&D Resources (annual series).

3 P.L. 91-441. Covered activities include: basic research; applied research; development; and systems and other concept studies that has a po-
tential relationship to military function or operations. For further information, see: FAR 31.205-18. Independent research and development and

bid and proposal costs.

4 FAR 31.205-18(c). Independent research and development and bid and proposal costs.
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In addition, there are also competitive factors
that influence how much U.S. DIB companies invoice
IRAD costs. Specifically, IRAD is recovered through
the price U.S. DIB companies charge the government.
Therefore, even if the contracting officer and audit
authorities deem the invoiced costs “allocable and rea-
sonable,” there is an upper limit to stay cost compliant.

Novel Approaches

The combination of government oversight
and competitive restraint provides
effective governance in the application
of the decades-old IRAD authority.

and Flexible Pathways

The rapid deployment of the latest advancements in
technology and capabilities with military applications to
deter and, if necessary, prevail in conflict is critical. To main-
tain the U.S." technological asymmetric advantages, DoD
must utilize all the authorities at its disposal, including
novel contracting vehicles and flexible pathways with a
balanced approach that spurs additional capability and
capacity and promotes innovation across both traditional
and nontraditional companies of all sizes.

Attracting Nontraditional Contractors, Clearing
Pathways for Traditional Contractors

Despite DoD'’s efforts and reforms in recent years to
attract more innovative companies into its ecosystem, it is
still challenging for companies outside the traditional U.S.
DIB to do business with the Department.3? Attracting and
retaining new entrants, academic institutions, and small
businesses — along with the innovative technologies and
capabilities they bring to the Department - is a critical
element to building a modern, diverse, and resilient U.S.
DIB. While DoD and Congress have signaled through various
reforms the importance of increasing business opportuni-
ties for small companies and nontraditional contractors, the
majority of contract dollars still go to the top defense con-
tractors. With the new Administration and 119th Congress,
policymakers are expected to focus on ways to attract addi-
tional nontraditional defense contractors (NTDC) into doing
business with DoD.

2]

ANTDC is defined as an entity that "is not currently per-
forming and has not performed, for at least the one-year
period preceding the solicitation of sources for DoD...any
contract or subcontract that is subject to full cost account-
ing standards (CAS) coverage."®

When a company is classified as a NTDC, numerous
government regulations are not required in comparison to a
traditional defense contractor (TDC). These differences ulti-
mately affect costs, flexibility, innovation, and how quickly
acquisition solutions can be fielded.

Major regulatory differences between TDCs and
NTDCs include:

e CAS: TDCs must follow CAS, which place significant
requirements beyond Generally Accepted Accounting
Principles (GAAP) and, therefore, require separate and
costly systems to maintain. NTDCs do not have to
follow CAS.

* FAR and DFARS: The Federal Acquisition Regulation
(FAR) and the Defense Federal Acquisition Regulation
Supplement (DFARS) contain thousands of pages of
regulation that drive significant cost, personnel, and
infrastructure requirements on TDCs in order to comply.
NTDCs" FAR and DFARS requirements are greatly
reduced and, in some cases, completely eliminated.
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e OTA: Other Transaction Authorities (OTAs) reduce regu-
latory requirements for both TDCs and NTDCs, but the
requirements are not the same. For example, NTDCs
do not have cost-sharing requirements. While a TDC
can utilize an OTA, it needs to cost share (33%) unless
its product team includes an NTDC who "participates
to a significant extent.” NTDCs do not have cost-shar-
ing requirements.

e Commercial Determination: NTDC products and ser-
vices can be deemed commercial®** and thereby avoid
significant regulation, including regulations restricting
profitability. This does not apply to TDC products and
services.

¢ Cost and Pricing Data Requirements: NTDCs are not
subject to cost and pricing data requirements once their
products or services are deemed commercial. This
accelerates acquisition timelines and reduces costs.

e Software: Software solutions can be purchased more
easily when under commercial procedures that apply
to NTDCs.

DoD, Congress, and the defense ecosystem are at a crit-
ical juncture. One area of common agreement between
government and private sector companies — both TDCs
and NTDCs - is that it is time to shake things up. The cur-
rent system is too slow, too burdensome, and antithetical
to the speed and flexibility innovation requires. At the
same time, one of the most important lessons of the last
few years has been internalizing the opportunity costs of
allowing major sectors in the U.S. DIB, that were not the
priority over the last 35 years, to atrophy. The danger with
the emerging policy debates is the potential for framing

a zero-sum approach that pits established defense con-
tractors against nontraditional contractors.

Such an approach would be a fallacy. A better approach
is to tackle the current paradigm, which is deeply flawed.
It is counterintuitive to criticize TDCs mirroring the
sclerotic acquisition process and government regula-
tions with which they must comply. Over time, as they
become more successful, the current FAR and DFARS will
force NTDCs to take on similar infrastructure of TDCs to
be compliant. Rather than creating exceptions to poli-
cies, regulations, and authorities that give quick starts
to NTDCs - but not help them as they grow - the con-
versation needs to focus on reducing the regulatory
burden, sharing more risk between the government and
the contractor, and allowing for more open competition.
The current acquisition paradigm requires a seismic shift to
create an unencumbered pathway accessible to all U.S. DIB
participants: TDCs and NTDCs alike. Failing to create this
accessible pathway will eventually subject the NTDCs, as
they become TDCs, to the same morass of requirements
that policy exceptions have been created to bypass.

The tools that DoD uses to attract NTDCs into the
defense market work equally well to retain TDCs of all sizes
and clear a path for them to innovate and compete.

Finally, to best safeguard and attract new entrants and
unleash the innovation of the U.S. DIB, DoD must take
a fuller account of the acquisition authorities already
available to it, as many flexibilities exist in statute.®* DoD
senior leaders must track and confirm the use of these
authorities, examine compliance requirements, and enable
the application of novel concepts to disrupt the reliance on
default approaches.

Failing to create this accessible pathway will eventually subject
the nontraditional defense contractors, as they become traditional
defense contractors, to the same morass of requirements that

policy exceptions have been created to bypass.
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Recommendations:

Short-Term

7.

DoD and Congress must rethink the
approach to acquisition strategies to
ensure the most streamlined and appro-
priate contract vehicles are offered to all
offerors. It is counterintuitive that tradi-
tional contractors should be subject to less
favorable terms and conditions because
they have an established history of compli-
ance with policy, statutory, and regulatory
requirements.

DoD must employ the full range of con-
tract vehicles, including cost contracting.
While there is a temptation to focus on
firm-fixed price and commercial con-
tracts, these contract vehicles are not
necessarily the most effective approach
for complex and exquisite platforms and
munitions. In recent years, not only have
traditional and nontraditional contractors
been adversely impacted by DoD awarding
the wrong contract vehicle for the desired
acquisition, but, more importantly, DoD
and the warfighter do not benefit when the
wrong contract vehicle leads to delays in
schedule, increased costs, and subopti-
mized performance.

23

DoD must commence a focused review to
harmonize and streamline the layers of
compliance requirements. This must start
with an industry engagement to nominate
compliance requirements to target. While a
review of acquisition processes that do not
require a change in statute can start quickly,
the biggest regulatory changes will require
Congress to act.

Inthe FY2026 NDAA, Congress must direct
DoD to analyze the differing requirements
placed on traditional contractors and non-
traditional contractors to determine where
aligning requirements would result in more
rapidly fielding advanced capabilities and
increasing capacity and innovation while
balancing the needs to attract and retain
non-traditional, small business, and aca-
demic contractors.

Long-Term

11. DoD must examine and implement the

best practices of the Adaptive Acquisition
Framework. A&S is currently collecting
data concerning the appropriate use of the
framework and should leverage the current
congressional authorities that have already
been provided.
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Pillar 1: Prioritizing Sufficient
and Stable Budgets

While defense spending is sizeable, it is not the driver
of U.S. national debt and is at a near-record low as a
percentage of the U.S. economy and declining. Since
the conclusion of the Cold War, the U.S. has significantly
decreased defense spending as a percent of the U.S. fed-
eral budget®® and U.S. GDP.®*” For example, observing the
trend line, national defense spending as a percentage of
U.S. GDP dropped 50% from 6% to 3% from 1986 to 2023
and is projected to drop to 2.8% by 2029.38

Compounding the challenge, the Fiscal Responsibility
Act (FRA) also placed spending caps on the federal depart-
ments and agencies, including DoD, for FY2024 and FY2025.
Therefore, the FY2025 budget request of $849B for DoD
represented a less than 1% increase in funding over FY2024,
as the request aligned to the FRA caps.®® In addition, the
budget request did not account for inflation. The result,
with inflation considered, represents an actual reduction
in defense funding. This is why NDIA members strongly
endorse congressional efforts to increase defense
spending during the FY2026 appropriations process.

Unlike their peers in the commercial sector, U.S. defense
companies are tethered to annual congressional funding
and defense resourcing decisions. Stable funding is criti-
cal to DoD and the federal acquisition process, including

Average Annual Growth Rate of

Revenue & Spending from 1979 to 2023

Constant FY2017 Dollars

In 2023, there would be a surplus of $570B versus the actual deficit of $1.7T
if federal spending had grown at the rate of defense spending (in current dollars).

4%

Non-Defense
Spending

National
Defense
Spending

Revenue

Data from: OMB Historical Tables 1.1, 1.3,3.7, 8.6, & 8.8.

its ability to attract and retain private sector investments in
R&D, advancing technological innovation, needed produc-
tion capacity, supply chains, and a skilled workforce. Stable
funding is also critical to ensure our warfighters have the
platforms, equipment, and services they need to conduct
their missions and to maintain their competitive advantage
against any potential adversary.

Decades of Declining DoD Spending (1970 - 2023)
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Conversely, continuing resolutions (CRs) and govern-
ment shutdowns have a significant negative impact on
our national security. Every week DoD is under a CR
or shutdown is an additional week the United States
provides the PRC and other near-peer competitors

innovation by prohibiting new starts, disrupt production
of strategic platforms (including ships, submarines, and
aircraft), exacerbate shortfalls in munitions, and cancel
or curtail essential training and equipment maintenance
and sustainment.

Unfortunately, DoD and the U.S. DIB have endured
budget instability for 15 of the last 16 years as the fed-
eral government operated under a CR for part of the year.

Continuing Resolutions Affecting the
U.S. Department of Defense (DoD)

N/A (No CR)

Length of CR
in Days

ar | pr [ May | e [ s [ ag | ser [N

5.27 Years
Worth of CRs
(By 3/14/25)

Data From: GAO Report to Congressional Committees - Defense Budget; Committee for a Responsible Federal Budget Appropriations Watch FY2022 - FY2024

On December 4, 2024, the U.S. government hit the grim
milestone of operating under a CR for the equivalent
of five years since FY2010.

Impact of Funding Disruptions
and Stop-Work Orders on
U.S. DIB Companies

ity, without explicit congressional authority,*' to begin new
programs or initiatives. A CR puts pressure on the entire
defense ecosystem, especially for technology start-ups,
small businesses, and middle-tier suppliers, as DoD’s plan-
ning assumption under CRs is to build a six-month delay
into contract obligations after the final budget is approved.

“The CR stopgap measures are wasteful to the taxpayer ...
military has made in readiness and modernization. Ultimately, a CR is good for the enemy,
not for the men and women of the U.S. military."?

[and] damage the gains our
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The combination of CRs and unstable DoD planning
assumptions creates unpredictable free cash flow situa-
tions for U.S. DIB companies, requiring them to stretch their
reserves to pay their employees and to keep critical nodes
of their supply chains viable. In addition, post-pandemic
interest rates due to inflation are still elevated,*® making the
cost of capital more expensive and limiting options for U.S.
DIB companies seeking loans. While companies prefer a
CR to a government shutdown, the hidden cognitive trap
is while government institutions, including the Pentagon,
have adjusted their processes to insulate themselves -
to the extent possible — from instability, the impact on
the U.S. DIB remains acute.

Therefore, the current appropriations environment com-
plicates decision-making for many U.S. DIB companies.
These circumstances leave companies with little flexibility
in resolving their cash flow challenges other than to tempo-
rarily or permanently lay off employees. The challenges are

Question 27
Has your business experienced any of the following

as a direct result of preparation for a potential
government shutdown? (Select all that apply)

Percent of Respondents

Postponed or delayed
ordering or delivery
schedule

Expenditure of your
company's time and
resources to execute
planning and preparation
for potential shutdown

53%

D
D
-
m

B

Loss of planned sales 41%

Unplanned acceleration
of ordering or
delivery schedule

23%

Other (Please specify)

Source: NDIN Survey 0
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compounded when companies receive stop-work orders
from DoD. While some companies can shift employees
to other work or to assign them to complete paid training
requirements, not all companies can do so, and no com-
pany can do so indefinitely.

For these reasons, for the last three years, NDIA has
tracked the number of industry respondents that have
received a stop-work order during a CR or shutdown in
its annual Vital Signs report series. It should come as no
surprise that this number increased from 22% in the Vital
Signs 2024 Survey to 31% in the Vital Signs 2025 Survey,
a 9-percentage point increase reflecting a time when the
government was under a CR for nearly six months. In addi-
tion, government respondents reported the same increase
in issuing stop-work orders over the two years.

NDIA also asked industry respondents about the chal-
lenges their companies experienced as a direct result of
preparing for government shutdowns. The top challenges
reported in the Vital Signs 2025 Survey were (see Q27 Chart):

e Postponed or delayed ordering or delivery
schedule (63%)

e Expenditure of your company’s time and resources
to execute planning and preparation for potential
shutdown (53%)

e Loss of planned sales (41%)

e Unplanned acceleration of ordering or delivery
schedule (23%)

When accounting for the size of the business, the
postponed or delayed ordering or delivery schedule was
still the top challenge for small businesses (62%). In addi-
tion, the loss of planned sales had a larger impact on
small businesses (54%) when compared to medium-sized
businesses (38%) and large-sized businesses (36%).
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Impact of Funding Instability
on DoD Acquisitions and
Operations

In addition to wasting money, CRs also waste time.
Since FY2010, Congress has included additional language
in every CR to further restrict “DoD’s use of amounts appro-
priated through the CR to initiate new production of items,
increase production rates above those sustained in the
prior fiscal year, or initiate multi-year procurements (MYP)
using advance procurement funding for economic quantity
orders."** Multi-year contracts and procurement authorities
for long-lead parts are essential contracting mechanisms
to replenish and increase munition stockpiles. These con-
tracting mechanisms are also critical to keeping strategic
submarine construction schedules — which have little
margin for error in replacing legacy capacity - on track.

Leading up to the series of FY2025 CRs, DoD highlighted
that a six-month CR would likely force reductions in military
personnel, prohibit the award of multi-year procurement
contracts for the CH-53K (Heavy Lift — 321 engines) and
Virginia Class submarines, and delay nearly $8B in fund-
ing to modernize the nuclear triad. Additionally, a six-month
CR would inhibit 168 new start efforts and 1071 procure-
ment rate increases, including the Army’s Multi-Domain
Artillery Cannon System (MDACS), the Navy’s AIM-9X
Sidewinder and Rolling Airframe Missile, the Air Force's
B-52 Radar Modernization Program (RMP), the Nuclear
Enterprise, LGM-35A Sentinel modifications, and the Space
Procurement, Integrated Operations Network.*®

Further, DoD detailed how a FY2025 CR ending in
March is “far too close” to the April 30, 2025, deadline
for a permanent sequestration order under the FRA.
According to the FRA, since Congress failed to enact all
12 full appropriations acts by January 1, 2025, it started
a process that could result in a $42B cut to DoD's FY2025
budget on April 30, 2025, unless reversed by Congress.*¢
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Recommendations:

Short-Term

12.

13.

Congress must enact the FY2025 DoD
Appropriations Act as soon as possible.

The Military Services must ensure that
the request for MYP authorities make
sense from a business strategy perspec-
tive. This should include an assessment of
supply chain risk factors for critical parts
and components, and a funding profile that
allows industry to responsibly manage a
surge in production, including workforce
and capital investments.

Medium-Term

14.

15.

Congress must enact the full-year
FY2026 DoD Appropriations Act before
September 30, 2025.

Congress must provide flexibility to DoD
to respond to developing circumstances
and take advantage of emerging oppor-
tunities should it enact a further CR. As
proposed by the PPBE Commission, this
includes (1) permitting select new starts
under a CR, in the limited circumstances
where the program to be initiated is
included in the President’'s Budget request
(PBR) and has not been disapproved in an
authorization or appropriations bill under
consideration in either chamber, and (2)
allowing increased program quantities
and development ramps in the same lim-
ited circumstances.*
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Inflation

Since the early 1990s, inflation was managed close
to the Federal Reserve’s target of 2%, as measured by
the Personal Consumption Expenditures (PCE) price
index, until supply and demand disruptions spurred by
recent events caused inflation to rise rapidly.® Overall
inflation peaked above 7% in June 2022, which was
the highest level since 1981.6

The Federal Reserve responded to this high infla-
tion rate by rapidly raising short-term interest rates,
which have been kept above 5% for most of 2024. As
a result, although inflation has started to move back
closer to the Federal Reserve's target rate of 2%, the
higher interest rates are still increasing the cost of
capital for companies, which makes borrowing money
more expensive.’

In Vital Signs 2024, NDIA noted that the issue of
historic inflation levels was consistently cited as an
ongoing concern across U.S. DIB sectors.® Many
companies highlighted both pre-pandemic and
post-pandemic challenges managing unplanned
inflation escalation, which in turn heightened suppli-
ers'risk aversion to committing to future long-term
contracts. Companies with pre-pandemic contracts
reported significant labor and material cost increases

above planned inflation escalation on long-term FFP
delivery contracts. U.S. DIB companies also reported
that they had been struggling to retain employees
and current suppliers,® had lower productivity and
increased costs, and several reported extending
delivery schedules to manage the financial viability
of current contracts. These cost increases negatively
impacted contractors who had limited opportunities
for contract modification and/or an Economic Price
Adjustment (EPA).

Small businesses particularly highlighted the
challenges caused by the impacts of the highly
inflationary environment on their ability to provide
and hold pricing for labor and materials. Additionally,
small business owners reported that inflation had a
significant impact on the lowest price technically
acceptable (LPTA) sourced contracts. This caused
some small businesses to consider increasing their
indirect rates, including accounting for new compli-
ance costs, when bidding for new contracts, which
they assessed put them at a disadvantage with larger
companies, who, with more complex operations, had
more options to appropriately spread indirect rates
across multiple cost pools.

5 Congressional Research Service. Inflation in the U.S. Economy: Causes and Policy Options. Marc Labonte and Lida Weinstock. R47273. October

6,2022. https://crsreports.congress.gov/product/pdf/R/R47273.

6 Congressional Research Service. Why Is the Federal Reserve Keeping Interest Rates “High for Longer”? Marc Labonte. IN12388. July 3, 2024.

https:
7 Ibid.

crsreports.congress.gov/product/pdf/IN/IN12388.

8 Vital Signs 2024. National Defense Industrial Association, April 4, 2024. https://www.ndia.org/policy/publications/vital-signs. Page 48.

9 The competition for labor, including wage and salary competition, is discussed elsewhere in this report.
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Pillar 2: Advancing DoD Digital
Modernization and Transformation

The future character of war focuses on the use of emerg-
ing and disruptive technology, such as artificial intelligence
(Al); offensive and defensive cyber security; autonomy
for unmanned platforms; fifth generation (5G) and future
generation (FutureG) communications and information
technology; hypersonics; quantum computing; and directed
energy. There will also be a shift from a single domain being
the predominant domain of conflict to multi-domain con-
flict, including in space and cyberspace, which will play
more prominent roles in the initial phases of any potential
conflict. This will drive significant shifts in DoD’s budget pri-
oritization including: new concepts of operations (“how we
fight”); more experimentation and prototyping; and renewed
focus on partnerships with cutting-edge technology lead-
ers, especially those adjacent to the traditional defense
industrial base.

Winning the race to maintain the U.S." technological
competitive advantage requires deeper analysis of debates
around the policies and authorities for these technologies.
Getting the balance right will make or break whether DoD
can successfully buy and integrate new technology at speed
and scale fast enough to preserve and, where necessary,
expand the U.S. military’s technological competitive advan-
tage. It will also have profound impacts on the ethical use
of technology and whether the laws, policies, and regula-
tions governing U.S. DIB companies incentivize both TDCs
and NTDCs, as well as continue to attract new entrants.

Intellectual Property
and Data Rights Issues

Over the past decade, the legal and regulatory frame-
work governing IP rights and the management of these
rights has undergone careful reform to balance the legit-
imate needs of both DoD and industry.*® The importance
of this balance is evident in the core principles of DoD'’s
IP policy, which directs the Department to "negotiate spe-
cialized provisions when it better aligns DoD and industry
interests" and to "respect and protect IP resulting from tech-
nology development investments."?
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The NDIS Implementation Plan’s Initiative #6 for Intellectual
Property and Data Analysis does recognize the importance
of industry collaboration and adequate training across the
acquisition workforce.®® However, it is concerning that the
Department'’s overall posture for IP and data rights within the
Implementation Plan is to pursue further ambiguous legis-
lative and regulatory changes when many of the legislative
reforms that have already been passed over the past ten years
have yet to be implemented. DoD misses a key tenet that by
respecting the private sector’s IP rights and more closely
aligning with commercial practices, DoD will incentivize
investment and provide the Department with greater access
to the most advanced technological innovations.

IP and data rights are crucial to the companies that design,
manufacture, apply, and maintain the cutting-edge technol-
ogies, systems, and platforms our armed forces rely upon
to deter aggression and defend our nation and its interests.
However, there are many innovative companies that are still
hesitant to contract with or offer their most advanced tech-
nologies to the Department out of fear of losing their IP, and
this fear is growing.

In NDIA's Vital Signs 2025 Survey, 37% of private sector
respondents said their company decided not to include cer-
tain technologies in bids because of IP concerns, which is an
increase of 9 percentage points over the 2024 survey (see
Q32 Chart on page 30). In addition, over one-third (36%)
of private sector respondents chose not to bid on certain
DoD contracts out of fear DoD requirements for IP would
put their company’s rights at risk, which is an increase
of 14 percentage points over last year’s survey (see Q30
Chart on page 30). Over one-half (54%) of the private sector
respondents that chose not to bid identified as small busi-
nesses. In one highlighted case, one of two competitors was
removed from a competition due to their unwillingness to
relinquish data rights, resulting in a sole-source environment
going into final proposals submittal.

In addition, 38% of private sector respondents also reported
that their company has been told they have to offer at least
Government Purpose Rights (GPR) in software or technical
data required to be delivered (see Q31 Chart on page 30).
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A GPR license means the government has the right to “use,
modify, reproduce, release or disclose the technical data or
computer software within the Government without restriction
and outside the Government for a Government purpose.”’
This can include the release or disclosure of technical data
or computer software to private sector competitors.

When a company develops new technology, it has potential
future value, not only to the Department but also the commer-
cial market. If a business fears it may lose its IP, which could
potentially be the “crown jewel” underpinning the entire
company, the business may simply choose not to contract
with DoD and protect its future value on the commercial
market. Alternatively, the company may decide to develop two
different versions of a product: one for the government and
one for the commercial sector. This could result in a better
product going into a commercial offering or to another com-
mercial entity that may or may not be willing to sell to the
government, depending on outside investor decisions.

As the Vital Signs 2025 Survey demonstrates, both
scenarios discussed above leave the Department with-
out access to certain new technologies and highlight the
imperative to maintain the balance of serving the needs of
DoD while protecting IP rights and not driving away indus-
try. Protecting IP rights not only fosters innovation and
attracts new suppliers to the defense industrial base, but
also ensures DoD has continued access to crucial infor-
mation and technical data needed to support military
equipment throughout its lifecycle. In essence, respect-
ing and protecting the private sector’s IP rights safeguards
the Department’s own long-term interests.

Modular Open Systems Approaches (MOSA)

One area where the protection of IP and data rights is an
active discussion is in connection with the Department’s
efforts around MOSA 52 Congress began citing the bene-
fits of "modular, open architectures" as early as 2009.5° By
2016, Congress mandated that all major defense acquisition
programs be designed and developed with a modular open
system approach, meaning systems should be built with
interchangeable, modular components.®* The proposed
MOSA rule for DFARS Case 2021-D005 has prompted fur-
ther discussion of how IP and data rights can be protected
under MOSA and how these efforts can be aligned with
existing commercial practices to enable the Department
to realize the benefits it is seeking to achieve.®

Question 30

21%

Do not Know

Does your
company choose not to bid
on certain DoD contracts based
on perceived DoD requirements
for intellectual property (IP)

will put your company’s
rights at risk?

36%

43%

Source: NDIN Survey

*Due to rounding, the sum of the figures may not equal 100%

30%

Do not Know

Has your company
been told that to be
competitive, you have to offer

38%
at least Government Purpose
Rights (GPR) in software or
technical data required

to be delivered?

Source: NDIN Survey

*Due to rounding, the sum of the figures may not equal 100%

23%

Do not Know

Are there
instances that your
company does not include

certain technologies in
bids due to concerns
over IP protection?

37%

Yes

Source: NDIN Survey

*Due to rounding, the sum of the figures may not equal 700%
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Industry sees value in modular open systems
approaches as they can foster competition, innovation,
rapid upgrades, continued industry investment, and DoD
access to commercial technologies. However, if MOSA
were to be implemented at too low of a level, such as
inside the proverbial “black box,” it would prevent many
of the positive outcomes the Department is seeking, as
it would conflict with how industry already develops prod-
ucts commercially with existing business models.

It would benefit the Department to frame the related
requirements to aim for modularity at a level compatible
with the commercial marketplace. In the case of commer-
cial software, DoD should focus on the already-available
external interfaces instead of implementing MOSA in such a
way that would expose internal interfaces within a software
component and extract additional data rights from indus-
try partners. Further, the Department should not penalize
small businesses or private investment from any company
by disfavoring the IP rights more aligned with the com-
mercial market, including limited rights, restricted rights,
or commercial terms, or those included under the Small
Business Innovation Research (SBIR) program.

Technical Data Rights and
Existing Commercial Practices

Another area of industry concern is the potential expan-
sion of the types of technical data or software to which the
government is entitled to unlimited rights. In DFARS Case
2021-D005, DoD proposed to establish a new definition of
form, fit, and function software that would put commercial and
privately-funded software architecture and internal interface
information at risk of being delivered with unlimited rights — a
result that is fundamentally at odds with commercial market
practices.>® Industry also has concerns about protecting
sensitive digital engineering and manufacturing data.

Existing commercial practices can provide a pathway to
demonstrate how software interoperability can be achieved
without requiring contractors to hand over commercial or
privately funded source code or expanding the scope of
technical data or software to which the government is
entitled to “unlimited rights” by regulation. One way this
is achieved is through external Application Programming
Interfaces (APIs) between software components (rather
than internal interfaces within software components). APIs
are how software components “talk” to each other, and they
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exist at many levels, including in both public and private
applications. Commercial companies utilize external APIs
to provide access to another party’s data, applications, or
systems without the need to share sensitive internal APIs
or source code. This approach leverages the benefits of
MOSA in a way that aligns with industry practices, which
can help to attract commercial suppliers to the U.S. DIB.
The most effective way for DoD to maximize access
to IP is to ensure the Department is a fair, collaborative
partner with industry in the shared mission to provide U.S.
servicemembers with the most advanced, best-maintained
equipment possible. And when it comes to MOSA imple-
mentation, less is more. The resounding feedback from
industry to DoD has been to refocus MOSA implementa-
tion on less invasive solutions that align with commercial
market practices. The more companies seek to work with
DoD, the more access the Department will have to capa-
bilities that are innovative, cutting-edge, and driven by IP.

Recommendations:

Short-Term

16. Congress and the Department must ensure
that the IP Cadres, IP contracting special-
ists, and IP training programs are adequately
resourced within the Department and
across the Military Services to increase
collaboration with industry and ensure that
IP contracting specialists are available to
manage the contracting workload in a con-
sistent manner.

17. The Department must more closely align
the definitions and functionality of the
rule(s) with commercial market best prac-
tices for DFARS Case 2021-D005 (MOSA)
and future rulemakings concerning IP and

data rights.

18. Congress and the Department must avoid
proposing new legislation impacting intel-
lectual property until the legislative reforms
already passed into law have been fully

implemented and evaluated in practice.
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Cybersecurity

Technological advancements offer tremendous eco-
nomic and national security benefits to our nation, but our
increasingly interconnected world also incentivizes sophis-
ticated adversaries to hunt for opportunities to exploit
vulnerabilities to their advantage. From an economic and
security perspective, the U.S. must protect our nation'’s crit-
ical data and networks.

Our pacing competitor and near-peer competitors work
every day to steal commercial and personal IP, extract finan-
cial and health information, and undercut the U.S. military’s
competitive advantage on the battlefield. For these reasons,
NDIA and our member companies long ago committed to
the necessity of security for the data and systems that
power the U.S. DIB, as well as the platforms, infrastruc-
ture, and services that support our nation’s warfighters.
Simultaneously, to avoid extraneous costs and burdens
on industry, NDIA has been attentive to focusing resources
and efforts to prioritize protecting the critical information
and systems that truly matter.

Cybersecurity Maturity Model
Certification (CMMC)

The continued flux and uncertainty in scope, uneven
application of DoD cybersecurity requirements, and the
lack of a well-understood implementation plan have been
longstanding causes of uncertainty for NDIA member
companies. Since 2017, defense contractors have been
required to protect controlled unclassified information
(CUI) in accordance with requirements defined in National
Institute of Standards and Technology (NIST) SP 800-
171, Protecting Controlled Unclassified Information in
Nonfederal Systems and Organizations.®” Subsequently,
in 2019, DoD sought to require verification that a company
fully complied with the required cybersecurity standards
through the CMMC program, moving away from a self-at-
testation model to a model requiring companies to hire
third-party assessors to certify compliance.

After several years and multiple iterations of rulemak-
ing, the Department released the final rule for the CMMC
program on October 15, 2024, which became effective on
December 16, 2024.5% As the defense industry moves for-
ward with implementation of CMMC, many companies

are still facing uncertainty and questions surrounding
the program, especially regarding cost.

Cost of Implementing NIST SP 800-171

According to DoD’s estimates, the private sector will face
an annualized cost of $4B to implement the CMMC pro-
gram. The rule also estimates a cost of more than $100,000
for three years of compliance for even small companies.®®
However, the Department’s cost estimates are just related to

the assessment and certification of the standards - they do

Non-Recurring Cost Estimate

Percent of Respondents

< $50K

$50K - $100K

$100K - $250K

$250K - $500K
$500K - $1M

$1M - $2M

$2M - $5M

More than $5M

Not sure

S 10 15 20 25 30

< $50K

$50K - $100K
$100K - $250K

$250K - $500K

$500K - $1M

$1M - $2Mm

$2M - $5M

More than $5M

Not sure

\
0
Source: NDIN Cyber Survey

*Due to rounding, the sum of the figures may not equal 100%
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not include the cost of meeting the actual NIST SP 800-171
standards, something that the Department never estimated
prior to release but are costs DoD “deemed necessary” in
2017.5° Without knowing the full costs, it can be difficult
for industry partners, especially small businesses and
nontraditionals, to make a fully informed business deci-
sion of whether to conduct business with DoD, which can
become a large barrier to entry. To help shed light on some
of these barriers, NDIA conducted a DIB IT and Cybersecurity
Survey (Cyber Survey) in 2024, separate from the Vital Signs
2025 Survey.

The purpose of the Cyber Survey is to understand the
current private sector approaches to and investments in
information technology (IT) and cybersecurity, as well as
the economic and business impacts of DoD'’s current cyber-
security requirements. Additionally, the intent is to help
inform the Department where future IT and cybersecurity
efforts are most needed, especially for small businesses.

One of the specific questions asked by the Cyber Survey
was the organization's estimate for the total non-recurring
costs and annual recurring costs to implement and main-
tain the NIST SP 800-171 standard unrelated to the costs
of CMMC assessment and certification. As derived by the
charts on page 32, in relation to the initial non-recurring
costs of implementing the 110 security requirements spec-
ified in NIST SP 800-171, the Cyber Survey respondents
reported that:

* Nearly one-half (49%) spent more than $100,000

* 28% spent more than $500,000

e 16% spent more than STM

* 12% spent more than $2M

e 4% spent more than S5M

Even after the initial implementation costs, companies

need to spend substantial resources to maintain and stay in
compliance with the security requirements. For the annual
costs of maintaining the security requirements specified in
NIST SP 800-171, the Cyber Survey respondents reported
that every year:

e 45% spend more than $100,000

e 20% spend more than $500,000

* 16% spend more than $TM

* 11% spend more than $2M

* 6% spend more than S5M
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Question 38

If any, what are challenges that your organization
faces in implementing the security requirements

in NIST SP 800-171 to manage Controlled
Unclassified Information (CUI), i.e. the security
standards related to the CMMC program?
(Please check all that apply)

Percent of Respondents

Financial cost associated with
implementing NIST SP 800-171

Insufficient guidance on
NIST SP 800-171 compliance

Difficulty in understanding the
security requirements in
NIST SP 800-171

Shortage of qualified
cybersecurity professionals

Uncertainty about the location of
CUI within our systems and how
to effectively protect it

Shortage of qualified
IT professionals

Difficulty in achieving
consensus or support among
key decision-makers within
organization for implementation

Difficulty in identifying
qualified MSPs and comparing
costs and services

No challenges

Difficulty in identifying qualified
MSSPs and comparing
costs and services

Do not know

Other (Please specify)

50

Source: NDIN Survey




NDIA VITAL SIGNS 2025

When asked about the top challenges that respondent
organizations face in implementing the security require-
ments in NIST SP 800-171, the top four cited include the
financial cost (65%), insufficient guidance on compliance
(46%), difficulty in understanding the security requirements
(38%), and shortage of qualified IT professionals (38%).
These findings were echoed in an identical question asked

Number of Employees who

Manage or Support IT

Percent of Respondents

0

<1 full time equivalent (FTE)
1 =2FIEs

2 - 5FTEs

5-10FTEs

10 - 20 FTEs

More than 20 FTEs

Unknown

Source: NDIN Cyber Survey

Number of Employees who
Manage or Support Cybersecurity

(i.e. in addition to those who manage or support IT)

*Due to rounding, the sum of the figures may not equal 100%

Percent of Respondents

0

<1 full time equivalent (FTE)
1 =2FIE

2 - 5FTEs

5-10FTEs

10 - 20 FTEs

More than 20 FTEs

Unknown

Source: NDIN Cyber Survey

*Due to rounding, the sum of the figures may not equal 100%
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in the Vital Signs 2025 Survey, with the financial cost associ-
ated with implementing NIST SP 800-171 as the top answer,
cited by 45% of the private sector respondents (see Q38
Chart on page 33).

Itis also interesting to note in the Cyber Survey that 22%
of the respondents have less than one full-time equivalent
employee who manages or supports IT for the organiza-
tion, and over 31% of the respondents have less than one
full-time equivalent employee who manages or supports
the organization’s cybersecurity efforts. Despite the chal-
lenges of complying with DoD cybersecurity standards,
many organizations do not have a full-time person on
staff to manage these efforts.

Aside from impacts on contractors, there are also
impacts on the Department itself. Companies can include
their compliance costs in the pricing of their products
and services. As currently implemented, CMMC will add
significant cost to every major weapons system and
service contract, especially as a higher percentage of
U.S. DIB companies raise their level of compliance with
the underlying NIST standards and expend additional
resources toward this effort. This will also be true when
the industry shifts from Revision 2 of NIST SP 800-171
to Revision 3, which will require contractors to implement
and comply with additional cybersecurity standards.®’ As
implementation continues, there could also be additional
management costs incurred by the Department that are not
currently being adequately accounted for in budget plan-
ning assumptions. Since DoD topline is not expected to
increase significantly over the next several years, these
increases in expenditures will reduce funds available for
other important priorities.

CUI Program

An additional important consideration for policymak-
ers is the CUI program itself. The risk management goals
of CMMC are fully dependent upon the ability of govern-
ment and industry to effectively manage and safeguard
defense-sensitive CUI. Effective management, however,
is only possible with clear, accurate identification of what
information requires protection, consistent government
marking of CUI prior to the transmission of such CUI, and
clear instruction to the contractor when their performance
under a contract will create defense-sensitive CUI.
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Industry continues to highlight several instances
where inconsistencies, ambiguities, and inaccuracies
within the current CUI marking process lead to confu-
sion, increased costs, and decreased security for all
parties. Although contract requirements for CUI have
been in place since 2017, a May 2022 report from the
Government Accountability Office (GAO) found that DoD
was not fully compliant with CUI requirements across four
areas, including categorizing DoD CUI systems accurately
and implementing the CMMC's 110 security requirements.®?
A subsequent DoD Inspector General audit report released
on June 1,2023, confirmed that “[a]lthough the Office of the
Under Secretary of Defense for Intelligence and Security
(OUSDI[I&S]) established CUI guidance, DoD Components
did not effectively oversee the implementation of that guid-
ance to ensure that CUl documents and e-mails contained
the required markings and that DoD and contractor person-
nel completed the appropriate CUI training.”®®

Contract Data Requirements Lists (CDRLs) and Security
Classification Guides (SCGs) are existing tools used to com-
municate sensitive information about contractual data so
that all participants are on the same page about identifi-
cation and marking. These tools are underutilized by the
government for CUI contracts, leaving contractors with-
out information necessary to identify CUI for the contract.

While the CMMC program is largely managed by the
Office of DoD Chief Information Officer (C10), CUl is largely
under the purview of OUSD(I&S), which establishes policy
and oversees DoD Information Security Program. Outside of
DoD, it is the National Archives and Records Administration
(NARA) which is the federal government's Executive Agent
for CUI, overseeing the CUI Program through its Information
Security Oversight Office (1ISOO0).

As industry continues to move forward with implemen-
tation of CMMC, it will be important for policymakers within
the Department, Congress, and other stakeholders to be
mindful of the challenges facing industry and to identify
ways to assist those that are below the “cybersecurity pov-
erty line."** Understanding the costs to contractors to
safeguard information is an essential element to ensure
that companies, especially small businesses and start-up
companies, are not regulated out of their ability to sup-
port the Department and its missions. It will also be
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important for policymakers to remain mindful and plan for
the impact in other areas, including the increasing cost of
weapons systems, the management of the CMMC program,
and the overall CUI program itself.

Harmonization of Cybersecurity Compliance
Across DoD and Federal Government

The harmonization of cybersecurity compliance
requirements across all DoD branches and the federal
government is essential for effective risk management
and operational efficiency. As an example, the federal
government relies on NIST information security stan-
dards and guidelines, such as SP 800-53, SP 800-171, and
their revisions,®® as the foundation for cybersecurity com-
pliance among government contractors. However, these
NIST standards are dynamic and will continue to evolve in
response to technological advancements and emerging
threats. Despite their status as "living" documents, there
is a notable absence of guidance on how future updates
will be integrated into regulatory frameworks and contrac-
tor compliance.

This lack of clarity has raised concerns within the indus-
try, particularly regarding the recent changes in Revision
3 of SP 800-171, which among other things significantly
increase the number of organization-defined parameters
(ODPs).°® ODPs are included in certain security require-
ments and can vary by the specific government/DoD
solicitation, contract, program, Military Service, sites, and/
or contracting officer. While each ODP provides added flex-
ibility for a federal agency, the variability and subjectivity in
applying these ODPs can further exacerbate costs, reduce
operational efficiency, and heighten risks, ultimately hinder-
ing the capability of the warfighter. By limiting the number
and variability of ODPs applicable to defense contractors,
the federal government can enhance consistency, reduce
confusion and costs, improve oversight, and allow indus-
try to focus on mitigating cyber risks rather than navigating
complex compliance requirements. To address these chal-
lenges, it is crucial for DoD and industry stakeholders to
collaborate in developing a streamlined process and time-
line for implementing changes in NIST standards and to
actively work together to harmonize cybersecurity require-
ments across the federal government.
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Recommendations:

Short-Term

19. DoD must engage in a formalized pro-
cess with industry and across the federal
government to establish clear, consistent
CUl identification and marking guidance.

20. DoD must work to align and lessen the
regulatory burdens for cybersecurity
incident reporting and software attesta-

tion across the federal government.

21. Any clause which includes CMMC Level 2
or higher requirements must also include
instructions to the contract officer to pro-
vide a CDRL or SCG which identifies CUI

for the contract.

22. Congress and the Department must
work to enact provisions that support
companies unable to adequately invest
in cybersecurity protections, includ-
ing tax credits and Small Business

Administration (SBA) guaranteed loans.

23. Congress must analyze directing NARA
to streamline and simplify onerous CUI
markings requirements, and instead
require that a CUl marking must be han-
dled in accordance with CUl requirements
to re-focus CUI expenditure on secur-
ing IT systems, rather than on non-value

added, onerous markings.

Artificial Intelligence
and Autonomy

Al'and Machine Learning (ML) are general-purpose tech-
nologies that can be leveraged across a broad range of
use cases that offer tremendous benefits to our society
and national security. Today, major industries are utilizing
Al to improve their product and service offerings to con-
sumers, including everything from email spam filters to
autonomous vehicles.
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DoD identifies Al as a technology with disruptive poten-
tial for defense capabilities and highlights it as a critical
technology area for enhanced attention and investment.®’
Al, ML, and autonomy are all poised to drive the military
technological innovation needed to equip our warfighters
with Al-enabled systems to improve the speed, quality,
and accuracy of decisions in the field, which can provide
the decisive advantage needed to deter or win a fight.

Although the history of Al can be traced to the 1950s,
it has recently made rapid technological advancements,
and the Al market is projected to grow significantly in the
coming years.%® However, there are many in industry still
working to determine how Al can be incorporated in their
products and services.®’

In the Vital Signs 2025 Survey, private sector respondents
were asked what percentage of their company’s defense
products or services incorporate the use of Al. Close to
13% reported they use Al in more than one-quarter of their
defense products, close to 18% reported they use Al in 15%
to 25% of their defense products, but nearly 70% reported
they use Al in less than 15% of their defense products (see
Q35 Chart on page 37).

Private sector respondents were also asked what per-
centage of their company or business unit's work involves
the use of Al in procurement. Close to 8% of respondents
use Al for procurement in more than 25% of their work, 13%
of respondents use Al for procurement in 15% to 25% of
their work, and 79% of respondents use Al for procurement
in less than 15% of their work (see Q34 Chart on page 37).

Real-World Impacts and
the Future of Warfare

The war in Ukraine has served as a proving ground to
show the potential real-world implications of Al-enabled
systems on military operations, especially with deci-
sion-support, intelligence analysis, and targeting.’® Attritable
Al-powered drones, autonomous vehicles, and other
Al-enabled systems are not able to fully replace soldiers
and exquisite systems and platforms on the battlefield, but
they are already rapidly changing the character of war and
how our Military Services might engage in future fights.”
The Department and the Military Services are continuing
to move forward with efforts to harness Al and autono-
mous technologies to meet the challenges of the evolving
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battlefield, including with two notable programs, Replicator
and the Collaborative Combat Aircraft (CCA).

The Replicator initiative was announced at NDIA's
Emerging Technologies Institute (ETI) Emerging Tech-
nologies for Defense Conference & Exhibition in August
2023. Led by the Defense Innovation Unit (DIU), Replicator’s
first line of effort is to field all-domain, attritable auton-
omous systems, including autonomous aerial, ground,

Question 35
What percentage of your company’s defense

products or services incorporate the use of
artificial intelligence?

Percent of Respondents

Less than 15%
15% - 25%
25% = 50%
50% - 75%

More than 75%

Source: NDIN Survey

Question 34

What percentage of your company or business
unit's work involves the use of artificial
intelligence in procurement?

80

*Due to rounding, the sum of the figures may not equal 100%

Percent of Respondents

Less than 15%
15% - 25%
25% - 50%
50% - 75%

More than 75%

Source: NDIN Survey

100

*Due to rounding, the sum of the figures may not equal 100%
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surface, sub-surface, and/or space systems represent-
ing a range of capabilities and mission sets. Announced
in September 2024, the second iteration of Replicator
will focus on production capacity, technology innovation,
authorities, policies, open system architecture and system
integration, and force structure.”?

Another high-profile autonomous program is the U.S.
Air Force CCA program, which is intended to produce thou-
sands of large UAVs that will fly alongside new and existing
crewed aircraft. The UAVs are expected to perform a diverse
set of missions including electronic warfare; intelligence,
surveillance, and reconnaissance; dogfighting; and more.”®
With the CCA, the Air Force is taking an innovative approach
with the acquisition process by not giving overly prescrip-
tive requirements and instead giving industry space to focus
on operational outcomes. Additionally, there is an explicit
focus on preserving continuous competition to allow for
new entrants, and the acquisition pathways for hardware
and software have been separated.” The goal is to field a
fully operational capability before the end of the decade
by making a competitive production decision for the first
increment of CCA in FY2026.7°

Balancing Innovation, Investment,
and Responsible Use of Al

DoD also underscored Al's critical role in national
security with its release of the 2023 Data, Analytics, and
Artificial Intelligence Adoption Strategy, which prioritizes
speed of delivery, continuous learning, and responsible
development to leverage Al's potential for safeguarding
our national security interests globally.”® Additionally, in
May 2024, DoD released a request for information entitled
“Defense Industrial Base Adoption of Artificial Intelligence
for Defense Applications” to help develop policies, initia-
tives, and resource distribution in support of the U.S. DIB
in integrating Al into defense systems.””

Read NDIA’'s comments on DoD’s Al RFI at
www.NDIA.org/DIBAdoption

The DoD Al Adoption Strategy and U.S. DIB Al RFI both high-
light the important role that the U.S. DIB will play in advancing
innovation with Al and autonomous systems. However, there
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are many considerations, foundational investments, and deci-
sions that will need to be made to ensure government and
industry are able to advance at speed and scale.

With such a broad range of possibilities for Al applica-
tion, it is important for the Department to provide guidance
on which mission areas it believes are most important and/
or ready for Al investment and which areas it either does
not want or does not believe are essential for these efforts.
Setting that direction will allow companies to apply their inge-
nuity toward solving our nation's most pressing challenges.

Despite the expected growth in the Al market and
the growing impact Al will have on future military
operations, DoD’s unclassified investments in Al are
still relatively small in relation to its overall budget.
However, these investments have only grown from just
over $600M in FY2016 to approximately $1.8B in FY2024,
with the Department maintaining over 685 active Al proj-
ects.”® Additionally, Al technologies often require a platform
approach to development, requiring significant investment.

The nature of Al has also sparked several questions and
issues that have increased the demand for policymakers to
shift their attention to this innovative tool across the federal
government with an eye on establishing potential guardrails
and regulations around Al's development and deployment.
Over the last several years, the Department has launched
several efforts to bolster the lawful and ethical uses of
Al. In June 2022, DoD released its Responsible Artificial
Intelligence (RAI) Strategy and Implementation Pathway’®
that highlights 64 lines of effort for operationalizing DoD'’s
Al Ethical Principles that were adopted in 2020.8°

In addition, in November 2023, the Chief Digital and
Artificial Intelligence Office (CDAO) released the RAI Toolkit
that “provides users a voluntary process that identifies,
tracks, and improves alignment of Al projects to RAI best
practices and the Department's Al Ethical Principles, while
capitalizing on opportunities for innovation.”®" The FY2024
NDAA also requires DoD to report and remediate Al tech-
nologies that are not compliant with the RAI framework
and to discontinue the use of noncompliant technologies
“until effective remediation is achievable.”®?

The opportunities for applying Al technologies are effec-
tively limitless. However, meeting the Department’s mission
requires a diverse set of stakeholders and industry partners
with access to critical technology.
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Recommendations:

Short-Term

24.

25.

26.

27.

28.

Congress and the Department must
increase investment in critical Al and
autonomous technologies and utilize all
acquisition pathways to ensure our warf-
ighters have access to the most innovative
and cutting-edge tools.

Congress and the Department must
establish contracting mechanisms and
acquisition strategies that respect and
protect privately developed intellectual
property to the greatest extent possible and
focus on acquiring only those technical data
deliverables and license rights necessary to
accomplish the specific definitive goals of
the government at hand, given the significant
current and future investments necessary
by industry to develop Al and autonomous
systems.

Congress and the Department must estab-
lish financing mechanisms that support
not just the development of models and
algorithms but also the development of
software/Al systems needed to continu-
ously enhance and develop new Al models
and capabilities.

Policymakers must ensure that any Al regu-
latory proposal takes a risk-based approach
that targets harms raised by specific appli-
cations of Al systems in high-risk use
cases. Proposed regulations should focus
on specifically defined use cases (rather than
a general definition of “high-risk”) to enable
clear legal analysis and an efficient develop-
ment process.

Congress must evaluate expanding 10 USC
4023 Authority to allow transitioning exper-
imental prototypes into production, which
gives Program Managers and others greater
ability to test, field, and compete a capabil-
ity, which will rapidly save time and money.
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Areas of Concern for Small Businesses

Small businesses'® drive innovation
broadly in the U.S. economy and specifi-
cally inthe U.S. DIB. As the most recent
DoD Small Business Strategy notes,
in FY2021, small businesses made up
73% of all companies that did business
with DoD and 77% of the R&D com-
panies that did business with DoD."
However, there are troubling indications
that more structural support must be
provided to keep this critical population
of companies in the U.S. DIB thriving.

In recent years, the overall number of
companies in the U.S. DIB has declined,
and DoD estimates the number of
small businesses participating in the
U.S. DIB has declined by over 40% in
the past decade.” In addition, all com-
panies, including small businesses, have
been under additional increasing pres-
sure over the last three years. The residual
effects of the pandemic, including supply
chain disruptions coupled with workforce
shortages, and elevated interest rates as
a result of inflation,’”® have combined to
increase liquidity risk to small businesses.

The Vital Signs 2025 Survey included
tailored questions for small business
private sector respondents. Of the most
significant difficulties faced by small
businesses in government contracting,
private sector respondents highlight the
following (see Q17 Chart):

Question 17

What are the most significant difficulties faced by small
businesses in government contracting? (Select all that apply)

Percent of Respondents

Complex and protracted procurement processes

Federal budget processes (e.g., protracted
budget process, lack of stability and
predictability of appropriations, color of money)

Burden and risk of compliance with government
contracting requirements

Competition with larger firms

Lack of institutional support from the
customer for small businesses

Inflation

Identifying, recruiting, and retaining talent,
or other workforce issue

Access to capital or financing

Government attempts to obtain intellectual
property rights or proprietary business
information in the defense acquisition process

Insufficient funding for the Defense Department

Lack of business opportunities

Supply chain challenges

Navigating SBIR and/or STTR processes

Complexity, uncertainty, and protracted nature
of U.S.government policies related to
sales to foreign customers

Other (Please specify)

I 1 1 1 1 1 1
Source: NDIN Survey 0 10 20 30 40 50 60 70

10 Small businesses are defined in the Vital Signs 2025 Survey as generating total revenue between $0-$25M each year or registered as a small

business by the U.S. government.

11 U.S. Department of Defense. Small Business Strategy. January 26, 2023. https://media.defense.gov/2023/Jan/26/2003150429/-1/-1/0

SMALL-BUSINESS-STRATEGY.PDE. Page 5.
12 |bid.

13 Congressional Research Service. Why Is the Federal Reserve Keeping Interest Rates “High for Longer”? Marc Labonte. IN12388. July 3, 2024.
https://crsreports.congress.gov/product/pdf/IN/IN12388.
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e Complex and protracted procurement pro-
cesses (63%)

e Federal budget processes (57%)

* Burden and risk of compliance with government
contracting requirements (50%)

e Competition with larger firms (45%)

e Lack of institutional support from the customer
for small businesses (44%)

For example, many small businesses report lengthy
delays between being told they have won the contract
and getting a definitized contract. This has significant
implications for how they manage their workforce.
Under these scenarios, companies report that the best
option is to go with a contractor workforce, but that
increases the allowable costs on the contract when
the company factors in the subcontractor’s own profit
margin, general and administrative expenses (G&A),
and overhead costs. In addition, the classified contrac-
tor pool is more limited, which also increases costs.

Further, the burden and risk of compliance with
government contracting requirements not only
increases the cost to the government, but also
impacts the business strategies of many dual-use
technology companies. Several companies have
identified challenges that defense business units in
commercial companies face when both the executive
management of the company, as well as investors,
analyze the economic inefficiency in the defense busi-
ness unit, including unique accounting requirements,
defense contracting specialists, the uncertainty of
funding, and compliance requirements such as CMMC
and authority to operate (ATO) costs.

The Vital Signs 2025 Survey also asked small
businesses about contracting opportunities both as
a prime contractor and a subcontractor. For prime
contractor opportunities, 13% of small business
respondents reported an increase, 58% reported the
same, and 29% reported a decrease. For subcontract-
ing opportunities, 17% of small business respondents

reported an increase, 58% reported the same, and 26%
reported a decrease. While some small businesses
saw an increase in overall opportunities, a larger per-
centage saw a decrease.

In recent years, small businesses reported a notice-
able decline in the emphasis on meeting federally
established small business subcontracting goals.
Many small businesses have observed limited com-
munication, fewer subcontracting opportunities, and
a lack of accountability mechanisms to enforce adher-
ence to small business participation plans. This raises
concerns about current oversight processes and the
ability of small businesses to compete and thrive in
government contracting.

Although there are several challenges facing small
businesses within the U.S. DIB, there are three notable
priority concerns: (1) reauthorization of the SBIR and
Small Business Technology Transfer (STTR) programs,
(2) current statutory R&D amortization requirement,
and (3) DoD’s ATO process.

SBIR and STTR Programs

The SBIR program was established in 1982'* to (1)
stimulate technological innovation; (2) use small busi-
nesses to meet federal R&D requirements; (3) foster
and encourage participation by socially and eco-
nomically disadvantaged and women-owned small
businesses; and (4) increase private sector commer-
cialization of innovations derived from federal R&D.
The STTR program was created in 1992'% to facilitate
the commercialization of university and federal R&D
by small businesses. Both programs facilitate and
streamline the participation of competitive small
businesses to work in coordination with the federal
government on agency-specific R&D needs, which
expands the economic impact of federal investments
in small businesses by actively supporting private
sector commercialization of the innovations stem-
ming from this research.

14 P.L. 97-219.
15 P.L. 102-564.
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Both the SBIR and STTR programs have three
phases. Phase | funds feasibility-related R&D corre-
sponding to the participating federal departments’ and
agencies’ requirements.'® Phase Il supports additional
R&D efforts initiated under Phase | with a focus on

meeting specific program requirements and exhibiting
potential for commercial application. Finally, Phase |lI
focuses on commercialization of the results of Phase |
and Phase Il grants. It is important to note the SBIR and
STTR programs do not provide funding under Phase |ll.

A highly successful cloud services provider
in the Midwest started looking for opportunities
to do business with DoD back in 2014. While the
company is not located near traditional military
customers, the company saw an opening to pro-
vide new services for workload in the cloud that
was highly scalable and did not require being near
a data center.

The company spent a couple of years educating
itself about government contracting, but between
the government not being interested in hybrid IT
infrastructure and the "knowledge burden” of trying
to figure out how to do business with DoD, the
company assessed that the market was not ready.

Fortunately, before the company abandoned
exploring options, in fall 2018, the company saw
an AFWERX' announcement seeking to connect
commercial small businesses with current DoD
customers through the SBIR program. The com-
pany noted the request for either a 15-page slide

Case Study: SBIR Supports Diversifying the U.S. DIB

deck or a five-page white paper was a welcome
effort by AFWERX to reduce the response burden
on small businesses.

In spring 2019, the company received a SBIR
Phase | award. The company appreciated the short
contracting cycle, AFWERX's focus on connect-
ing the company with a customer to get to Phase
I, and the knowledge that Phase Il was a viable
option at some point.

The company considers the SBIR program an
important program for the U.S. government to
provide commercial companies, especially those
not around major military bases, an opportunity
to contract with DoD. The company also believes
it is important and positive that the SBIR
program has become much more competitive.
When the company started applying for SBIR
awards, there were roughly 160 — 200 applicants
applying for 80 awards, and now they see roughly
3,000 applicants applying for 275 awards.

The SBIR and STTR programs have been extended
and reauthorized several times and are currently autho-
rized through September 30, 2025 (FY2025). In the
last reauthorization, Congress focused on improving
commercialization outcomes, the geographical distri-
bution of awards and funding, the amount of agency
funding set aside for the programs, and the partici-
pation by socially, economically disadvantaged, and
women-owned businesses.'® Congress also included

provisions to address research security concerns and
the potential for malign foreign influence; increase per-
formance standards in programs by multiple award
recipients; create an open innovation topic for each
DoD component solicitation; and direct the U.S. GAO
to conduct a number of studies.” In addition, DoD
is required to review the providence of capital for all
SBIR applications.

16 Small Business Administration. Policy Directives. Accessed December 11, 2024. https://www.sbir.gov/about/policies.

17 AFWERX is the innovation arm of the Department of the Air Force and powered by the Air Force Research Laboratory (AFRL).

Learn more at www.afrl.af.mil.

18 Congressional Research Service. Small Business Research Programs: SBIR and STTR. Marcy E. Gallo. R43695. October 21, 2022.

https://crsreports.congress.gov/product/pdf/R/R43695.
19 Ibid.
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Respecting SBIR Data Rights to Deliver
Innovation to the Warfighter

The benefits and opportunities afforded by SBIR e Restricted Data Access: Technical data and IP

Data Rights?® must be more consistently utilized by cannot be disclosed to competitors and can only
stakeholders across the federal innovation ecosystem, be worked on by the contractor that owns the SBIR
including program managers, contracting officers, Data Rights.?? This protection increases trust and
and industry. SBIR Data Rights support a stream- collaborative research with industry innovators.

lined approach to the federal funding of innovative « Sole-Source Justification: The simplified

Justification & Approval (J&A) by federal stat-
ute eliminates need for a Request for Proposal
(RFP), and the sole-source right for a SBIR Phase
[Il award reduces costs and streamlines acquisi-

research and incentivize industry to engage with gov-
ernment stakeholders in a more collaborative, trusted,
and integrated fashion. Similar to IP and data rights
for all companies, when SBIR Data Rights are not used
and enforced correctly, industry is disincentivized to tion for the government and industry.??
participate.

s Imparien: o undrsiand ey aspesis of SEIR e Contracting Preference: There is a mandated pro-

curement preference that follow-on work must

Data Rights?' that drive industry to engage in efforts

o , : : go to the original SBIR investment,?* which cre-
critical to our country’s economic and national secu-

. _ ates positive economic impact, tracks with private
rity interests: _ _ o o
sector investing principles, and explicitly encour-
ages small businesses to confidently pursue

solutions to meet federal needs.

* Retention of Data Rights: SBIR Data Rights are
connected to the innovation, not the size of the
company,?® which keeps small businesses from
being penalized as they succeed, grow, and
contribute to a healthy mergers and acquisi-
tions market.

20 U.S. Small Business Administration. WHAT ARE SBIR DATA RIGHTS AND WHY ARE THEY IMPORTANT? Course 9, Tutorial 2. Accessed Decem-
ber 14, 2024. https://www.sbir.gov/sites/all/themes/sbir/dawnbreaker/img/documents/Course9-Tutorial2.pdf.

21 U.S. Small Business Administration. Small Business Innovation Research (SBIR) and Small Business Technology Transfer (STTR) Program
Policy Directive. May 3, 2023. https://www.sbir.gov/sites/default/files/SBA%20SBIR_STTR_POLICY DIRECTIVE May2023.pdf.

22 According to DFARS 252.227-7018, “The Government may not, without the written permission of the party asserting limited rights, release
or disclose the technical data outside the Government, use the technical data for manufacture, or permit technical data to be used by another
party.."

23 U.S. Small Business Administration. WHAT MAKES PHASE 111 SO VALUABLE? Course 9, Tutorial 4. Accessed December 14, 2024. https://www.
sbir.gov/sites/all/themes/sbir/dawnbreaker/img/documents/Course9-Tutorial4.pdf.

24 U.S. Small Business Administration. Small Business Innovation Research (SBIR) and Small Business Technology Transfer (STTR) Program
Policy Directive. May 3, 2023. https://www.sbir.gov/sites/default/files/SBA%20SBIR_STTR_POLICY DIRECTIVE May2023.pdf. Page 27.

25 |bid.
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Recommendations:

Short-Term

29. Congress must permanently reautho-
rize both the SBIR and STTR when the
programs come up for reauthorization in
calendar year 2025.

30. The federal government must provide
consistent SBIR guidelines and training
to contracting officers and publicize suc-
cessful SBIR transitions.

31. DoD must appropriately draft SBIR con-
tracts, ensure the protection of technical
data, and enforce SBIR Data Rights in
market research, the contracting process,
and the management of ongoing Phase lll
efforts.

Tax R&D Amortization

In 2023, small businesses encountered a new and
significant cash flow challenge — the statutory R&D
amortization requirement.?® While the policy discus-
sions regarding R&D amortization have been active
over the last few years, small businesses saw the
evidence of the additional impact to their cash flow
challenges in their 2022 tax return filings.?” Rather than
receiving the full deduction for qualified R&D expenses
in the year incurred, all companies, including small
businesses, are required to amortize the deduction

32. DoD must source acquisitions from the
existing pipeline of SBIR technologies
and leverage the simplified acquisition
authorities for companies that can rea-
sonably meet the identified need.

33. DoD must ensure that evaluation criteria
do not penalize industry for the asser-
tion of SBIR Data Rights and that flow
down requirements do not force subcon-
tractors to relinquish SBIR Data Rights to
perform on the contract.

34. DoD must create and/or identify a high-
level acquisition professional role to
serve as the technology insertion lead
with oversight of acquisition behavior
around SBIR Phase Ill contracting and
authority to ensure acquisition and con-
tracting actions comply with federal law.

over five years and are only allowed to deduct up to
10% of the company’s expenses in the year they are
incurred. This resulted in a dramatically higher tax bill
for small businesses, which reduces companies’ ability
to maintain a highly qualified and specialized work-
force as well as to make further R&D investments.
While the current statutory R&D amortization
requirement is a brake on U.S. DIB companies’ ability
to innovate or even remain in the defense industrial
base, countries such as the PRC are using their tax

26 In 2017, the Tax Cuts and Jobs Act (TCJA) (P.L. 115-97) was signed into law. The TCJA repealed the option to deduct the entire amount of
research and experimental expenses incurred in a given year. The repeal was made effective with tax years beginning after December 31, 2021.
Companies are therefore currently required to capitalize these expenses and amortize them over a minimum of five years. Further educational
material on this topic can be found at: https://crsreports.congress.gov/product/pdf/IN/IN11887.

27 Most small businesses are so-called “pass through” entities, where the income from the business and the income from the individual own-

er(s) are combined for federal income tax filing purposes.
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policies as an accelerator. The PRC uses a “super
deduction” (200%) of qualified R&D expenses for inno-
vative manufacturers of all sizes and sectors, including
those in its defense industrial base. In total, there are
17 countries, including ten Organization for Economic
Cooperation and Development (OECD) countries, that
provide immediate recovery of more than 100% of eli-
gible R&D expenses.?®

In the 118th Congress, NDIA supported a retroac-
tive R&D amortization patch extender deal for tax year
2024 to provide a bridge for companies until later in
2025 when a larger tax package is expected to be
negotiated.?® In the 119th Congress, NDIA will continue
to support a fix to this issue as Congress considers
the expiring tax provisions enacted under the Tax Cuts
and Jobs Act (TCJA) of 2017.

Authority to Operate (ATO)

DoD’s ATO process is one of the largest barriers to
providing cutting-edge software to the Department.®°
An ATO is a formal authorization from DoD that allows
a system, network, or application to operate within
DoD environment.

DoD leverages the NIST Risk Management
Framework (RMF), which is a seven-step process
outlined in NIST SP 800-37.*" Getting a traditional
ATO can take several years at a substantial cost,
which can be very burdensome to small businesses
and a barrier to rapidly delivering relevant software
capabilities to the warfighter in a timely manner.®?
For example, it is not unusual for a company to pay
a DoD-recommended third-party vendor high six-fig-

ures (~$400,000) to get the company certified for an
ATO, and that is just for DoD’s unclassified networks.

Recommendations:

Recognizing what DoD CIO “has characterized as

sluggish, duplicative processes that hinder technol-
Short-Term

35. The 119th Congress must reinstate
statutory R&D amortization when the
larger package of expiring tax provi-
sions are negotiated.

ogy and software innovation,”*® on May 2, 2024, DoD
released a one-page memo directing Authorizing
Officials to leverage re-use and reciprocity “except
when the cybersecurity risk is too great.”** The goal is
to save time and money by letting federal entities reuse
other organizations’ internal and external findings.®®

28 "R&D tax incentives.” Organization for Economic Co-operation and Development. Accessed December 11, 2024. https://www.oecd.org/inno-
vation/tax-incentives-RD-innovation/.

29 In January 2024, the House Ways & Means Committee passed H.R. 7024, the Tax Relief for American Families and Workers Act of 2024, by a
vote of 40-3, and the U.S. House of Representatives passed H.R. 7024 by a vote of 357-70. The legislation promotes U.S. innovation by allowing
companies to immediately deduct the cost of their U.S.-based R&D investments rather than to deduct those costs over a five-year period through
2025. In August 2024, the Senate failed to invoke cloture and proceed to the bill by a vote of 48-44.

30 Leed, Dr. Maren et al. Coding the Future: Recommendations for Defense Software R&D. Emerging Technologies Institute. July 2023. https://
www.emergingtechnologiesinstitute.org/-/media/ndia-eti/reports/software-report/eti_codingthefuture_final.pdf?download=1.

31 National Institute of Standards and Technology Information Technology Laboratory. Risk Management Framework for Information Systems
and Organizations: A System Life Cycle Approach for Security and Privacy. NIST SP 800-37 Rev. 2. December 2018. https://csrc.nist.gov/pubs
sp/800/37/r2/final.

32 Kroger, Bryon. “How achievable is the continuous Authority to Operate model?” C4ISRNET. June 28, 2024. https://www.c4isrnet.com/opi-
nion/2024/06/28/how-achievable-is-the-continuous-authority-to-operate-model.

33 Welch, Carley. “Pentagon announces new reciprocity guidance to streamline software adaptation.” Breaking Defense. May 9, 2024. https://
breakingdefense.com/2024/05/pentagon-announces-new-reciprocity-guidance-to-streamline-software-adaptation/.

34 U.S. Department of Defense, Office of the Deputy Secretary of Defense. MEMORANDUM FOR SENIOR PENTAGON LEADERSHIP COMMAND-
ERS OF THE COMBATANT COMMANDS DEFENSE AGENCY AND DOD FIELD ACTIVITY DIRECTORS SUBJECT: Resolving Risk Management Frame-
work and Cybersecurity Reciprocity Issues. May 2, 2024. https://dodcio.defense.gov/Portals/0/Documents/Library/ResolvingRME.pdf.

35 Welch, Carley. “Pentagon announces new reciprocity guidance to streamline software adaptation.” Breaking Defense. May 9, 2024. https://
breakingdefense.com/2024/05/pentagon-announces-new-reciprocity-guidance-to-streamline-software-adaptation/.
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On May 29,2024, DoD also released the Continuous
Authorization to Operate (cATO) Evaluation Criteria,®
which maps out the principles for a continuous ATO
and follows DoD’s 2022 cATO memo.®” The cATO
is a modernized authorization process that moves
away from a point-in-time, document-based security
assessment to a process that continuously assesses,
monitors, and manages risk, with the goal of allow-
ing an organization to build and release new system
capabilities by continuously monitoring them against
approved security controls.®®

Recommendations:

Short-Term

36. DoD must continue to push for greater
utilization of reciprocity within the
ATO process.

36 U.S. Department of Defense. Continuous Authorization to Operate (cATO) Evaluation Criteria: DevSecOps Use Case. May 29, 2024. https://
dodcio.defense.gov/Portals/0/Documents/Library/cATO-EvaluationCriteria.pdf.

37 U.S. Department of Defense, Office of the Secretary of Defense. MEMORANDUM FOR SENIOR PENTAGON LEADERSHIP DEFENSE AGENCY
AND DOD FIELD ACTIVITY DIRECTORS, Continuous Authorization To Operate (cATO). David McKeown. February 3, 2022 .https://media.defense.
gov/2022/Feb/03/2002932852/-1/-1/0/CONTINUOUS-AUTHORIZATION-TO-OPERATE.PDE.

38 Kroger, Bryon. “How achievable is the continuous Authority to Operate model?” C4ISRNET. June 28, 2024. https

www.c4isrnet.com/opi-

nion/2024/06/28/how-achievable-is-the-continuous-authority-to-operate-model/.

Pillar 3: Modernizing Foreign Military
Sales and Technology Cooperation

Introduction

The strong network of global and regional alliances
and partnerships the U.S. built and maintained since the
end of World War Il serves as the diplomatic and military
operational center of gravity in national deterrence and,
should conflict erupt, will help provide the U.S. with decisive
advantage in ultimately prevailing in conflict. At the oper-
ational level of warfare, these alliances and partnerships
require assured access, basing, and overflight agreements;
trusted and resilient command and control architectures;
and interoperable and interchangeable platforms, systems,
and infrastructure. To keep them strong, the U.S. must also
focus on updating the policy, legal, regulatory, and technol-
ogy security framework governing U.S. defense trade. This
includes modernizing our FMS and DCS processes, deep-
ening our technological cooperation and integration with
our closest allies and partners, and having clear parame-
ters around technology releasability and export controls.
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Current U.S. defense trade’s legal, regulatory, and tech-
nology security framework was designed in a strategic era
when the U.S. enjoyed technological dominance. But this
legal and regulatory framework has “increasingly figured
as roadblocks to defense industrial and technology inte-
gration” with the United States’ closest allies.® U.S. allies
and partners around the world are building their own indig-
enous defense industrial sectors and are becoming centers
of innovation and cutting-edge technology. Globalization,
the migration of innovation to the commercial sector, and
the proliferation of dual-use technologies incentivized them
to explore new and innovative ways of doing business. As
such, FMS and DCS reform must include analyzing pol-
icies and practices that impede multinational industries
from offering advanced capabilities to DoD. Reform in this
area will increase the resiliency of international supply net-
works and improve the overall interoperability between the
U.S. and its allies and partners.
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The inherent tension between protection and compe-
tition must be carefully managed, and vigorous controls
around what truly needs to be protected must remain in
place. At the same time, both military operational and U.S.
DIB business challenges provide a compelling case for
a clearer, more responsive framework that prevents the
spread of sensitive technologies to countries of concern
while boosting cooperation with allies and partners.

To support the ongoing work of NDIA members, the
Vital Signs 2025 Survey asked private sector respondents
to identify the biggest barriers to selling products and ser-
vices to foreign customers (see Q40 Chart): The top four
barriers include:

e International Traffic in Arms Regulations (ITAR) (55%)

e Slow timelines for Letter of Request (LOR) and Letter of
Acceptance (LOA) and contracting/award process (41%)

* Transparency with and communication from the U.S.
federal government (39%)

e Export Administration Regulations (EAR) (38%)

It is notable that in the Vital Signs 2024 report, private
sector respondents also listed ITAR as the biggest barrier
to selling products to foreign customers at 45%.

The 2024 NDIS Implementation Plan®* identifies three
lines of effort to increase U.S. allied and partner industrial
collaboration:

1. Australia, United Kingdom, and United States trilateral
security partnership (AUKUS), which recognizes the
value of licensing exemptions with allies and partners

2. Co-development and Co-production of Priority
Defense Systems

3. Facilitating International Industrial Collaboration

While it remains to be seen what form these initiatives
the new Administration will take, it is expected that a pri-
ority will be placed on ensuring equitable market access
and burden-sharing with allies and partners.

NDIA will continue to support modernizing our FMS pro-
cesses, supporting government-industry engagements to
operationalize international security agreements, and work-
ing with federal agencies on export controls to facilitate
international industrial collaboration. These efforts are
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Question 40

What are the biggest barriers your company

faces when selling your products and services
to foreign customers? (Select all that apply)

Percent of Respondents

International Traffic in Arms
Regulations (ITAR)

Slow timelines for Letter of
Request (LOR) and Letter of
Offer and Acceptance (LOA)

Transparency with and
communication from the
U.S. federal government

Export Administration
Regulations (EAR)

Competition from
international competitors

Insufficient prioritization of
U.S. allies and partners

Compliance with U.S.
acquisition policies and
requirements (such as the
Truthful Cost and Pricing
statutes) on FMS contracts

Foreign customer
requirement for offsets

United States Munitions o
List (USML) i
Other (Please specify)
I I
Source: NDIN Survey 0 10 20 30 40 50 60
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designed to address key concerns private sector respon-
dents identified in the Vital Signs 2025 Survey including
ITAR challenges, transparency with and communication
from the U.S. federal government, EAR, and insufficient
prioritization of partners.

Modernizing and
Streamlining FMS

Reforming and modernizing FMS is critical to strength-
ening the resiliency of the U.S. DIB in an era of great power
competition, to enhancing diplomatic ties by strengthening
our network of alliances and partnerships, and to improving
the effectiveness of those relationships by enhancing mili-
tary interoperability at the operational level. As demand for
FMS has risen consistently, jumping from $66B dollars in
annual sales in 2023 to trending toward $100B by the end
of 2024,%° allies and partners are also increasingly look-
ing toward the leadership of the U.S. to fill defense needs
and strengthen the allied defense industrial base. In the
Vital Signs 2025 Survey, 55% of respondents whose compa-
nies engage in DCS or FMS identified these sales as either
extremely or very important (see Q41 Chart). FMS modern-
ization and reform is, therefore, more crucial than ever as
significant fluctuations in high-value FMS transactions are

one of the three top drivers of U.S. DIB revenue volatility.

Question 41

4%

Not Important

24%

Extremely

14% . Important
Marginally How important

Important are direct commercial

sales and/or foreign
military sales to

27% 5
your company?

Somewhat
Important

31%

Very Important

Source: NDIN Survey
*Due to rounding, the sum of the figures may not equal 100%

**Respondents only include those who indicated their company engaged in FMS or DCS
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Unfortunately, under the current framework, the
FMS process, particularly technology release and for-
eign disclosure, is opaque, disaggregated, and slow. DoD
addresses technology security risks by establishing new
processes and responsibilities with defined authorities to
different offices for each identified risk. Each office, in turn,
develops its own internal processes with different deci-
sion-making mechanisms. As of today, no single office is
responsible for resolving internal disagreement in a timely
fashion,® and DoD lacks a coordinated technology trans-
fer decision framework aligned to the 2022 NDS.

In August 2022, DoD established DoD FMS Tiger Team
to investigate how to improve the portion of the FMS pro-
cess handled by DoD. In June 2023, DoD FMS Tiger Team
released six areas of reform, including: (1) improving the
Department’s understanding of ally and partner require-
ments; (2) enabling efficient reviews for technology release;
(3) providing allies and partners with relevant priority capa-
bilities; (4) accelerating acquisition and contracting support;
(5) expanding DIB capacity; and (6) ensuring broad U.S.
government support for improving the FMS process.?’ In
February 2024, the House Foreign Affairs Committee’s
TIGER Task Force also released a report identifying prob-
lems with the FMS process with recommendations similar
to DoD’s FMS Tiger Team.®® Since the FMS Tiger Team
released its recommendations, DoD began implementation
of four of the recommendations in 2023,%° but the goals
envisioned by the Tiger Team have yet to come to fruition
in its entirety.

Section 918 of the FY2024 NDAA directed DoD to
reform and improve the Technology Security and Foreign
Disclosure (TSFD) process.®® In December 2024, DoD pro-
vided the Section 918 report to Congress. While the report
itself includes CUI, key takeaways from the executive
summary make it clear that it will take senior leader engage-
ment across the interagency to streamline the authorities,
simplify the amalgamation of processes across the gov-
ernment, and enable the TSFD process to operate at speed
and scale across multiple priority areas simultaneously.
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Leveraging Direct Commercial Sales

Both Congress and Geographic Combatant
Commanders are searching for innovative ways to
reduce the time required — measured in years, not
months — under the current FMS process to get a
definitized contract. One solution is to revisit the
U.S. government’'s FMS-only policy described in the
Security Assistance Manual®' to provide more flexi-
bility for DCS.

Under the current FMS process, the following is
the standard set of steps under a three-party, sequen-
tial process:

e STEP 1: The international customer signs a
Letter of Request (LOR) to a Military Service.

e STEP 2: The international customer signs a
Letter of Acceptance (LOA) with a Military
Service.

e STEP 3: The Military Service signs a con-
tract award with the Original Equipment
Manufacturer (OEM).

As noted in the Vital Signs report series and feed-
back to Congress, U.S. industry usually lacks visibility
into where the FMS case is in the process or if it is
being prioritized, even if it should be from a U.S. policy
perspective. In addition, from the original Request
for Pricing and Availability (P&A) to starting to make
deliveries under a contract award, (which requires a
Request for Proposal (RFP), TINA review, and contract
negotiations), each step in this process can take years.
Finally, many FMS cases have long lead parts, some
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of which require 18 — 36 months to acquire, which
means that without careful management of the time-
lines, there can be significant gaps in the production
schedules.

The uncertainty and lack of predictability do not
incentivize industry to invest in additional capacity to
support FMS. In many high-profile FMS cases, this has
created a demand backlog that can also be measured
in years. The rational solution — to invest in additional
capacity — can only be implemented if there is a busi-
ness case to do so.

Conversely, DCS timelines are normally measured
in months and have the added benefit of permit-
ting foreign countries to make their own commercial
investments to increase production rates. These
timelines also improve the business case to make
additional investments in production facilities and
to improve the planning around long lead parts and
components.

The policy decision for whether the acquisition
will be under FMS or DCS is described in the Security
Assistance Management Manual (SAMM). Industry
has highlighted there are policy changes that can
be made that would accelerate sales to U.S. allies
and partners and increase the number of U.S. jobs,
while maintaining important safeguards. These policy
changes include weighting whether a particular coun-
try has established end user processes, operational
understanding of the technology, and track records of
securing U.S. technology.



NDIA VITAL SIGNS 2025

Recommendations:

Short-Term

37.

38.

39.

DoD and Department of State (DoS) must
clearly identify their FMS reform objec-
tives, prioritize completing their identified
areas of reform in calendar year 2025, and
provide regular status updates through
DoD Strategic Communication Integration
Group (SCIG). The NDIS Implementation
Plan projects the reform efforts will be
implemented in FY2026.°2

The Defense Technology Security
Administration (DTSA) must make fur-
ther improvements to the TSFD process
and release the full Section 918 report to
organizations capable of handling CUI. In
addition, senior leaders across the inter-
agency must prioritize enabling the TSFD
process to operate at speed and scale across
multiple priority areas simultaneously.

DoD must update the SAMM to provide
more opportunities for DCS. There are
documented FMS workforce shortages.
Creating more opportunities for DCS will
help the government workforce prioritize the
cases that need to remain within the FMS
process. DoD must solicit industry feedback
on SAMM FMS-Only lists as well as other
classified FMS-Only lists.

49

40.

41.

42.

DoD must hold an annually coordinated
Industry Day as required by the FY2024
NDAA, Section 873(b).

DoD must streamline how prices for FMS
are determined by leveraging prior U.S.
buys versus re-creating the entire RFP/
Proposal/Audit process.

DoD must expand the opportunities avail-
able under AUKUS and similar security
agreements with U.S. allies to better
integrate the U.S. DIB with the defense
industrial bases of U.S. allies.

DoD must ensure appropriate resources
to fill FMS roles to mitigate the current
FMS workforce shortages and to meet
the rising demands of FMS sales while
reducing non-essential and redundant
FMS functions. DoD must hire dedicated
FMS workforce civilians with the knowl-
edge to move quickly in FMS contracting
versus adding work to traditional acquisi-
tion civilians.
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International Security
Partnerships: Launching
AUKUS Implementation

Launched in September 2021, the AUKUS security pact
is designed to be part of the strategic deterrent to the PRC'’s
growing military capabilities in the Indo-Pacific region.
Although attention initially focused on the proposed trans-
fer of nuclear propulsion technology to Australia through
Pillar 1, the plan for Pillar 2 also has ambitions to develop
advanced technologies and other military capabilities
expected to deliver decisive advantage in the digital era
of warfare. From a U.S. industry perspective, AUKUS rep-
resents at least the third attempt at export control reform.*

A vigorous, comprehensive export control
system is essential to preserve U.S.
economic security and U.S. national security,
including the technological competitive
advantage of our military. At the same time,
it is equally important to prioritize what
requires government controls. AUKUS has
the opportunity to be a pathfinder for a more
modern, responsive export control framework
that accelerates the delivery and interoperability
of critical technologies with the U.S." closest
allies. This pathfinder should also be considered
to open up opportunities with other U.S. allies.

ITAR § 126.7 Exemption

A main focus for AUKUS throughout 2024 was the con-
current rulemaking by the respective governments on
the exemption for defense trade and cooperation among
the AUKUS countries, which for the U.S. was mandated by
Section 1343 of the FY2024 NDAA °4 DoS released the pro-
posed rule on the AUKUS ITAR Exemption in May 2024 and,
pursuant to Section 1343 of the FY2024 NDAA, issued a
determination on August 15, 2024, that the “Australia and
UK export control systems are comparable to those of the
United States and have implemented a reciprocal export
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exemption for U.S. entities.”® The interim final rule on the
AUKUS ITAR Exemption was released on August 20, 2024,
and became effective on September 1, 2024 °°

The exemption in ITAR § 126.7 applies to activities
subject to the ITAR, which includes exports, reexports,
retransfers, and temporary imports of defense articles;
performance of defense services; and brokering activities
between the U.S., Australia, and the UK. However, the deliv-
ery of the item under the exemption must be within the
physical territory of the AUKUS countries. Additionally, the
transferor, recipient, or broker must be either a U.S. govern-
ment department or agency, U.S. persons registered with
the U.S. Directorate of Defense Trade Controls (DDTC) and
not debarred, or Australian or UK Authorized Users listed
in the Defense Export Control and Compliance System
(DECCS). Finally, items cannot be listed on the Excluded
Technology List (ETL): Supplement No. 2 to § 126.7.

DoS estimates that around 80% of the value of exist-
ing commercial defense trade between AUKUS nations are
eligible to go under the exemption, which is intended to
make this trade faster and easier. The UK and Australia
have implemented comparable exemptions to facilitate
qualifying trade.®” Similar to other ITAR exemptions, there
are recordkeeping requirements for the exemption, re-ex-
ports or retransfers outside of what is approved by § 126.7
require other authorization, and companies still need to
comply with other aspects of U.S. law, e.g. requirements
for the transfer of classified defense articles and services.

Expedited Licensing for
Other Items and Services

In addition to the ITAR Exemption, the DoS has imple-
mented expedited processing of license applications for
the export of defense articles and defense services to
Australia, the UK, or Canada under ITAR § 126.15, which
was required by Section 1344 of the FY2024 NDAA. This
applies to items or services not eligible for transfer under
the ITAR Exemption and must be to, or within, the physical
territory of these countries and between governments or
persons of these countries. To the extent practicable, pro-
cessing times under expedited processing are to be within
30 days, if related to a government-to-government agree-
ment, and 45 days for all others. However, it should be noted
that the congressional certification period is not included
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in these timelines. Legislation is currently being discussed
that would modify the congressional notification require-
ment for license-free defense trade to Australia and the UK

Initial Industry Impacts of the ITAR
Exemption and Expedited Licensing

The Vital Signs 2025 Survey asked private sector respon-
dents if they planned to use the new ITAR exemptions or
expedited licensing for Australia and the UK (see Q42
Chart). The majority of respondents (64%) stated “Yes” or
“Maybe,” and only a small portion (9%) stated “No.” However,
over a quarter (27%) stated they were not aware of these
authorities.

Question 42

27%

I'm not aware
of these
authorities

29%

Yes

Do you plan
on utilizing the new
ITAR exemptions or
expedited licensing
for Australia and
the UK?

Source: NDIN Survey

In addition to the Vital Signs 2025 Survey, the U.S. part-
ners of the AUKUS Advanced Capabilities Industry Forum

*Due to rounding, the sum of the figures may not equal 100%

(ACIF)®8 for which NDIA is a member, conducted a survey on
the AUKUS ITAR Exemption in November 2024. The major-
ity of the respondents (69.1%) viewed the ITAR Exemption
as a positive step, 21.4% viewed it as negative, and 9.5%
viewed the rule as neutral. When asked if the interim final
rule addressed primary concerns from the proposed rule,
only 38.1% of respondents said yes, while 28.57% said no
and 33.33% were unsure.

Respondents were also asked about the effectiveness of
different elements of the rule, and the ETL was highlighted
as the least effective with 32.1% of respondents viewing the
ETL as negative, 42.9% viewed it as neutral, and 25% viewed
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it as positive. The top concerns cited were: the ETL was
considered too broad (53.57%), the ETL includes technol-
ogy essential to trade with Australia and the UK (42.86%),
and industry cannot identify the reason behind technolo-
gies listed on the ETL (39.29%). Furthermore, companies
expressed concern that the ETL includes technology that
falls under AUKUS Pillar Il objectives, including electronic
warfare as well as hypersonic and counter-hypersonic
capabilities.

Next Steps for AUKUS Pillar 2

Three years after the announcement of AUKUS, both
industry and government need to make progress on a coor-
dinated approach with meaningful efforts within the next
12 months that can enable AUKUS partners to develop
and deliver needed capabilities. With the structure and
frameworks, including the ITAR Exemption and Expedited
Licensing processes, largely in place, the next phase of
AUKUS is moving toward the testing and evaluation imple-
mentation phase. For the U.S., this will necessarily shift
the focus of AUKUS away from DoS and to DoD, the
Military Services, and Congress to begin initiating desig-
nated-AUKUS programs with dedicated funding streams
and contracting vehicles.

In this vein, the U.S. ACIF associations have been working
with the DoS, DoD, the Military Services, and international
AUKUS partners to identify narrowly focused strategic prior-
ities with specific lines of effort that can enable meaningful
progress under AUKUS, particularly in the near-term. One
example is to address the challenges each AUKUS nation
is facing with supply chain illumination and supply chain
resilience. For the U.S., this includes the imperative to move
away from relying on the PRC for critical minerals and find-
ing viable supply alternatives, which this report discusses
further in Pillar Five — Reinforcing Resilient Supply Chains.
For example, Australia has some of the largest recoverable
critical mineral deposits on earth, including high-quality
cobalt, lithium, manganese, rare earth elements, tungsten,
and vanadium.®® If utilized wisely, AUKUS could provide
a unique opportunity to enable the U.S. to partner with
Australia for the supply of critical minerals that are essen-
tial for defense technologies and national security.
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Recommendations:

Short-Term

44. DoD and the Military Services must
identify specific viable business oppor-
tunities, including a dedicated funding
stream and contract vehicles, under
Pillar Il. It has been over three years since
AUKUS was announced.

45. DoS must re-evaluate the ETL to ensure
better alignment with AUKUS policy

objectives.

46. DoD must implement a forward-lean-
ing approach, streamlined and aligned
across the Military Services, to shar-
ing technology with allies and partners.
Currently, each military branch has their
own separate review process, with vary-

ing standards, for transferring technology.

47. DoD must analyze and implement the
previous reform recommendations to
ensure industry concerns about the TSFD
requirements process, which is required
to be completed before technology can
be shared with allies, is streamlined. DoD
should also align TSFD with FMS-Only
processes, including the new regulatory

landscape of the AUKUS exemption.

Strengthening International
Regional Frameworks

The PRC's growing military power has created the need
to enhance U.S. deterrence and defense, assure allies and
partners, and counter adversarial threats in the Indo-Pacific
region. As part of this effort, DoD created the Partnership
for Indo-Pacific Industrial Resilience (PIPIR) in 2024, which
directly supports DoD’s implementation of the Regional
Sustainment Framework.'°°
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The PIPIR initiative is a multi-lateral forum that will be a
key mechanism for coordinating the production and sus-
tainment of military technologies with allies and partners
in the Indo-Pacific region.’" It is intended to provide an
opportunity to accelerate cooperation with the U.S. DIB “by
reducing barriers to production, creating new sustainment
hubs, and addressing supply chain constraints.”?

In May 2024, 13 nations, including the U.S., endorsed
the Statement of Principles for Indo-Pacific Industrial Base
Collaboration at the Shangri-La Dialogue. In October 2024,
the participants at the inaugural plenary meeting of PIPIR
adopted a Core Vision Statement, which establishes stra-
tegic principles to guide collaboration on defense industrial
resilience. The members also announced four workstreams:
1) Sustainment, 2) Production, 3) Supply Chain Resilience,
and 4) Policy and Optimization.

Recommendations:

Short-Term

48. DoD must continue efforts to strengthen
international regional frameworks, such as
PIPIR, to build a robust network of industrial
and economic relationships that will serve
as a strategic buffer to deter conflicts that
would threaten vital economic interests and
prosperity in the Indo-Pacific region.

A New Approach for
Dual-Use Export Controls

Two very different American administrations in the last
decade delivered comparable assessments about the stra-
tegic economic and technological competition underway
between the U.S. and the PRC. Similar conclusions have
been drawn that a business-as-usual mindset will under-
mine U.S. economic and national security. From the point
of view of the U.S. government, the U.S. needs to identify
new approaches and solutions to not just protect, but to
also expand U.S. technological competitive advantages.
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One area where the U.S. government is implementing
a new, more assertive approach is through its export con-
trol policies. Dating back to the aftermath of World War
I, federal government controls on U.S.-developed tech-
nology and capabilities have been viewed as a powerful
tool in U.S. national security strategies. In addition to U.S.
unilateral controls, the U.S. also participates in four major
multilateral control regimes: the Australia Group (chemical
and biological weapons), the Missile Technology Control
Regime (MTCR) (missiles and missile technology), the
Nuclear Suppliers Group (NSG) (nuclear weapons), and the
Wassenaar Arrangement (conventional arms and dual-use
goods and technologies).'®®

After the Cold War, the U.S. government prioritized U.S.
export control policies on limiting the proliferation of weap-
ons of mass destruction (WMD) and missile technology.
However, with the public emphasis, including in both the
2018 and 2022 National Defense Strategies, on the re-emer-
gence of great power competition, U.S. export control policy
debates are broadening in scope as both the executive
branch and Congress consider export controls a central pillar
in preserving U.S. technological leadership. This re-emphasis
on technological leadership also has a U.S. values and for-
eign policy focus, as multiple administrations and Congress
have all emphasized strengthening export controls on items
that assist repressive regimes in surveilling and controlling
their country’s citizens, such as facial and voice recognition
technology. As a result, U.S. policy and political debates
regarding dual-use export controls have shifted in a pro-
found way based upon the U.S. government’s assessment
of PRC capabilities and intent.

For example, in 2018, Congress passed the Export
Control Reform Act (ECRA),'°* which established a perma-
nent authorization for the President to control dual-use
goods and certain military parts and components. The law
also authorized the President to establish policy require-
ments for setting controls and to coordinate multilateral
export control regimes. It is noteworthy that ECRA was the
first export control statute to explicitly state U.S. economic
security is an element of U.S. national security.

Importantly, ECRA also required the President to estab-
lish an interagency process, led by Commerce, to identify
emerging and foundational technologies and for Commerce
to establish a licensing process for those technologies.
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Commerce’s Bureau of Industry and Security (BIS) is
responsible for administrating these controls through the
EAR. The EAR sets licensing policy for specific destina-
tions, end use, and end user controls and includes the
Commerce Control List (CCL) of dual-use technologies
subject to the controls.

In the process of implementing the requirement to
establish a licensing process for emerging and founda-
tional technologies, the U.S. government has been wrestling
with how to define and control Al and quantum comput-
ing. Each technology encapsulates the biggest tension
points in export controls: disputes over determining the
state of the art and therefore what is worth controlling;
scoping what should be controlled; an accurate assess-
ment of foreign availability (items of comparable quality
and in sufficient quantity from a non-U.S. source as to
render a U.S. export control or denial of an export control
license ineffective), including what is available or similar
in the PRC; and identifying and controlling technology
at the speed of adoption. At the same time, both current
and former Commerce senior officials emphasized export
controls are a time-limited solution, and controls are likely
to become less effective as technology advances and/or
competitors and adversaries find workarounds. Therefore,
since the passage of the ECRA, the focus has also been on
effective enforcement of U.S. export controls, continuous
evaluation of foreign availability, and pursuit of plurilateral
cooperation with like-minded nations.

As an illustrative case, in October 2022, the U.S. gov-
ernment issued a rule'®® imposing controls on items that
supported the PRC’s advanced computing capabilities,
which can also support Al applications. The rule also
attempted to limit the PRC’s indigenous semiconductor
companies’ production to their current levels, which is
roughly two generations behind the current leading-edge
semiconductors. Following the unilateral imposition of U.S.
export controls, the U.S. government worked to secure
plurilateral acceptance from the Japanese and Dutch gov-
ernments because unilateral U.S. export controls would
have been less effective as these countries have companies
with some of the most advanced manufacturing equipment
covered by the controls. It is important to note in this con-
text that there have been discussions about adding a fifth
multilateral export control regime to specifically address
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the PRC challenge. However, apart from the lack of consen-
sus on the nature and severity of the challenge, some allies
and partners lack the legal framework to impose controls
comparable to U.S. standards. The speed of technologi-
cal change also informs the viability assessment of a fifth
multilateral control regime because it takes years to get a
technology controlled by the current multilateral regimes.
In the case of the semiconductor industry, the planning
assumption is that a new technology node will be available
roughly every two years. Therefore, the strategy Commerce
pursued with the Japanese and Dutch governments offers
important insight into the most likely approach Commerce
will pursue in future situations.

In addition, in the aftermath of the October 2022 semi-
conductor control rule, there were reports Chinese Al
companies on the Entity List (a Commerce list of entities
acting contrary to the national security and foreign policy
interests of the United States) were using intermediaries to
evade the controls.'% It would be prudent for industry to
assume Commerce will put increasing emphasis moving
forward in ensuring companies and their supply chains
“know their customers.”

Finally, given the pace of technological innovation and
the PRC’s aggressive blending of civil-military fusion
of technology, policy conversations have resurfaced
in Washington about the potential utility in moving to
a single licensing system. Currently, there are multiple
federal departments and agencies with responsibility for
export controls, and it can be confusing for industry to
navigate the byzantine system. For instance, in its FY2022
annual report — its most recent published report — BIS
stated it worked with DoS on 248 requests to determine
whether a particular item was subject to DoS’s ITAR or
Commerce’'s EAR7 In many cases, those adjudications
took months to complete. Back in 2009, there were conver-
sations about reforming how the executive branch handles
export controls. The review effort at the time established
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four goals: a single licensing agency for dual-use items and
munitions, a single control list, a single agency for export
control enforcement, and a single integrated information
technology system.'0®

Recommendations:

Short-Term

49. Both the executive and congressional
branches must re-evaluate the merits of
moving to a single licensing agency for
dual-use items and munitions, a single
control list, and a single agency for export
control enforcement. Peer competitors of
the U.S. are increasing civil-military fusion
to gain advantages in the global technolog-
ical competition.

50. The U.S. government must evaluate the
market barriers in multilateral agree-
ments, such as the MTCR, and the
benefits of lessening licensing require-

ments to our closest allies and partners.

51. Both the executive branch and Congress
must assess the long-term impacts of
U.S. export controls to U.S. technology
leadership, including the risks of “design

out” and avoidance of U.S. content.

52. DoD and DoS must push trade policies to
maintain and expand international mar-

kets with allies and partners.
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Pillar 4: Restoring Industrial
Readiness Powerhouses

The key challenge facing the U.S. DIB is how to ade-
quately prepare for a possible future need for surge
production under protracted conflict. In 2021, DoD re-as-
serted it would take significant time and government financial
resources to reorient the defense industry to effectively handle
peer conflict, requiring: “[difficult] but necessary investment
choices, including expanding funding for capital investment
in facilities and training and maintaining the workforce.
Without serious and targeted investment - billions instead
of millions — America'’s DIB is simply unsustainable, [empha-
sis added] let alone capable of supporting our deployed forces
and legacy equipment while solving complex warfighting chal-
lenges posed by advanced technologies in the 21st century,
from Al and cyber to hypersonics and autonomous air and
sea systems."1%?

The 2022 NDS emphasizes deterrence by resilience and
defines resilience as “the ability to withstand, fight through,
and recover quickly through disruption.”"® To increase
industrial resilience, the U.S. government must continue to
incentivize the U.S. DIB to expand its manufacturing capac-
ity and to sustain its focus on rebuilding and revitalizing the
U.S. DIB workforce.

In Vital Signs 2024, NDIA noted that the powerhouses
of industrial readiness — stable and predictable budgets,
an experienced and specialized workforce; diversified and
modern infrastructure; manufacturing innovation; and suffi-
cient, including idle, capacity — have all atrophied under the
transition to a services-based economy with a premium on
just-in-time commercial supply chains. Additionally, the wide-
spread offshoring of American manufacturing has led to a
decline in overall manufacturing expertise and skilled workers.
The report also noted that for the last 35 years, on a bipartisan
basis, the U.S. government failed to resource the U.S. indus-
trial footprint required to prevail in near-peer conflict. The 2023
NDIS emphasized the importance of incentivizing industry to
improve resilience by investing in extra capacity and recom-
mended legislation to plan for spare production capacity and
to provide oversight.""" Any follow-on executive or congres-
sional branch efforts should consider the fact that currently
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neither the federal government nor the investor community
incentivizes the U.S. DIB to have significant surge capacity.
Neither wants to pay for economic inefficiencies, including idle
facilities,'? idle capacity,'"® and high indirect rates for labor."*

In terms of facilities costs, there is a bias toward eco-
nomic efficiency. Ordinarily, defense contractors must try to
mitigate the costs of idle facilities and idle capacity before
passing those costs on to the government via indirect rates.
Generally speaking, costs of idle facilities are unallowable,
and costs of idle capacity are allowable under certain condi-
tions."® During the 2020 — 2021 global COVID-19 pandemic,
the federal government made allowances under federal reg-
ulations for companies having idle capacity, but companies
are reporting they expect renewed emphasis on government
enforcement of this regulation. Therefore, the federal gov-
ernment would have to make policy and regulatory changes
before companies could carry significant excess capacity.
This is a continuation of a pre-existing problem facing the
U.S. DIB, where companies must invest in production capacity
prior to winning a contract, to be deemed capable of deliver-
ing the required quantities of materiel.

In addition, the federal government must revisit policies
and regulations around indirect rates for labor. As a gen-
eral example, as the work a company does on a program or
contract winds down and the company anticipates another
program or contract may begin, on its own, the company will
want to keep employees it will need for the next contract, such
as engineers and skilled trade workers. However, during this
gap period, the federal government will not want the com-
pany to carry too many employees if it results in the company
charging the government indirectly for that labor. In addition,
companies know investors are also looking for economic inef-
ficiencies, which are exacerbated by the outmoded, inflexible
model of acquisition and sustainment. Investors focus on
the return on a company’s net assets and do not want the
company carrying anything diluting economic efficiency in
the metrics they use to ensure the company is financially
healthy. Additionally, in government-owned contractor-oper-
ated (GOCO) facilities, where industry is even less incentivized
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to make significant investments, much excess capacity has
been sold off or left to become obsolete, creating further bar-
riers to surge capacity production.’®

Over the course of the past year, NDIA received feedback
from companies across the U.S. DIB regarding the disincen-
tives and barriers preventing companies from expanding
production capacity. One of the top issues mentioned was
maintaining a workforce that could keep pace with scaling
production. Private sector respondents reported that while
52% assessed their companies had a sufficient number of
skilled workers for current production rates, 31% did not. In

Question 55
Does your company currently have a sufficient

number of the following workers for your
current production rates?
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addition, 55% of private sector respondents reported their
companies currently have sufficient cleared workers for cur-
rent production rates, but 30% reported they did not (see
Q55 Chart). These numbers are similar to those recorded in
the Vital Signs 2024 Survey, indicating that there is further
work to be done to support industry’s need for cleared and
skilled workers.

The Vital Signs 2025 Survey also asked private sector
respondents if DoD needed to rapidly increase production
for their company’s service or product, would the company’s
suppliers be able to support increased production? While 55%
responded favorably, 45% responded either negatively or said
they did not know (see Q47 Chart). However, when broken
down by business size, respondents from large-sized com-
panies indicated significantly less confidence in the ability of
their supplier bases to respond to surge production, with over
45% of respondents from large U.S. DIB companies saying that
they do not know if their suppliers could support increased
production, and a further 13% stating that their suppliers would
not be able to meet surge production. One factor driving these
responses is the significant number of suppliers supporting
large firms, which can lead to difficulties in accurately ascer-
taining potential spare capacity.

The Vital Signs 2025 Survey asked private sector respon-
dents several questions to identify the top issues impeding
industry’s ability to expand production. The top three issues
identified are (see Q48 Chart on page 57):

* No contract vehicle to justify expansion (54%)

* Challenge to expand number of skilled or
cleared workers (46%)

Question 47

35%

Do not Know

If the Defense
Department put out a
contract to increase production
for your company's service or
product, would your suppliers be
able to support the increased
production?

55%

Source: NDIN Survey

*Due to rounding, the sum of the figures may not equal 100%
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e DoD acquisition strategy does not justify
expansion (42%)

The Vital Signs report series previously addressed the chal-
lenge of not having a contract vehicle to justify expansion. As
a concrete example, especially given the importance in the
Indo-Pacific, this year’s report focuses on munition produc-
tion. The current U.S. policy priority to ramp-up production
of certain categories of munitions provides useful insights
into private sector feedback regarding how DoD’s current
acquisition strategies do not justify expansion. For histor-
ical context, munitions have often been the bill payers for
higher priorities in the DoD budgeting process. While the
Military Services and Combatant Commanders reference
requirements-based processes, the munitions requirements
in the annual budget process are often softened from “what
is required” to “what we can afford.” This only further weakens
the munitions industrial base, as manufacturing facilities are
left without sufficient cash flow to modernize or repair pro-
duction lines. As Q26 Chart shows, this explains why the top
two variables that drive private sector investment are govern-
ment contract vehicles and what Congress specifically enacts
into law each year. Unfortunately, this is further exacerbated
when, as an example of challenges with acquisition strategy,
the government can commit to funding the first year of a multi-
year award but not necessarily commit to future funding. This
repeated, year-after-year pattern disincentivizes investment,
and leaves both government and industry scrambling when
surge production is required.

In the event of a sudden need for surge capacity, identify-
ing facilities with latent surge capability is also an impediment
to quickly scaling up production. There is no existing mecha-
nism to identify existing latent capacity, which could provide a
crucial bridging mechanism to scaling industrial output. While
the 2023 NDIS did note the importance of novel mechanisms
to support new excess capacity, locating and utilizing existing
facilities is equally crucial. The legwork to support the future
need for additional capacity must begin now.

In addition, the Ukraine and Israel contingencies renewed
the emphasis on MYP authorities and the associated advanced
procurement (AP) and economic order quantity (EOQ) fund-
ing in the FY2024 budget requests."” These authorities are
essential to help industry retain and recruit skilled workers
necessary for surge production and to support their suppliers
and supply chains with forecasts for long lead time items such
as electronics, metal parts and steel, energetics, and packing

Question 48

What are the biggest barriers to expanding
capacity? (Select all that apply)

Percent of Respondents

No contract vehicle to justify
expansion

Challenge to expand number
of skilled or cleared workers

DoD acquisition strategy
does not justify expansion

Challenge for suppliers to
meet higher demand

Access to additional capital
to support expansion

Regulatory barriers to
expansion

Space constraints on
expansion

Other

Source: NDIN Survey

Question 26

Which 3 variables represent the strongest demand
signal for R&D, CapEx, and other investment decisions?

Percent of Respondents

Government contract vehicles

Enacted annual
defense bill (NDAA)

The Future Years Defense
Program (FYDP)

Service or President’s
Budget request

Statements by DoD or other
government officials

Third-party business intelligence

Defense Technical Information
Center (DTIC) technology list

Non-NDAA legislation 7%

Congressional hearings 6%

8%
\ \ \ \ \ \ \
10 20 30 40 50 60 70

Other (Please specify)

Source: NDIN Survey
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materials. However, even with these new mechanisms, there
are challenges, including multi-year contracts that do not in
some cases have a minimum buy or, in other cases, have a
sharp decrease in production in the immediate years after the
accelerated ramp-up of production.

Finally, U.S. industry has sought to constructively remind
the government that ramping up production of munitions in
many cases exacerbates the competition for component
parts, such as electronics and circuit boards. The com-
petition is both between munition categories and with the
civilian economy, including competition with the automo-
bile and mobile phone sectors, due to components at lower
tiers of the supply chain often being dual use. This has pro-
found implications for lead times and the impact inflation
can have on the prime contractor and suppliers under FFP
contracts. It therefore takes the combined efforts of OSD,
the Military Services, and Congress to ensure MYP authori-
ties and advanced procurement and EOQ requests are viable
from a business strategy perspective.

Yet, despite these challenges, the U.S. DIB is continuing
to assume risk and make capital investments. Of note, 63%
of private sector respondents work for companies that made
significant CapEx investments in the last five years for either
facilities and/or production lines. Large and medium-sized U.S.
DIB members continue to make investments to maintain exist-
ing facilities and increase production. However, small business
respondents were far less likely to report significant invest-
ments in the last five years, with only 46% stating that their
firms had made such investments. These small businesses

Question 45

19%

Do not Know

In the next
five years, is your
company planning to make
significant capital
expenditure investments for
either facilities and/or
production lines?

58%

Yes

23%

Source: NDIN Survey

may lack adequate demand signals to make these invest-

*Due to rounding, the sum of the figures may not equal 700%

ments, and due to their smaller cash reserves, may need
more concrete information to spur investment. Additionally,
further direct support may be needed so that small busi-
nesses can adequately scale up production to meet the
requirements of large programs. This can be potentially
ameliorated through the involvement of private equity and
venture capital, who in recent years have indicated a greater
desire to make investments in both defense and overall
supply chains.

In addition, 58% of respondents indicated their companies
intended to make additional significant CapEx investments
in either facilities and/or production lines during the next five
years (see Q45 Chart).

DoD munitions spending is directly tied to surges in demand during conflicts
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Recommendations:

Short-Term

53. DoD must create a program that identi-

fies and retains spare industrial capacity
that can serve as a stopgap until addi-
tional facilities are brought online during
times of additional demand. The Defense
Logistics Agency (DLA) operates a similar
program for castings and forgings (along-
side the American Metalcasting Consortium
and the Forging Defense Manufacturing
Consortium), and using that program as a
guidepost, DoD can more effectively meet
demand through a network of partner facili-
ties that can either already meet production
requirements for platforms or can be quickly
modified to meet said requirements.

DoD and Congress must view and treat
industrial capacity akin to a weapons
system rather than an ancillary and
tenuous byproduct of systems acqui-
sition. DoD must reconcile and strike a
balance between efficiency, cost avoid-
ance, and additional capacity, and then
execute this balance with contracts. While
public announcements and legislation are
important signals to financial markets and
industry, industry cannot routinely raise
capital for new investments or expanded
production absent contract vehicles.
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DoD and the Military Services must view the
retention of a skilled workforce, the expan-
sion of the supplier base, and the financial
viability of significant CapEx investments as
subsystems to industrial capacity. For exam-
ple, there are several pending MYP authorities
for certain categories of munitions that face
a steep acquisition cliff beyond the life of the
multi-year. This impacts the business strat-
egy decisions for production capacity, from
capital investment to operating expenses and
workforce management.

Congress must allocate additional funding for
contracts for the express purpose of enhanc-
ing capacity investments. Additionally,
Congress must legislatively approve incen-
tives such as tax incentives, regulatory relief,
and long-term contracts with the specific
goal of creating and maintaining production
capacity ullage. DoD in turn must execute
additional allocations by creating business
arrangements that enhance resilience and
incentivize the U.S. DIB to perform.

Long-Term

57. DoD must examine and prioritize permitting

processes for U.S. DIB capacity support.
This includes facilities for sub-tier suppli-
ers, component assembly, and final product
integration. While there are accelerated per-
mitting programs for clean energy projects,
such as FAST-41, there are no such defined
programs for U.S. DIB-critical projects.
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Workforce

The recruitment and retention of a highly skilled and
trained workforce is a cross-cutting issue across all five
strategic pillars on which a modern, diverse, and resilient
U.S. DIB is built. In 1985, the U.S. had 3M workers in the
defense industry.'® By 2021, the U.S. had 1.1M workers
in the sector, a reduction of nearly two-thirds. The 2023
NDIS notes that the U.S. labor market “lacks sufficient
workers with the right skills to meet domestic production
and sustainment demand.”"® An experienced workforce
meters how quickly different sectors of the U.S. DIB can
scale and sustain production. Workforce recruitment and
retention issues are also critical factors behind lengthening
lead times in supply chains because the extended timelines
often reflect how long it will take suppliers to increase their
workforce to meet demand.

The Vital Signs 2025 Survey asked private sector respon-
dents to rate how hard it is to find cleared, skilled trade, and
STEM workers.’?® Across all three categories, most of the
respondents indicated it was somewhat difficult or very
difficult (see Q54 Chart):

e Cleared Workers (60%)
e Skilled Trade Workers (63%)
* STEM Workers (53%)

These results are very similar to last year’s survey
(59%, 63%, and 55%, respectively).

Question 56

What are the biggest barriers to filling vacancies
in your company? (Select all that apply)

@ SmallBusiness @ Medium-sized Business @ Large-sized Business

Percent of Respondents

Inability to be competitive
at government specified
labor rates

Inability to be competitive
due to government
specified labor categories

Length of time of the
security clearance
process

Lack of interest in open
positions

Lack of qualified
candidates

Competition with the
commercial sector

Defense industry not
attractive career option
(employment stability,
working conditions,
location, etc.)

Source: NDIN Survey 0
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Question 54

How difficult is it to find the following workers?

Skilled
Trade
Workers

29% 24%

31%

. Very Easy . Somewhat Easy

Source: NDIN Survey

Neutral

1%

9%

20%
16%

38%

@ Somewhat Difficult

STEM
Workers

. Very Difficult

12%

24%
o

@ Not Applicable
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The Vital Signs 2025 Survey also sought to identify the
top barriers to filling vacancies. The top two issues identi-
fied were (see Q56 Chart on page 60):

e Lack of qualified candidates (54%)
e Competition with the commercial sector (53%)

These results were two of the top four issues identified
in 2024's survey.”?! Of note, large U.S. DIB companies were
much more likely than smaller companies to identify as bar-
riers (1) competition with the commercial sector (67% large
vs 48% small), (2) the defense industrial sector as not being
an attractive career option (47% vs 35%), and (3) the length
of the security clearance process (51% vs 36%).

Industry also clearly identified the recruitment of new
workers (55%) and retention of new workers (47%) as the
most pressing issues companies are facing regarding their
workforce. On this question, the survey found that large
companies find it more difficult than their small- and medi-
um-sized counterparts to retain workers. A clear majority
of large businesses (70%) identified the retention of new
workers as a pressing issue, while only 40% of the rest of
industry identified this as a pressing issue. Similarly, large
businesses are 15% more likely to identify the retention of
long-term workers as a pressing issue compared to small
companies. The survey results clearly show that the U.S.
DIB’s workforce challenges remain consistent and pressing.

The U.S. DIB does not operate in isolation and must
compete with non-defense sectors for the same work-
force. Due to regulations limiting the U.S. DIB’s profits and
wage limits, the U.S. DIB has not been able to keep up with
non-defense increases in pay, erasing the wage premium
that once ensured the nation’s top talent was working in the
sector dedicated to delivering solutions to the warfighter.

In addition, over the past several years, government-in-
dustry forums have also reinforced that the U.S. DIB is
not competitive with the commercial sector in the areas
of compensation and fringe benefits. Companies note
that the U.S. DIB’s low profit margin along with regulations
regarding pay and benefits make it hard to recruit and retain
professionals who can find higher pay and more attractive
benefits in the commercial technology sector. For example,
one NDIA member company, producing strategic platforms
for the U.S. military, provided company proprietary data
showing how its wage premium has eroded by 44% since
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2014. There are several reasons for this, including increases
in minimum hourly wages in certain states.’”” These chal-
lenges are exacerbated by the tough working environments
in many U.S. DIB sectors.

NDIA member companies’ human resources depart-
ments helped provide data on benefits across the
aerospace and defense sectors, and the commercial tech-
nology sector. Respondents in the aerospace and defense
sector noted the top four issues that encourage them to
stay are, in priority order, pay and bonus (54%), retirement
benefits (49%), health benefits (44%), and flexible work
arrangements (34%).'*® The survey also asked respondents
what factors would cause them to seek new employment.
Respondents had the same priority list, but it was note-
worthy that for each category — pay and bonus, retirement
benefits, health benefits, and flexible work arrangements —
the aerospace and defense sector respondents highlighted
these issues at either double or near double the rate of com-
mercial technology sector respondents.’?

U.S. Submarine Industrial
Base (U.S. SIB)

NDIA took a deeper look at one sector, the U.S.
SIB. The two leading challenges to the U.S. SIB
are the health of the supplier ecosystem and the
shortage of skilled workers. These challenges
have been known for several years. There has
been a large decrease in the average U.S. SIB
workforce experience over the last ten years,
especially for skilled trade workers and for super-
visors. The average experience in skilled trades
has dropped from 17 years to six years, and the
average experience of supervisors has dropped
from six years to two years. In addition, compa-
nies and technical experts noted that it is not
uncommon to see 32% — 40% first-year attrition
rates for the training pipeline for the U.S. SIB.
Work conditions are the most cited reasons for
the attrition, including the tough working con-
ditions in manufacturing and shipyard work
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environments, and the fact that many U.S. DIB
positions do not allow for remote work, which as
noted above, is a very attractive recruiting tool
for the commercial sector. These factors are not
unique to the U.S. SIB or U.S. DIB and are con-
sistent with other sectors that have stressed the
challenge of retaining talent, including engineers,
operations workers, and supervisors, at both the
prime and supplier level.

Skilled Labor

Industry 4.0/5.0'% technology innovations are increasingly
required for designs of defense assets at the component and
system level, creating additional requirements for defense
manufacturers as they hire new workers with resonant capa-
bilities, and upskill the current workforce to perform at the
necessary scale and speed. This technical skills workforce
gap also directly challenges the U.S." productivity and the frag-
ile supplier ecosystem. Without robust training and tailored
apprenticeship programs, there simply will not be enough
welders, technicians, electricians, maintainers, and other
skilled workers available to meet the manufacturing needs
of the U.S. DIB, not to mention the nation as a whole.

Unfortunately, there are several obstacles stymying the
growth and sustainment of America’s skilled workforce.
First, there is a lack of communication, awareness, and
coordination between various sponsors of vocational train-
ing programs, and there is currently no plan or mechanism
to scale and spread existing pockets of excellence across
the nation. For example, many regional technology hubs
promoted by multiple federal agencies as well as individual
companies in the U.S. DIB have experimented with work-
force solutions, often through individual partnerships with
community colleges and trade schools. However, without a
central repository, these hubs are unable to easily collabo-
rate, identify best practices, improve workforce promotion,
and propagate solutions nationwide. Therefore, while
solutions need to be locally and regionally focused and
deployed, a nation-wide strategy focused on coordination,
outreach, and advocacy is needed to drive the creation of
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educational programs designed to effectively produce the
skilled workers to meet U.S. national security requirements.

Second, for many in our nation’s education pipelines, a
bachelor’s degree for every student is considered the ideal
outcome. While the intentions are honorable, the impact
is ultimately detrimental to the well-being of students. It
unfairly presents to students a single outcome — a four-
year degree — as the only viable option for a successful
future, thereby artificially blocking potential career fields in
which a student could thrive. The statistics are, indeed, trou-
bling. Since the 1990s, the average number of Career and
Technical Education (CTE) credits earned by high school
studentsinthe U.S. has significantly decreased; in fact, CTE
is the only subject area that saw a decrease between 1992
and 2013."?® And while many states have since renewed
pushing funding toward CTE, the decades of neglect has
left gaps in data that would have been useful to track pro-
grammatic success.'”” One prominent skilling pathway,
apprenticeships, has been heralded as a key workforce
improvement practice, but this pathway has been underuti-
lized due to the costs to employers.

Third, the national perception of skilled labor as a less
desirable career path hampers recruitment efforts. Due
to a negative perception, fewer potential candidates are will-
ing to see these kinds of jobs as viable or desirable, and
are, therefore, unlikely to enroll in any CTE or apprentice-
ship programs. To compound this challenge, for the U.S.
DIB, many positions require background checks, drug tests,
and/or security clearances, adding additional perception
barriers to filling the U.S. DIB’s skilled workforce demand.
These perception hurdles are not insurmountable, but they
require a national-level effort to re-emphasize that this
is a valuable career path.

Finally, the performance and availability of small and
medium-sized manufacturers in the DoD supply chain
is constrained by a diminishing industrial workforce and
increasing instances of skills gaps and job vacancies across
our industry. These businesses often lack the resources
large companies have available to investin local and regional
training pipelines. Since many small- and medium-sized
businesses lack the capacity and resources required for
addressing their workforce shortfalls, DoD has an oppor-
tunity to expand its current support for these businesses
to further address skill gaps and job roles critical to DoD.
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Recommendations:

Short-Term

58.

59.

60.

61.

62.

63.

The executive and congressional branches
must review the impacts of prevailing wage
rates and labor categories on the U.S. DIB's
ability to increase wages and address any
impediments discovered. Across multiple
U.S. DIB sectors, companies have noted that in
certain regions, minimum wage increases and
service sector starting wages are approaching
industrial base starting wages.

DoD must design a Workforce Solutions
Dashboard with a multi-faceted performance
matrix that identifies, details, and quantifies
workforce solution innovations and mobilized
regionally by existing federal mechanisms.

DoD must align public and private skilled
trades definitions such to reflect new U.S.
DIB trades capabilities necessitated by emer-
gent technologies.

DoD must facilitate existing credential-
ing offered by Manufacturing Innovation
Institutes (Mlls) and industry partners for
skilled tradespersons across public and
private defense construction and sustain-
ment venues.

DoD must expand its current support for
small- and medium-sized businesses to fur-
ther address those skills gaps and job roles
critical to DoD.

The Military Services must encourage both
collegiate degrees and skilled trades as
important and viable career paths for depart-
ing service members. Historically, a significant
portion of the U.S. DIB skilled trades talent pipe-
line came from enlisted personnel. However,
there are concerns that the Services are not cur-
rently encouraging skilled trade career paths.
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The Department of Labor (DoL) must pursue
insightful data to develop a more granular
understanding of the collective status of manu-
facturers’ workforce. This data must specifically
focus on (1) the number of engineers, skilled
workers/tradesmen, and other critical roles cur-
rently employed and their experience levels, (2)
existing unfilled workforce needs, and (3) fore-
casts of their workforce needs two years from
now. This data must explicitly differentiate across
sector and region.

The Department of the Navy has spent sev-
eral years working on local, state, and federal
partnerships to re-develop skilled trade talent
pipelines. The Department of the Air Force
must implement a similar program directed at
military aircraft manufacturing skills.

In collaboration with DoL, DoD must expand
the Registered Apprenticeship Program
(RAP) by increasing funding for trainee pay
and mentoring that allow for training signifi-
cantly larger pools of specialty-skilled workers,
deploying them rapidly into the U.S. DIB. An
affiliated Pre-Apprenticeship Program avail-
able to regional defense manufacturing hubs,
co-managed by industry and school systems,
would create a pathway for youth into “Registered
Apprenticeship 2.0."

DoD must include training expenses for tar-
geted, potential-employee training programs
as allowable costs.

The new Administration must develop a
national manufacturing strategy to accelerate
closing the workforce gap in manufacturing
across all sectors of the U.S., including the
defense sector. This strategy can be informed
by the workforce development strategy detailed
in Section 1451 of the enacted FY2025 NDAA.
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Pillar 5: Reinforcing

Resilient Supply Chains

Policymakers’ renewed focus on supply chain resiliency
is a recalibration of a framework that previously prioritized
efficiency and lower costs over domestic production and
resilience. A new policy framework has emerged over
the previous two administrations, which seeks to limit
the PRC’s access to cutting-edge technology, especially
technology that can be diverted to military applications,
and to build alternative supply chains in sectors where
the PRC currently dominates. As noted earlier in the report,
this is driven in large part by the PRC’s dual circulation strat-
egy. This recalibration is having a tremendous impact on the
civilian industrial sector, but it has an even deeper impact
on the U.S. DIB because of its smaller purchasing power
compared to the rest of the U.S. economy.

In the Vital Signs 2025 Survey, both federal
government respondents (61%) and private
sector respondents (53%) cited supply
chain challenges in the top three most
pressing issues facing the U.S. DIB.

This recalibration has also led to heightened interest in
both reshoring and friendshoring. It should be noted with
caution, however, that these policy initiatives come with
their own complexity. For example, the Vital Signs 2024
report highlighted that the PRC provides a significant per-
centage of raw and intermediate inputs for priority supply
chains, including for the microelectronics and advanced
manufacturing sectors, to other countries in the region,
as well as Mexico and Canada.’® This will have import-
ant implications for the tariff and export control policy
conversations in 2025.

In addition, as the 2023 NDIS highlights, supply chains
have become global, which causes prime contractors to
struggle to maintain full visibility over their entire supply
chains. However, in seeking to remedy the situation, given
the fluidity and complexity of international supply chains,
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government and industry must both be realistic about the
time required to fully identify truly independent and alter-
native supply chains and the level of resourcing required
to operationalize those supply chains.

Within this context, to be proactive, the two previous
administrations focused on improving the resiliency of
U.S. supply chains through better data on the structure of
supply chains, investments in redundancy, greater ability
to substitute between inputs, and improved communica-
tion across the supply chain. As part of these efforts, the
previous Administration focused on Defense Production
Act (DPA) Title lll investments in five critical areas: kinetic
capabilities, microelectronics, energy storage and batteries,
strategic and critical materials, and castings and forg-
ings.'”® For example, one-third of DoD’s energetic materials
are produced overseas, leading DoD to pursue partnerships
to expand domestic production of energetics and chemi-
cal precursors.’® Additionally, several funding streams and
program offices have expanded efforts to access secure
microelectronics due to concerns of backdoors in for-
eign-produced chips and supply chain disruptions.”" In
the field of castings and forgings, where according to a DoD
official, the domestic supply chain for castings and forging
has shrunk by 80%,'3? several consortia and public-private
partnerships have engaged in efforts to leverage informa-
tion sharing and accelerate workforce development.'®®

Congress also continues to focus on identifying and
reducing vulnerabilities in strategic supply chains. The
FY2024 NDAA included supply chain provisions cover-
ing critical mineral sourcing, energetic materials, military
pharmaceuticals and military devices, semiconductors,
unmanned aircraft, and cybersecurity risk management
tools.’®* It also included a pilot program to identify supply
chain vulnerabilities in certain platforms.”® The FY2025
NDAA Conference Report continued this trend. Actions pro-
posed in the NDAA include a required report on energetics
supply chains and the establishment of DoD strategies for
both batteries and solid rocket motors. These strategies
call for the development and certification of second-source
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suppliers as a crucial step toward supply chain security
due to the prevalence of sole-source suppliers in many
key materials.’*® Other items include supporting the small
unmanned aerial systems (sUAS) supply chain, increasing
public-private information sharing on adversarial practices
against critical mineral supply chains, and the development
of a roadmap for increased industrial capacity.

The federal government'’s classified sources and assess-
ments, to which the private sector has limited access,
drives the executive and congressional branches’ focus
and urgency with respect to reducing vulnerabilities in crit-
ical international supply chains. Due to the public policy
focus surrounding friend-shoring and onshoring of supply
chains, the Vital Signs 2025 Survey explored this issue. The
majority of private sector respondents (58%) reported that
15% or less of critical components of their systems relied
on allied nations for supply, and only 3% had more than
75% (see Q53 Chart).

Question 53

What percentage of components critical to your
systems rely on allied nations for supply?

Percent of Respondents

Less than 15%

15% - 25%

25% - 50%

50% - 75%

More than 75%

\ 1 1 1 1 1 1
0 10 20 30 40 50 60

Source: NDIN Survey

These numbers, however, are not wholly representative
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*Due to rounding, the sum of the figures may not equal 100%

of defense supply chains, due to the limits of supply chain
visibility. For instance, a prime contractor may know that
a supplier is based in the U.S. or an allied nation, but may
not know from where all raw material or subcomponent
inputs are sourced. Therefore, in its identified actions to
achieve resilient supply chains, the 2023 NDIS noted the
Department intends to leverage data analytics to improve
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Source: NDIN Survey

supply chain visibility'™ to identify and minimize strategic
supply chain risks and to manage disruptions proactively.'*®
The Vital Signs 2025 Survey asked private sector respon-
dents to identify the percentage of their company’s supply
chain over which they do have high visibility. Of note, 36%
reported 25% or less, and 23% reported more than 75%
(see Q49 Chart).

Question 49

For what percentage of your supply chain does
your company or business unit have high visibility?

Percent of Respondents

Less than 15%

15% - 25%

25% - 50%

50% - 75%

More than 75%

\ \ \ \ \ \
0 5

*Due to rounding, the sum of the figures may not equal 100%

DoD and Congress should continue to explore oppor-
tunities to increase supply chain illumination to identify
high-risk nodes, including over-reliance on sole and single
source providers, obsolescence challenges, and finan-
cial insecurity of critical contractors, as well as the overall
integrity of the supply chain. At the same time, it will be
important to prioritize establishing sound policy and
regulatory frameworks to support industry during this
transition period. This will help both the executive and con-
gressional branches avoid becoming enmeshed in potential
unintended consequences, such as identifying non-compli-
ant parts and components, without the associated policies
and authorities to remediate concerns.

As important as de-risking international supply chains
are to national policymakers, it is important to empha-
size the Vital Signs 2025 Survey shows private sector
respondents’ current biggest concerns regarding supply
chain challenges are due to U.S. domestic challenges. In
response to the question “What are the biggest challenges
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What are the biggest challenges to your
supply chain? (Select all that apply)

Percent of Respondents

Long lead times/capacity
constraints

Inflation makes cost
estimation unpredictable

Not enough skilled workers

Quality of deliveries

Lack of sufficient visibility
into supplier challenges

Key suppliers have left the
defense industrial base

Assured access to foreign
sources

Other (Please specify)

Source: NDIN Survey 0 10

20 30 40 S50 60

Question 50

Which supply chain vulnerabilities are most
pressing for your company or business unit?

(Select all that apply)

Percent of Respondents

Single or sole source

Capacity constraints

Business case viability of
new sources

Quality issues

Geopolitical sensitivities of
foreign sources

Political viability of new
sources

Eroding access to foreign
sources

Other (Please specify)

Source: NDIN Survey 0 10

20 30 40 50 60
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to your supply chain?” the top three largest challenges were
(see Q52 Chart):

* Long lead times/capacity constraints (56%)
e |nflation makes cost estimation unpredictable (47%)
e Not enough skilled workers (40%)

Private sector respondents were also asked to iden-
tify the most pressing supply chain vulnerabilities for their
respective companies. The top concerns were single- or
sole-source suppliers (52%), capacity constraints (42%), and
the business viability of new sources (38%) (see Q50 Chart).

The Vital Signs 2025 Survey also sought to identify where
the loss of suppliers was having the biggest impact. Of note,
28% of private sector respondents reported losing criti-
cal suppliers during the last three years, and 30% reported
losing single- or sole-source domestic suppliers. In addi-
tion, roughly 16% of respondents reported losing single- or
sole-source international suppliers during the same period
(see Q51 Chart on page 67).

Supply Chain Harmonization

The strong policymaking focus propelling sourcing restric-
tions on raw materials and advanced technologies has led to
a flurry of new restrictions for the U.S. DIB. Across all sizes
of private sector respondents, the Vital Signs 2025 Survey
results found that procurement requirements were a sig-
nificant impediment to working with DoD. Overlapping
regulations and legislative language, with different effec-
tive dates, only serve to exacerbate this issue.

Specifically, most of the proposed and active regulations
are designed to be implemented in phases. While this may be
helpful in anisolated case, in the aggregate, varying timelines
for overlapping restrictions with different carveout exemp-
tions confuse not only industry, but also contracting officers
within DoD as well. It is important to note that NDIA mem-
bers repeatedly emphasize they agree with the spirit of the
restrictions and the effort to safeguard critical supply chains,
but they note that the issuance of new restrictions is occur-
ring at too fast of a pace and in a scattershot way, which
impedes industry’s ability to contribute to the overall goal.

One key area that comes into play when non-compliant
parts are found is Domestic Non-Availability Determination
(DNAD) Waivers. Under the Specialty Metals clause, a
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Question 51

In the last three years, have you lost any of the following suppliers:

Source: NDIN Survey

Single- or Single- or
Critical Sole-Source Sole-Source
Suppliers Domestic International

Suppliers

16%

Suppliers

() Do not Know

@ ves

@ No

waiver can be obtained through either the Director of the
Defense Logistics Agency, the Secretary of one of the
Military Services, or the Undersecretary of Defense for
Acquisition and Sustainment.’®® It is crucial that the indi-
viduals responsible for issuing these waivers are on the
system as much as possible, and that the waiver process
is not sent further up the chain at DoD, to keep processing
times low and minimize production disruption.

Recommendations:

*Due to rounding, the sum of the figures may not equal 100%

Supply chain harmonization can provide a level set
for industry and government. This will allow all players to
operate with a shared understanding of the regulatory envi-
ronment, enable the necessary organic evolution of supply
chains, and negate the need to create a positive list of DoD-
approved suppliers, the latter of which would undermine the
public policy goal of accelerating innovation and attracting
new U.S. and allied suppliers for materials and technologies.

Short-Term

69. The Military Services must include resourcing
second-source suppliers in their budget requests
for critical single source material, components,
and equipment. Congress must support funding
for second-source suppliers in these areas.

70. DoD and Congress must collaborate with indus-
try to develop a mechanism to address instances
of supply chain noncompliance.

71. There must be interagency coordination and
industry collaboration to harmonize supply chain
restrictions/requirements. A wide spectrum of

supply chain sourcing restrictions/requirements
will go into effect over the next three years. Clear,
concise, and executable guidance must be pro-
vided to contractors to enable compliance with
these restrictions/requirements.

Medium-Term

72. DoD and Congress must prioritize both advanced
procurement funding and a stable and long-
term acquisition strategy for stockpiling.



NDIA VITAL SIGNS 2025

Critical Minerals

Raw materials are the foundation of all supply
chains, many of which are dual use in nature. In recent
years, competitor dominance of the production and
processing of these raw materials has sounded alarm
bells for national policymakers due to the possibility
of restricted access to these critical materials.

The PRC is the world’s largest producer, proces-
sor, and consumer of critical materials. This position
was built over decades through its industrial policies
and natural mineral endowment. For example, the
PRC has significant reserves of some critical miner-
als, including heavy concentrations of rare earths in
Inner Mongolia and antimony in Hunan. Additionally,
the PRC has engaged in significant foreign investment
to secure access to those resources that are not abun-
dant in its own territory.

The PRC’s production of critical materials feeds its
manufacturing base, which currently represents 34%
of total global manufacturing.®® Government subsi-
dies are a part of PRC industrial policy, and a recent
brief by the Kiel Institute notes that, even by conser-
vative estimates, PRC industrial subsidies amounted
to nearly 2% of total PRC GDP.#°

While critical minerals are often discussed in terms
of clean energy technologies, it is important to note
critical minerals have many military applications that
are vital to the overall lethality of the U.S. Joint Force.

Select Critical Minerals
in Defense Applications

Antimony trisulfide is used in ammunition as
a primer and in explosives.”

Used as a doping agent in semiconductors to
increase conductivity.** Also used in lead
alloys for bullets. *

Widely used in semiconductors, including in
electronic warfare suites and radar pods.**

Germanium is used in night-vision and
infrared lenses, as well as in sensors for
satellite imagery.*

Nickel is a component of many high-strength
alloys, such as those used in rocket nozzles
and armor plating.*

39 Seong, Jeongmin. “The global economy is resetting, China is repositioning itself to export innovative technologies, and its trading partners
are more diverse.” McKinsey Global Institute. April 22, 2024. https://www.mckinsey.com/mgi/overview/in-the-news/the-global-economy-is-re-
setting-china-is-repositioning-itself-to-export-innovative-technologies-and-its-trading-partners-are-more-diverse.

40 Bickenbach, Frank et al. “Foul Play? On the Scale and Scope of Industrial Subsidies in China.” Kiel Policy Brief. Kiel Institute for the World
Economy, April 2024. https://www.ifw-kiel.de/publications/foul-play-on-the-scale-and-scope-of-industrial-subsidies-in-china-32738/.

41 U.S. International Trade Commission. Antimony: A Critical Material You've Probably Never Heard Of. Brian Daigle and Samantha DeCarlo.
October 2021. https://www.usitc.gov/publications/332/executive_briefings/ebot_a_critical _material_probably_never_heard_of.pdf.

42 "Arsenic and Gallium Arsenide are fundamental to Semiconductor (Microchip) Manufacturing.” European Semiconductor Industry Associ-
ation. August 2007. https://rohs.exemptions.oeko.info/fileadmin/user_upload/HSE_RoHS 2008/Arsenic/ESIA_GaAs_Arsenic_technical pa-
per_Norway_Final_Aug_07.pdf.

43 "Where Arsenic Comes From.” The University of Maine. Accessed December 3, 2024. https://umaine.edu/arsenic/where-arsenic-comes-

from/.

44 Keller, John. “Northrop Grumman to build electronic warfare (EW) shipboard electronics for (GaN) based SEWIP Block 3." Military and Aer-
ospace Electronics. June 17, 2024. https://www.militaryaerospace.com/sensors/article/55089016/northrop-grumman-corp-electronic-war-

fare-ew-shipboard-electronics-gallium-nitride-gan.

45Johnson, R. Colin. “Silicon-germanium ICs eye low-cost radar systems.” E&E Times. January 6, 2006. https://www.eetimes.com/silicon-ger-
manium-ics-eye-low-cost-radar-systems/.

46 U.S. Department of Defense. Department of Defense Enters an Agreement to Strengthen the U.S. Supply Chain for Nickel Production.
September 12, 2023. https://www.defense.gov/News/Releases/Release/Article/3522652/department-of-defense-enters-an-agreement-to-
strengthen-the-us-supply-chain-for/.
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Due to niobium'’s high heat tolerance, it is used in
hypersonic platforms, jet engines, and nozzles.*

Rare earths are used predominantly in magnets.
Rare earth magnets are both strong and heat-
tolerant, making them ideal for use in aerospace
and kinetic applications.*®

Due to tungsten’s hardness, it is used in armor-
piercing shells and ammunition rounds.*

Recommendations:

As a result of the national security risks posed by
adversarial dominance of the supply chains for critical
and raw materials, Congress has called for increased
investment in, and prioritization of, domestic and allied
supply chains in recent legislation. The FY2024 NDAA
stated U.S. “dependence on importing processed rare
earth metals from adversarial nations presents a sig-
nificant risk of supply chain disruption to the United
States and our allies.”

Short-Term

73. The U.S. government must take urgent
and impactful action to secure a supply of
gallium and germanium for the U.S. DIB,
including increased stockpiling, providing
bridge capital for allied projects, and pro-
moting domestic recycling efforts.

74. DoD must certify the availability, at
or near market prices, of supplies
not sourced from Foreign Entities of
Concern before sourcing restrictions/
requirements go into effect. Without
available, compliant raw materials, the
U.S. DIB will be unable to complete work
on platforms and products, hampering
readiness. If senior DoD officials cannot
certify the availability of the needed critical
minerals, there must be trigger mecha-
nisms in place to promote domestic and
allied mining.

The 45X tax credit must be modified to
support the development of a domestic
mining industry. This must entail increas-
ing the credit to 20% and reducing purity
requirements to allow non-vertically inte-
grated mining operations to qualify.

Long-Term

76. Congress must create further tax incen-
tives for U.S. DIB-critical projects, along
the lines of the 45X tax credit, with the
express purpose of developing resilient
supply chains for critical and emerging
capabilities. This can be combined with
pre-existing authorities, such as Title Il of
the Defense Production Act. Additionally,
trusted partner nations must be invited to
invest in such U.S. DIB-critical projects.

47 Torres, Guido L. et al. “Hypersonic Hegemony: Niobium and the Western Hemisphere's Role in the U.S.-China Power Struggle.” Center
for Strategic and International Studies. March 4, 2024. https://www.csis.org/analysis/hypersonic-hegemony-niobium-and-western-hemi-

spheres-role-us-china-power-struggle.

48 Schwartz, Moshe. “Sourcing Rare Earth Magnets Posing Challenges.” National Defense Magazine. May 24, 2024. https://www.nationalde-
fensemagazine.org/articles/2024/5/24/viewpoint-sourcing-rare-earth-magnets-posing-challenges.

49 "WMO0134 Tungsten Penetrator (W Penetrator).” Stanford Advanced Materials. Accessed December 3, 2024. https://www.samaterials.com

tungsten-heavy-alloy/134-tungsten-penetrator.html.
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Conclusion

The United States is grappling with serious economic, social, and secu-
rity challenges at home, and they deserve urgent and serious responses.
At the same time, the world is growing more dangerous, fractured, and
volatile. The new Administration and 119th Congress are inheriting their
defense options from previous generations of leaders, but they are also
creating the options and risks their successors will inherit. In a crisis, one
thing leaders cannot buy is more time.

As discussed at the beginning of the report, time and consistency
are immutable factors for both military readiness and defense industrial
readiness. The report covers the most important issues that require real
change, not incremental improvements, to ensure a healthy, diverse, and
resilient U.S. DIB; one that provides the capabilities and capacity our war-
fighters require and deserve.

The clock is ticking.
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Appendix A:

Top Defense Industrial Base Companies

Top Public Defense Contractors With 20% or More of
Their Revenue Sourced from DoD Contracts

Contractor

AeroVironment Inc

Boeing Co/The

Booz Allen Hamilton Holding Corp

CACI International Inc

General Dynamics Corp

Great Lakes Dredge & Dock Corp
Huntington Ingalls Industries Inc

KBR Inc

Kratos Defense & Security Solutions Inc

L3Harris Technologies Inc

Appendix B:

Recommendations by Section

Synergistic Partnerships
Assessing the Challenges

Short-Term

1. The Department of Defense (DoD) and Congress must
continue to make more substantial, sustained, and
predictable financial investments to rebuild the U.S.
defense industrial base’s (U.S. DIB’s) strategic endur-
ance and resilience. As reasserted in DoD’s Fiscal Year
(FY) 2020 Industrial Capabilities Report to Congress, the
order of magnitude of financial investment is in the bil-
lions, not millions, of dollars.

2. DoD and Congress must transform the inflexible pro-
gramming, budgeting, and appropriations process, as
recommended by the Planning, Programming, Budgeting,
and Execution (PPBE) Reform Commission.
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Leidos Holdings Inc

Lockheed Martin Corp

Northrop Grumman Corp

Oshkosh Corp

Parsons Corp

RTX Corp

Science Applications International Corp
V2XInc

Viasat Inc

VSE Corp

DoD and Congress must examine the application of
cost and pricing data requirements by either raising the
threshold or providing contracting officers additional
flexibility. One of the most particularly cumbersome reg-
ulations for NDIA member companies of all sizes is the
requirement for certified cost or pricing data. The burden
of cost or pricing requirements could be ameliorated
either by raising the Truthful Cost or Pricing Data Act
(formerly known as the Truth in Negotiations Act (TINA))
threshold or by granting contracting officers additional
authorities to tailor these requirements to specific pro-
curements, including allowing contracting officers to rely
on historical data of recent prices paid in determining
costs of a subcontract, a purchase order, or a modifica-
tion of either.
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The appropriate contract type must be selected after
reviewing the complexity and maturity of require-
ments and the level of financial and technical risk in
the program. NDIA companies of all sizes note that the
Department and Military Services are preferencing firm-
fixed price (FFP) contracts, even when it is not the most
appropriate contract vehicle.

The Office of the Under Secretary of Defense (OUSD)
Acquisition and Sustainment (A&S) must update all
policies, guidance, instructions, and training curricula
to ensure they reflect the current policy provided by
the Adaptive Acquisition Framework (DoD Instruction
5000.85), and the Military Services must also review
whether they are following current policy, consistent with
the FY2022 National Defense Authorization Act (NDAA)
in which Congress repealed the statutory preference for
FFP contracts.

DoD and Congress must review and reform the require-
ments process. Experienced DoD acquisition executives
note significant work has been undertaken to reform acqui-
sition and PPBE processes. However, the third leg — the
requirements process — needs to be reformed. This is an

important area for additional work.

Novel Approaches and
Flexible Pathways

Short-Term

7.

DoD and Congress must rethink the approach to acqui-
sition strategies to ensure the most streamlined and
appropriate contract vehicles are offered to all offerors.
Itis counterintuitive that traditional contractors should be
subject to less favorable terms and conditions because
they have an established history of compliance with
policy, statutory, and regulatory requirements..

DoD must employ the full range of contract vehicles,
including cost contracting. While there is a temptation
to focus on firm-fixed price and commercial contracts,
these contract vehicles are not necessarily the most
effective approach for complex and exquisite platforms
and munitions. In recent years, not only have traditional
and nontraditional contractors been adversely impacted by
DoD awarding the wrong contract vehicle for the desired
acquisition, but, more importantly, DoD and the warfighter
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do not benefit when the wrong contract vehicle leads to
delays in schedule, increased costs, and suboptimized

performance.

Medium-Term

9.

10.

DoD must commence a focused review to harmonize
and streamline the layers of compliance requirements.
This must start with an industry engagement to nomi-
nate compliance requirements to target. While a review
of acquisition processes that do not require a change in
statute can start quickly, the biggest regulatory changes
will require Congress to act.

Inthe FY2026 NDAA, Congress must direct DoD to ana-
lyze the differing requirements placed on traditional
contractors and nontraditional contractors to determine
where aligning requirements would result in more rapidly
fielding advanced capabilities and increasing capacity and
innovation while balancing the needs to attract and retain

non-traditional, small business, and academic contractors.

Long-Term

11.

DoD must examine and implement the best practices
of the Adaptive Acquisition Framework. A&S is cur-
rently collecting data concerning the appropriate use of
the framework and should leverage the current congres-

sional authorities that have already been provided.

Pillar 1: Prioritizing Sufficient
and Stable Budgets

Short-Term

12.

13.

Congress must enact the FY2025 DoD Appropriations
Act as soon as possible.

The Military Services must ensure that the request for
multi-year procurements (MYP) authorities make sense
from a business strategy perspective. This should include
an assessment of supply chain risk factors for critical parts
and components, and a funding profile that allows indus-
try to responsibly manage a surge in production, including
workforce and capital investments.
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Medium-Term

14.

15.

Congress must enact the full-year FY2026 DoD
Appropriations Act before September 30, 2025.

Congress must provide flexibility to DoD to respond to
developing circumstances and take advantage of emerg-
ing opportunities should it enact a further continuing
resolution (CR). As proposed by the PPBE Commission,
this includes (1) permitting select new starts under a CR,
in the limited circumstances where the program to be ini-
tiated is included in the President’s Budget request (PBR)
and has not been disapproved in an authorization or appro-
priations bill under consideration in either chamber, and (2)
allowing increased program quantities and development

ramps in the same limited circumstances.

Pillar 2: Advancing DoD
Digital Modernization and
Transformation

Intellectual Property (IP)
and Data Rights Issues

Short-Term

16.

17.

18.

Congress and the Department must ensure that the IP
Cadres, IP contracting specialists, and IP training pro-
grams are adequately resourced within the Department
and across the Military Services to increase collaboration
with industry and ensure that IP contracting specialists
are available to manage the contracting workload in a con-
sistent manner.

The Department must more closely align the definitions
and functionality of the rule(s) with commercial market
best practices for Defense Federal Acquisition Regulation
Supplement (DFARS) Case 2021-D005 (MOSA) and future
rulemakings concerning IP and data rights.

Congress and the Department must avoid proposing new
legislation impacting intellectual property until the leg-
islative reforms already passed into law have been fully
implemented and evaluated in practice.
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Cybersecurity

Short-Term

19.

20.

21.

22.

23.

DoD must engage in a formalized process with industry
and across the federal government to establish clear,
consistent controlled unclassified information (CUI)
identification and marking guidance.

DoD must work to align and lessen the regulatory bur-
dens for cybersecurity incident reporting and software
attestation across the federal government.

Any clause which includes Cybersecurity Maturity
Model Certification (CMMC) Level 2 or higher require-
ments must also include instructions to the contract
officer to provide a Contract Data Requirements List
(CDRL) or Security Classification Guide (SCG) which
identifies CUI for the contract.

Congress and the Department must work to enact pro-
visions that support companies unable to adequately
invest in cybersecurity protections, including tax
credits and Small Business Administration (SBA) guar-
anteed loans.

Congress must analyze directing National Archives and
Records Administration (NARA) to streamline and simplify
onerous CUI markings requirements, and instead require
that a CUI marking must be handled in accordance with
CUI requirements to re-focus CUI expenditure on secur-
ing information technology (IT) systems, rather than on

non-value added, onerous markings.

Artificial Intelligence (Al) and Autonomy

Short-Term

24.

25.

Congress and the Department must increase investment
in critical Al and autonomous technologies and utilize
all acquisition pathways to ensure our warfighters have
access to the most innovative and cutting-edge tools.

Congress and the Department must establish contract-
ing mechanisms and acquisition strategies that respect
and protect privately developed intellectual property to
the greatest extent possible and focus on acquiring only
those technical data deliverables and license rights nec-
essary to accomplish the specific definitive goals of the
government at hand, given the significant current and future
investments necessary by industry to develop Al and auton-
omous systems.



26.

27.

28.
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Congress and the Department must establish financ-
ing mechanisms that support not just the development
of models and algorithms but also the development of
software/Al systems needed to continuously enhance
and develop new Al models and capabilities.

Policymakers must ensure that any Al regulatory pro-
posal takes a risk-based approach that targets harms
raised by specific applications of Al systems in high-
risk use cases. Proposed regulations should focus on
specifically defined use cases (rather than a general defi-
nition of "high-risk”) to enable clear legal analysis and an
efficient development process.

Congress must evaluate expanding 10 USC 4023
Authority to allow transitioning experimental proto-
types into production, which gives Program Managers
and others greater ability to test, field, and compete a capa-

bility, which will rapidly save time and money.

Areas of Concern for
Small Businesses

Small Business Innovation Research (SBIR)
and Small Business Technology Transfer
(STTR) Programs

Short-Term

29.

30.

31.

32.

33.

Congress must permanently reauthorize both the SBIR
and STTR when the programs come up for reauthoriza-
tion in calendar year 2025.

The federal government must provide consistent SBIR
guidelines and training to contracting officers and pub-
licize successful SBIR transitions.

DoD must appropriately draft SBIR contracts, ensure
the protection of technical data, and enforce SBIR Data
Rights in market research, the contracting process, and
the management of ongoing Phase lll efforts.

DoD must source acquisitions from the existing pipe-
line of SBIR technologies and leverage the simplified
acquisition authorities for companies that can reason-
ably meet the identified need.

DoD must ensure that evaluation criteria do not penalize
industry for the assertion of SBIR Data Rights and that
flow down requirements do not force subcontractors to
relinquish SBIR Data Rights to perform on the contract.
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34. DoD must create and/or identify a high-level acquisition

professional role to serve as the technology insertion
lead with oversight of acquisition behavior around SBIR
Phase Ill contracting and authority to ensure acquisi-

tion and contracting actions comply with federal law.

Tax Research and Development (R&D)
Amortization

Short-Term

35. The 119th Congress must reinstate statutory R&D

amortization when the larger package of expiring tax

provisions are negotiated.

Authority to Operate (ATO)

Short-Term

36. DoD must continue to push for greater utilization of rec-

iprocity within the ATO process.

Pillar 3: Modernizing Foreign
Military Sales (FMS) and
Technology Cooperation

Modernizing and Streamlining FMS

Short-Term

37.

38.

DoD and Department of State (DoS) must clearly identify
their FMS reform objectives, prioritize completing their
identified areas of reform in calendar year 2025, and
provide regular status updates through DoD Strategic
Communication Integration Group (SCIG). The NDIS
Implementation Plan projects the reform efforts will be
implemented in FY2026.

The Defense Technology Security Administration (DTSA)
must make further improvements to the Technology
Security and Foreign Disclosure (TSFD) process and
release the full Section 918 report to organizations
capable of handling CUI. In addition, senior leaders across
the interagency must prioritize enabling the TSFD pro-
cess to operate at speed and scale across multiple priority
areas simultaneously.



39.

40.

41.

42.
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DoD must update the Security Assistance Management
Manual (SAMM) to provide more opportunities for direct
commercial sales (DCS). There are documented FMS
workforce shortages. Creating more opportunities for DCS
will help the government workforce prioritize the cases
that need to remain within the FMS process. DoD must
solicitindustry feedback on SAMM FMS-Only lists as well
as other classified FMS-Only lists.

DoD must hold an annually coordinated Industry Day as
required by the FY2024 NDAA, Section 873(b).

DoD must streamline how prices for FMS are deter-
mined by leveraging prior U.S. buys versus re-creating
the entire Request for Proposal (RFP)/Proposal/Audit
process.

DoD must expand the opportunities available under the
Australia, United Kingdom, and United States trilat-
eral security partnership (AUKUS) and similar security
agreements with U.S. allies to better integrate the U.S.

DIB with the defense industrial bases of U.S. allies.

Medium-Term

43.

DoD must ensure appropriate resources to fill FMS roles
to mitigate the current FMS workforce shortages and to
meet the rising demands of FMS sales while reducing
non-essential and redundant FMS functions. DoD must
hire dedicated FMS workforce civilians with the knowledge
to move quickly in FMS contracting versus adding work to

traditional acquisition civilians.

International Security Partnerships:
Launching AUKUS Implementation

Short-Term

44,

45.

46.

DoD and the Military Services must identify specific
viable business opportunities, including a dedicated
funding stream and contract vehicles, under Pillar II. It
has been over three years since AUKUS was announced.

DoS must re-evaluate the Excluded Technologies List
(ETL) to ensure better alignment with AUKUS policy
objectives.

DoD must implement a forward-leaning approach,
streamlined and aligned across the Military Services,
to sharing technology with allies and partners. Currently,
each military branch has their own separate review pro-
cess, with varying standards, for transferring technology.
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47.

DoD must analyze and implement the previous reform
recommendations to ensure industry concerns about
the TSFD requirements process, which is required to be
completed before technology can be shared with allies,
is streamlined. DoD should also align TSFD with FMS-
Only processes, including the new regulatory landscape
of the AUKUS exemption.

Strengthening International
Regional Frameworks

Short-Term

48.

DoD must continue efforts to strengthen international
regional frameworks, such as Partnership for Indo-Pacific
Industrial Resilience (PIPIR), to build a robust network of
industrial and economic relationships that will serve as a
strategic buffer to deter conflicts that would threaten vital

economic interests and prosperity in the Indo-Pacific region.

A New Approach for
Dual-Use Export Controls

Short-Term

49.

50.

51.

52.

Both the executive and congressional branches must
re-evaluate the merits of moving to a single licens-
ing agency for dual-use items and munitions, a single
control list, and a single agency for export control
enforcement. Peer competitors of the U.S. are increas-
ing civil-military fusion to gain advantages in the global
technological competition.

The U.S. government must evaluate the market bar-
riers in multilateral agreements, such as the Missile
Technology Control Regime (MTCR), and the benefits
of lessening licensing requirements to our closest
allies and partners.

Both the executive branch and Congress must assess
the long-term impacts of U.S. export controls to U.S.
technology leadership, including the risks of “design
out” and avoidance of U.S. content.

DoD and DoS must push trade policies to maintain and
expand international markets with allies and partners.
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Pillar 4: Restoring Industrial
Readiness Powerhouses

Short-Term

53.

DoD must create a program that identifies and retains
spare industrial capacity that can serve as a stopgap
until additional facilities are brought online during times
of additional demand. The Defense Logistics Agency
(DLA) operates a similar program for castings and forg-
ings (alongside the American Metalcasting Consortium and
the Forging Defense Manufacturing Consortium), and using
that program as a guidepost, DoD can more effectively meet
demand through a network of partner facilities that can
either already meet production requirements for platforms

or can be quickly modified to meet said requirements.

Medium-Term

54.

55.

56.

DoD and Congress must view and treat industrial capac-
ity akin to a weapons system rather than an ancillary and
tenuous byproduct of systems acquisition. DoD must
reconcile and strike a balance between efficiency, cost avoid-
ance, and additional capacity, and then execute this balance
with contracts. While public announcements and legisla-
tion are important signals to financial markets and industry,
industry cannot routinely raise capital for new investments
or expanded production absent contract vehicles.

DoD and the Military Services must view the retention
of a skilled workforce, the expansion of the supplier
base, and the financial viability of significant Capital
Expenditures (CapEx) investments as subsystems to
industrial capacity. For example, there are several pend-
ing MYP authorities for certain categories of munitions
that face a steep acquisition cliff beyond the life of the
multi-year. This impacts the business strategy decisions
for production capacity, from capital investment to oper-
ating expenses and workforce management.

Congress must allocate additional funding for con-
tracts for the express purpose of enhancing capacity
investments. Additionally, Congress must legislatively
approve incentives such as tax incentives, regulatory
relief, and long-term contracts with the specific goal of
creating and maintaining production capacity ullage.
DoD in turn must execute additional allocations by creat-
ing business arrangements that enhance resilience and
incentivize the U.S. DIB to perform.

Long-Term

57.

DoD must examine and prioritize permitting processes
for U.S. DIB capacity support. This includes facilities for
sub-tier suppliers, component assembly, and final product
integration. While there are accelerated permitting pro-
grams for clean energy projects, such as FAST-41, there

are no such defined programs for U.S. DIB-critical projects.

Workforce

Short-Term

58.

59.

60.

61.

62.

63.

The executive and congressional branches must review
the impacts of prevailing wage rates and labor categories
on the U.S. DIB’s ability to increase wages and address any
impediments discovered. Across multiple U.S. DIB sectors,
companies have noted that in certain regions, minimum wage
increases and service sector starting wages are approach-
ing industrial base starting wages.

DoD must design a Workforce Solutions Dashboard with a
multi-faceted performance matrix that identifies, details,
and quantifies workforce solution innovations and mobi-
lized regionally by existing federal mechanisms.

DoD must align public and private skilled trades definitions
such to reflect new U.S. DIB trades capabilities necessi-
tated by emergent technologies.

DoD must facilitate existing credentialing offered by
Manufacturing Innovation Institutes (Mlls) and industry
partners for skilled tradespersons across public and pri-
vate defense construction and sustainment venues.

DoD must expand its current support for small- and medi-
um-sized businesses to further address those skills gaps
and job roles critical to DoD.

The Military Services must encourage both collegiate
degrees and skilled trades as important and viable
career paths for departing service members. Historically,
a significant portion of the U.S. DIB skilled trades talent
pipeline came from enlisted personnel. However, there are
concerns that the Services are not currently encouraging

skilled trade career paths.

Medium-Term

64.

The Department of Labor (DoL) must pursue insightful
data to develop a more granular understanding of the
collective status of manufacturers’ workforce. This data



65.

66.

67.

68.
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must specifically focus on (1) the number of engineers,
skilled workers/tradesmen, and other critical roles cur-
rently employed and their experience levels, (2) existing
unfilled workforce needs, and (3) forecasts of their work-
force needs two years from now. This data must explicitly
differentiate across sector and region.

The Department of the Navy has spent several years
working onlocal, state, and federal partnerships to re-de-
velop skilled trade talent pipelines. The Department of
the Air Force must implement a similar program directed
at military aircraft manufacturing skills.

In collaboration with DoL, DoD must expand the
Registered Apprenticeship Program (RAP) by increas-
ing funding for trainee pay and mentoring that allow for
training significantly larger pools of specialty-skilled
workers, deploying them rapidly into the U.S. DIB. An
affiliated Pre-Apprenticeship Program available to regional
defense manufacturing hubs, co-managed by industry and
school systems, would create a pathway for youth into
“Registered Apprenticeship 2.0."

DoD must include training expenses for targeted, poten-
tial-employee training programs as allowable costs.

The new Administration must develop a national man-
ufacturing strategy to accelerate closing the workforce
gap in manufacturing across all sectors of the U.S.,
including the defense sector. This strategy can be
informed by the workforce development strategy detailed
in Section 1457 of the enacted FY2025 NDAA.

Pillar 5: Reinforcing Resilient
Supply Chains

Supply Chain Harmonization

Short-Term

69.

70.

The Military Services must include resourcing sec-
ond-source suppliers in their budget requests for critical
single source material, components, and equipment.
Congress must support funding for second-source suppli-
ers in these areas.

DoD and Congress must collaborate with industry to
develop a mechanism to address instances of supply chain
noncompliance.
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71.

There must be interagency coordination and industry
collaboration to harmonize supply chain restrictions/
requirements. A wide spectrum of supply chain sourcing
restrictions/requirements will go into effect over the next
three years. Clear, concise, and executable guidance must
be provided to contractors to enable compliance with

these restrictions/requirements.

Medium-Term

72. DoD and Congress must prioritize both advanced pro-

curement funding and a stable and long-term acquisition

strategy for stockpiling.

Critical Minerals

Short-Term

73. The U.S. government must take urgent and impactful

74.

action to secure a supply of gallium and germanium for
the U.S. DIB, including increased stockpiling, providing
bridge capital for allied projects, and promoting domes-
tic recycling efforts.

DoD must certify the availability, at or near market
prices, of supplies not sourced from Foreign Entities
of Concern before sourcing restrictions/requirements
go into effect. Without available, compliant raw materials,
the U.S. DIB will be unable to complete work on platforms
and products, hampering readiness. If senior DoD officials
cannot certify the availability of the needed critical miner-
als, there must be trigger mechanisms in place to promote

domestic and allied mining.

Medium-Term

75.

The 45X tax credit must be modified to support the devel-
opment of a domestic mining industry. This must entail
increasing the credit to 20% and reducing purity requirements

to allow non-vertically integrated mining operations to qualify.

Long-Term

76.

Congress must create further tax incentives for U.S. DIB-
critical projects, along the lines of the 45X tax credit, with
the express purpose of developing resilient supply chains
for critical and emerging capabilities. This can be com-
bined with pre-existing authorities, such as Title lll of the
Defense Production Act. Additionally, trusted partner nations
must be invited to invest in such U.S. DIB-critical projects.
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Glossary

5G - fifth generation
A&S - Acquisition and Sustainment

ACIF — Advanced Capabilities
Industry Forum

AFRL - Air Force Research
Laboratory

Al - artificial intelligence

AIA - Aerospace Industries
Association

AP - advanced procurement

APIs — Application Programming
Interfaces

ATO - authority to operate

AUKUS - Australia—United Kingdom-
United States

BIS — Bureau of Industry and Security
CapEx - capital expenditures
CAS - Cost Accounting Standards

cATO - Continuous Authorization to
Operate

CCA - Collaborative Combat Aircraft
CCL - Commerce Control List
CCP - Chinese Communist Party

CDAO - Chief Digital and Artificial
Intelligence Office

CDRLs - Contract Data Requirements
Lists

CIO — Chief Information Officer

CMMC - Cybersecurity Maturity
Model Certification
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COVID-19 - Coronavirus 19
CRs - continuing resolutions

CTE - Career and Technical
Education

CUI - controlled unclassified
information

Cyber Survey - DIB IT and
Cybersecurity Survey

DCS - direct commercial sales

DDTC - Directorate of Defense Trade
Controls

DECCS - Defense Export Control and
Compliance System

DFARS - Defense Federal Acquisition
Regulation Supplement

DIU - Defense Innovation Unit
DLA - Defense Logistics Agency

DNAD - Domestic Non-Availability
Determination

DoD - Department of Defense
DoL - Department of Labor
DoS - Department of State
DPA - Defense Production Act

DTIC — Defense Technical
Information Center

DTSA - Defense Technology Security
Administration

EAR - Export Administration
Regulations

ECRA - Export Control Reform Act
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EOQ - economic order quantity
EPA - Economic Price Adjustment

ETI — Emerging Technologies
Institute

ETL — Excluded Technology List

EW - electronic warfare

FAR - Federal Acquisition Regulation
FCF - free cash flow

FFP - firm-fixed price

FIRRMA - Foreign Investment Risk
Review Modernization Act

FMS - Foreign Military Sales
FRA - Fiscal Responsibility Act
FutureG - future generation

FY - Fiscal Year

G&A - general and administrative
expenses

GAAP - Generally Accepted
Accounting Principles

GAO - Government Accountability
Office

GDP - gross domestic product

GICS - Global Industry Classification
Standard

GOCO - Government-Owned
Contractor-Operated

GRP - Government Purpose Rights
I&S - Intelligence and Security

loT - Internet of Things



IP - Intellectual Property

IRAD - independent research and
development

ISO0 - Information Security
Oversight Office

ITAR - International Traffic in Arms
Regulations

LOA - Letter of Acceptance
LOR - Letter of Request

LPTA - lowest price technically
acceptable

MCEA - Defense Microelectronics
Activity

MDACS - Multi-Domain Artillery
Cannon System

Mils — Manufacturing Innovation
Institutes

ML - Machine Learning

MOSA - Modular Open Systems
Approaches

MTCR - Missile Technology Control
Regime

MYP — multi-year procurements

NARA - National Archives and
Records Administration

NDAA - National Defense
Authorization Act

NDIA - National Defense Industrial
Association
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NDIS - National Defense Industrial
Strategy

NDS - National Defense Strategy

NIST - National Institute of
Standards and Technology

NSG - Nuclear Suppliers Group

NTDC - nontraditional defense
contractors

ODPs - organization-defined
parameters

OECD - Organization for Economic
Cooperation and Development

OEM - Original Equipment
Manufacturer

OT - Other Transaction

OUSD - Office of the Under Secretary

of Defense
P&A - Pricing and Availability

PCE - Personal Consumption
Expenditures

PPBE - Planning, Programming,
Budgeting, and Execution

PPP - purchasing power parity

PRC - People’s Republic of China
PSC - Professional Services Council
R&D - research and development

RAI - Responsible Artificial
Intelligence

RAP - Registered Apprenticeship
Program
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RFP — Request for Proposal
RMF - Risk Management Framework
RMP - Radar Modernization Program
S&P - Standard and Poor’s

SAMM - Security Assistance
Management Manual

SBIR — Small Business Innovation
Research

SCGs - Security Classification Guides

SCIG - Strategic Communication
Integration Group

SEC - U.S. Securities and Exchange
Commission

STTR - Small Business Technology
Transfer

sUAS - small unmanned aerial
systems

TCJA — Tax Cuts and Jobs Act
TDC - traditional defense contractor
TINA - Truth in Negotiations Act

U.S. DIB - U.S. defense industrial
base

U.S. SIB — U.S. submarine industrial
base

USMCA - U.S.-Mexico-Canada
Agreement

USSR - Union of Soviet Socialist
Republics
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The National Defense Industrial Association is the trusted leader in defense
and national security associations. As a 507(c)(3) corporate and individual
membership association, NDIA engages thoughtful and innovative leaders to
exchange ideas, information, and capabilities that lead to the development of
the best policies, practices, products, and technologies to ensure the safety
and security of our nation. NDIA's membership embodies the full spectrum
of corporate, government, academic, and individual stakeholders who form
a vigorous, responsive, and collaborative community in support of defense
and national security. For more than 100 years, NDIA and its predecessor
organizations have been at the heart of the mission by dedicating their time,
expertise, and energy to ensuring our warfighters have the best training, equip-
ment, and support. For more information, visit NDIA.org

NDIN



