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1. Introduction

“Cyber resilience” emerged as a specific focus in the late 2000s in the context of a
larger discussion of how best to ensure the resilience of engineered systems and
critical infrastructure. There is no agreed definition of cyber resilience; however,
the National Institute of Standards and Technology (NIST) defines cyber resiliency
as “the ability to anticipate, withstand, recover from, and adapt to adverse
conditions, stresses, attacks, or compromises on systems that use or are enabled by
cyber resources” (Ross et al. 2021). The focus on developing and choosing resilient
cyberspace systems was seen as complementary to traditional cybersecurity, which
focuses on system hardening.

To better develop and assess such systems, researchers sought to measure cyber
resilience (Kott and Linkov 2021). As of this writing, a Google Scholar search
shows more than 12,000 results addressing the measurement of cyber resilience.
But it is not always clear what these measurements capture, how they compare,
when they should be used, or what they contribute. The inconsistent use of the word
“measurement” further muddies the waters.

This report places the literature on the measurement of cyber resilience in the wider
context of history and metrology. Materials scientists first measured the resilience
of materials to compressive stress in the 19th century. The word “resilience” was
then applied more widely by analogy and become the name of a broad,
unmeasurable concept. While it may be possible to measure some system response
to some stimulus for a given system, such a measurement may not be generalizable
to other system responses to other stimuli and thus cannot capture the whole of the
concept of resilience. Because there are many systems, possible stimuli, and
possible responses, measurement alone may not contribute significantly to
knowledge. As research on this topic matures, the value of a proposed measurement
or measurement approach should be demonstrated by its service to a research
question or a decision-making model, and the circumstances under which it is
appropriately used should be explored.

2. The Resilience of Physical Bodies: From One Measurement
to Several

The measurement of resilience began in the early 19th century and quickly evolved
from one measurement to several distinct measurements. The word “resilience”
comes from the Latin “resilire,” meaning “to jump back™ (‘“Resilience” [date
unknown]). The word was used to refer to a measurement of the ability of materials
to withstand compressive force. Emerson (1768) did not use the word but is credited



with having published experiments on the ability of bodies to withstand
compressive force in 1748. He posed as a problem the calculation of the weight
that, falling from 185 ft, would break a bar of steel, given knowledge of the weight
that would break it when hung from its middle.

Materials scientists began to explore resilience as a criterion for the choice of
materials for specific applications. Young (1807, p. 50), drawing on existing
scientific works, offered what he labeled as a “definition” of resilience: “The
resilience of a beam may be considered as proportional to the height from which a
given body must fall to break it.” The following decade, Tredgold (1818) published
a paper titled “On the Transverse Strength and Resilience of Timber,” reporting the
results of his experiments on six types of timber that could be used for shipbuilding.
He defined “resilience” as “the power of resisting a body in motion” (Tredgold
1818, p. 216). He dropped different weights on beams of different types of timber,
noting the weight that would break beams of each type.

Tredgold did not explicitly propose a measure of resilience, although implicitly the
weight that caused breakage was the measure in his experiment. But there was a
strong incentive to propose a measure. As the mechanical engineer Robert Thurston
(1874, p. 20) wrote, “For many purposes, a metal having double the resilience of
another is worth more than double-price.” Accordingly, Thurston invented a
machine whose purpose was to provide more reliable measures of resilience.

Thurston’s focus was on the resilience of materials to torsional (rather than
compressive) force. He defined “resilience” as “a measure of the capacity of the
material to resist shock, and its value as equal to the amount of energy expended,
or the ‘work’ performed in producing distortion or rupture” (Thurston 1879,
p. 231). His patented Autographic Torsion Testing Machine produced a penciled
curve, where the x axis reflected the magnitude of the stretch or distortion of the
material and the y axis reflected the load or force applied to the material (Thurston
1874; Cornell University Library, Division of Rare and Manuscript Collections
c2025). He then proposed to measure resilience as the area under the curve (AUC)
drawn by his machine. This measure was put forward in 1878 by a U.S.
Government board for testing metals, crediting Thurston (U.S. Board Appointed to
Test Iron, Steel and Other Metals 1881, p. 305). AUC measures would go on to be
one of the most proposed approaches to the measurement of resilience in
engineering.

Researchers then began considering the resilience of materials to multiple types of
stress. For example, Johnson (1890, p. 94) addressed the resilience of cast iron,
proposing a definition and a measure:



The resilience of a body is the work it does in resisting distortion. The elastic
resilience is the work it may exert in resisting distortion, up to the elastic limit of
the material, or up to the point where a part of the distortion becomes permanent.
The total resilience of a body is the work it is capable of performing in resisting
distortion up to the point of rupture. Resilience must therefore be measured in foot-
pounds, or inch-pounds.

He distinguished resilience by type of stress, as either “tensile resilience,”
“transverse resilience,” or “cross breaking resilience.” Following Thurston, he
plotted the extension of the body under stress for each type, producing what he
called a “strain diagram,” where the X axis represented the stretch per inch in length
(or relative stretch) and the y axis represented stress in pounds per inch (Johnson
1890). Resilience was calculated as the area under the strain curve.

Similarly, Ferry (1903, p. 119) stated, “Corresponding to the different types of
strain are different types of resilience, as tensile resilience, flexural resilience,
torsional resilience, etc.” Ferry (1903) gave an equation for resilience, R, in terms
of load in dynes multiplied by the length of the rod in centimeters, which he divided
by volume in cubic centimeters or the mass of the rod in grams. He distinguished
different types of resilience by giving R a subscript.

3. Measuring and Comparing Resilience

In metrology (i.e., the science of measurement), measurement allows comparison
of two quantities of the same kind (JCGM 2012, p. 4; ISO 2022, p. 2). A “unit of
measurement” is a “real scalar individual quantity, defined and adopted by
convention, with which any other quantity of the same kind can be compared by
ratio, resulting in a number” (JCGM 2012, p. 4). The archetypical example of
measurement is the measurement of a length y expressed in terms of the length of
a rod x, the unit of measurement. A set of measurements is a weakly ordered set of
scalars, measuring quantities of the same kind, using the same unit of measurement.

Campbell (1928) distinguished “fundamental measurement,” the measurement of
attributes that could be directly observed and measured, from “derived
measurement,” mathematical relationships discovered experimentally between
fundamental measures or calculated based on fundamental measures. Similarly, the
International VVocabulary of Metrology recognizes seven “base quantities”—Ilength,
mass, time, electric current, thermodynamic temperature, amount of substance, and
luminous intensity—as well as “derived quantities” calculated from base quantities
(JCGM 2012, p. 3-4).



The measures proposed by early resilience researchers, such as “foot-pounds” or
“stretch per inch,” were derived measurements, calculated based on directly
observable quantities. However, researchers did not consider them all to be of the
same kind and therefore comparable. This prompted new taxonomies of resilience
measures (Johnson’s stress-type prefix to the word “resilience” and Ferry’s
subscripts). Tredgold had considered resilience as the response of various types of
timber to the same compressive stress, but the word “resilience” now had a wider
meaning. “Resilience” was no longer a measurement but a category of
measurements. It was no longer a scalar but a vector. By the early 20th century, it
was not possible to measure, compare, or rank the resilience of materials without
further specifying the type of resilience under discussion.

4. The Resilience of Engineered Systems

Over the next century, the term “resilience” was applied beyond materials and across
disciplines to both engineered and natural systems. It became the name of a construct
and a concept. Some researchers struggled to find an all-inclusive, cross-disciplinary
definition of “resilience” and a generalizable approach to its measurement, while
others argued that this was impossible and proposed specific, purpose-scoped
measurement approaches.

Schlink (1919) published an article titled “The Concept of Resilience with Respect
to Indicating Instruments.” Schlink sought to reduce the variance in measurement
that came from the physical operation of measuring instruments such as scales and
thermostats. He hypothesized that this variance was a function of the quantity of the
thing to be measured and proposed plotting the quantity measured against the value
reported by the instrument. Thurston (1879) had originally proposed this AUC
approach to measure resilience to torsional stress. However, Schlink (1919, p. 168)
argued that the performance of a measuring instrument, a mechanical system capable
of storing and restoring energy, could also be measured as the AUC, a metric that
was “‘exactly analogous to the resiliency in the case of other quasielastic bodies.”

Although Schlink consciously analogized to the work on the measurement of
resilience in materials science, the awareness of the use of an analogy would soon be
lost as researchers went on to apply “resilience” to other systems. Systems engineers
discussed the resilience of tires, power grids, computer systems, transport systems,
infrastructure systems, subsystems, and systems of systems as the recovery of some
aspect or functionality of the system after degradation or disruption (Healey 1924;
Cottam et al. 2019). The term “resilience” was also used in the discussion of natural
systems, including ecology (Holling 1973), biology, and astronomy, and in



behavioral systems in psychology (Lee Kum Sheung Center for Health and
Happiness 2025), economics, politics, and international relations.

The problem space exploded. The set of systems is much larger and more diverse
than the set of physical materials. A “system” is a subjective, contextual grouping of
elements by function, purpose, or interaction to facilitate analysis and discussion.
System boundaries segregate elements that are the subject of the speaker’s analysis
or discussion from those that are not, which are considered to be in the
“environment.” Accordingly, “systems can be either physical or conceptual, or a
combination of both” (Sillitto et al. 2019, p. 3). They “exist in four domains: physical,
information, cognitive, and social” (Bodeau et al. 2018a, p. 13). The International
Council on Systems Engineering defines a system as “an arrangement of parts or
elements that together exhibit behavior or meaning that the individual constituents
do not” and an engineered system as “a system designed or adapted to interact with
an anticipated operational environment to achieve one or more intended purposes
while complying with applicable constraints” (Sillitto et al. 2019, p. 3).

A single system presents multiple possible states, capabilities, functionalities, or
subsystems that could conceivably be degraded or disrupted by a stress. Moreover,
these could be assessed according to different criteria, such as against an agreed
standard, in terms of recovery to the pre-stress level, or the ability to use the system
for a specific purpose under specified conditions.

Finally, there are many possible “stresses,” now understood more broadly as any
type of change that affects a system characteristic or functionality of interest in a
way that a speaker considers to be negative. The effects of changes on the system
may be proximate or distal, deterministic or probabilistic.

Broad, interdisciplinary adoption of the term “resilience” led to multiple,
competing definitions of “resilience” used for different kinds of research, some
definitions specific to disciplines or problems, some generic or very broad. One
definition of “resilience” in psychology is “the maintenance or quick recovery of
mental health during and after times of adversity” (Kalisch et al. 2021); in ecology,
the “measure of the persistence of systems and of their ability to absorb change and
disturbance” (Holling 1973). Cottam et al. (2019, p. 11) provides a systematic
literature review of definitions of “resilience” in the engineering discipline and
proposes, “An engineered resilient system is a system that is able to successfully
complete its planned mission(s) in the face of disruption(s) (environmental or
adversarial), and has capabilities allowing it to successfully complete future
missions with evolving threats.” This mission-focused definition implicitly ties the
definition of “resilience” to the decision-maker’s intended system use, making the
definition subjective.



The literature ultimately proposed so many definitions of “resilience” that some
questioned whether the word has any meaning at all. As Smith (2023, p. 379)
reported, “A literature review searching for a consensus of the definition of
resilience, in general, and cyber resilience, specifically, uncovered that the only
consensus on the definition of resilience is that there is no consensus on the
definition of resilience.” Reflecting this evolution, Merriam-Webster offers two
definitions of “resilience™: “1. the capability of a strained body to recover its size
and shape after deformation caused especially by compressive stress;” and “2. an
ability to recover from or adjust easily to misfortune or change” (“Resilience” [date
unknown]).

5. Measuring the Resilience of Engineered Systems

Research on system resilience had very different premises and purposes, with
implications for measurement. One distinction was whether researchers conceived
of “resilience” as a single property of a system under study or as a name for
conceptually similar responses to change.

In the field of psychology, psychological resilience was seen as a “construct,” a
single attribute that is not directly observable but that has multiple, observable
consequences (Cronbach and Meehl 1955; Windle et al. 2011). Measurements of
constructs are derived mathematically from measurement of their observable
consequences. Proposed measurements of constructs are hypotheses, validated by
comparing the measure with the construct definition and considering the correlation
of the measure with other observables as predicted by the theory of the construct.
Measurements of constructs seek to capture the whole of the definition and nothing
extraneous. If this can be done, then measurements of constructs are quantities of
the same kind and therefore comparable.

By contrast, in engineering, there was no claim that systems, however defined, had
a single, unobservable attribute of “resilience.” Instead, “resilience” is the name of
a concept: the idea of system responses to negative changes. Although specific
system responses to specific stresses may be measurable, such measurements are
not necessarily of quantities of the same kind and comparable. They may not even
be measurable in the same units (e.g., system physical distortion in response to
compressive stress vs. the latency of a computer network under heavy load). This
is why Haimes (2009) argued that the resilience of an engineered system is a vector,
meaning a set of values that reflect the resilience of different subsystems to different
stresses. Haimes (2009, p. 500) argued that no common scale of resilience could be
used “unless we pretend to assume that these different systems will be subjected to



the same exact threats and the same exact levels of such threats with the same exact
probabilities.”

Some engineering researchers proposed quantitative measurements of system
resilience (Hosseini et al. 2016). The resilience of engineered systems is often
depicted as a graph of performance of some functionality of the system over time
(e.g., before a disruptive event or condition, from the beginning of the disruptive
event or condition until the lowest level of system performance, during
performance recovery, and after recovery). Following Thurston, a principal
measurement approach continues to be the measurement of the area under this
performance curve (Yodo and Wang 2016, p. 111408-3; Cottam et al. 2019, p. 25).
This measurement substitutes the variable “time” for “force” or “load” used in the
original strain curves and so does not distinguish response based on stress intensity.
Another approach is the use of a ratio of predisruption and postrecovery
performance (Yodo and Wang 2016, p. 111408-5).

These are better described as approaches to measurement, rather than
measurements, because they cannot be applied without further specification. The
use of these approaches requires selecting a type of system, some aspect of system
performance, a quantitative measure of that performance, a stress, perhaps a
measure of that stress, and a set of assumed environmental conditions. Unless the
selections are identical, measurements produced following these measurement
approaches would not necessarily be of the same kind and so would not be
comparable. They are not measurements, and they do not and cannot capture the
entirety of the concept of resilience.

Measurements of specific responses of specific systems to particular stresses may
nevertheless be valuable if they contribute to answering a basic or applied research
question; the research question is then the point of departure. Basic research seeks
contributions to knowledge about the world in the form of generalizable findings
about the subject of study and relationships among variables of interest. Findings
are particularly prized if they are highly generalizable, counterintuitive, or novel.
Descriptive research, including the observation of a measurement, can be an initial
step in the search for such findings, allowing identification of patterns and
formation of hypotheses.

Applied science seeks to solve practical problems. The value attached to solutions
reflects the significance of the problem, and the generalizability, novelty, and
practicality of the proffered solution. Research on the resilience of engineered
systems is usually framed as a response to the practical problem of a decision-maker
who must decide whether to acquire, develop, modify, or use a system, according
to their specific objectives (mission or business process), preferences, and



constraints. The research question is how to develop, populate, and use a model as
a decision aid. Some research on the resilience of engineered systems has proposed
decision models, although decision science is a field in its own right (Specking et
al. 2019; Azhar et al. 2021). The decision model determines what data is required,
specific measurements of resilience are of interest to populate the model. The
measurement may not be useful to other decision models for other decision-makers,
decisions, systems, or stresses.

Rather than specific measurements, some researchers have proposed definitions of
resilience or approaches to the measurement of resilience that are based on
decision-maker criteria (Cottam et al. 2019; Specking et al. 2019). However, again,
these are best thought of as approaches to measurement rather than as
measurements because application of these approaches requires further problem
specification and there is no assurance that two measures generated using the same
approach would be “of the same kind” and therefore comparable. The approaches
themselves may be appropriate in some circumstances and not others. For example,
depending on their needs, a decision-maker may be interested in pre- or post-stress
performance; the minimum performance of a functionality while under stress; the
duration of degraded performance; or the time required for recovery of a
functionality after stress. The units of measurement will depend on the specific
functionality under assessment (e.g., speed, load supported, resolution). One size
does not fit all, and the utility of the approaches can only be assessed in the context
of an actual problem or class of problems. This history of the measurement of
resilience provides a broader context for understanding the challenges of measuring
cyber resilience.

6. Implications for the Measurement of Cyber Resilience

The discussion of “cyber resilience” arose in the 2000s as part of the broader
discussion of the resilience of critical infrastructure (Tzavara and Vassiliadis 2024).
In 1998, Benjamin et al. (1998) called for an improvement in “[information
technology] resilience” in response to cybercrime. In 2005, the Homeland Security
Advisory Council was directed to establish a Critical Infrastructure Task Force. The
task force proposed making critical infrastructure resilience a top strategic priority,
citing the dictionary definition of “resilience” as ‘“an ability to recover from or
adjust easily to misfortune or change” (HSAC 2006, p. 4). Critical infrastructure
included both physical and cyber elements. “Cyber resilience” then became a topic
of its own, seen as a complement to cybersecurity, which focuses on preventing
system compromise (Figure 1). Researchers sought to assess and measure cyber
resilience just as they had sought to assess and measure system resilience more
broadly (Linkov et al. 2013).
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Figure 1.  References to “cyber resilience” from 2000-2011 in the Google Books corpus using Google Books Ngram Viewer (Michel et al. 2010) show
increasing attention to the term beginning in the late 2000s.



There is no agreed upon definition and scope of “cyber resilience.” Just as there are
many definitions of “resilience,” there are multiple definitions of both “cyber” and
“cyber resilience.” Table 1 provides several definitions of these terms. In
discussions of cyber resilience, the adjective “cyber” may be used to describe the
system under stress or the stress itself. For example, NIST applies “cyber” in “cyber
resiliency” to describe the system under stress (Ross et al. 2021). Similarly, Smith
(2023, p. 5) defined cyber resilience as “the ability of a cyber system to recover
from stress that causes a reduction of performance,” noting that “the definition of
cyber resilience must be restricted to cyber systems, but need not be restricted to
cyber stress.” Others have applied the adjective “cyber” to the stress. For example,
AlHidaifi et al. (2024, p. 110446) define cyber resilience as “a system’s ability to
prepare, absorb, recover, and adapt its performance to pre-cyber-attack levels.”

Table 1.  Definitions of cyber and cyberspace

Source Term Definition
Merriam- Cyber “Of, relating to, or involving computers or computer
Webster networks (such as the Internet)” (“Cyber” [date unknown])
“The interdependent network of information technology
Committee on infrastructures that includes the Internet, telecommunications
National Cyberspace networks, computers, information systems, industrial control
Security Systems systems, networks, and embedded processors and

controllers” (CNSS 2022)

“A global domain within the information environment

consisting of the interdependent networks of information
Cyberspace technology infrastructures and resident data, including the

Internet, telecommunications networks, computer systems,

and embedded processors and controllers” (DoD 2024)

DoD Dictionary
of Military and
Associated
Terms

In the more general study of the resilience of engineered systems, the system
responses and stresses are those relevant to decision-maker requirements, making
the choice subjective. Some studies define cyber resilience with respect to the
general function of the system. For example, Cybenko (2016) and Kaott et al. (2022)
proposed measuring cyber resilience as a function of system key performance
parameters (KPPs) and thresholds set for their performance as specified in DoD
contracts. Other studies define cyber resilience in terms of a specific use and
purpose for the system. Smith et al. (2022, p. 8) advanced a definition of cyber
resilience as “the ability of systems to resist, absorb, and recover/adapt to a cyber
compromise after the cyber compromise occurs, during execution of a mission,”
stating that “as currently defined, cyber resilience is a subset of mission resilience.”
NIST noted that “cyber resiliency is intended to enable mission or business
objectives that depend on cyber resources to be achieved in a contested cyber
environment” (Ross et al. 2021).

10



Bodeau et al. (2018b) emphasized the specificity of cyber resilience metrics and
therefore proposed a methodology for selecting and incorporating relevant metrics
from the catalog to meet decision-maker needs. The article stated that metrics are
“strongly situated in an assumed context” and that “evaluation of a metric which
seeks to represent a wide range of contexts may be infeasible, except when
evaluation involves modeling and simulation (M&S), which perforce encodes
assumptions about the system and its operational and threat environments” (Bodeau
et al. 2018b, p. ix). It rejected the idea of producing a single metric for resilience,
cybersecurity, or cyber resiliency, arguing that “any single metric will either
obscure the complexity of the problem domain or require a large number of input
measurements, which can vary so much in quality (e.g., timeliness, accuracy) that
the resulting figure is highly uncertain” (Bodeau et al. 2018b, p. 11-12). It also
cautioned that most metrics will not be comparable unless the same organization,
mission, or business function is tracked over time.

Similarly, Cybenko (2016, p. 1) advanced “a concrete notion of cyber resiliency
that can be tailored to meet specific needs of organizations that seek to introduce
resiliency into their assessment of their cyber security posture.” The paper defined
“cyber resilience” as “an information processing system's ability to return to some
level of desired performance after a degradation of that performance” (Cybenko
2016, p. 1). The paper acknowledged the subjectivity of the definition of resilience,
noting that “concepts of ‘performance’ are specific to the missions of the
enterprise” and so the aspect of system performance to be evaluated and the criteria
for assessment of the acceptability of performance are to be “determined by the
system operator based on mission requirements” (Cybenko 2016, p. 1, 3).

The literature on the measurement of cyber resilience is also shaped by the software
community’s inconsistent use of the terms “metrics” and “measures.” A “software
quality metric” was defined in 1993 by the Institute of Electrical and Electronics
Engineers (IEEE) and the American National Standards Institute as “a function
whose inputs are software data and whose output is a single numerical value that
can be interpreted as the degree to which software possesses a given attribute that
affects its quality” (IEEE 1993, p. 3). However, software metrics and their uses
were criticized for lack of rigor (Abran et al. 2004; Abran et al. 2012). In 2017,
international metrology standards were incorporated in ISO/IEC/IEEE 15939:2017,
a standard adopted by the International Organization for Standardization,
International Electotechnical Commission, and the IEEE (ISO/IEC/IEEE 2017).
The standard defines a “measurement method” as a “logical sequence of operations,
described generically, used in quantifying an attribute with respect to a specified
scale,” which includes both objective and subjective measures (ISO/IEC/IEEE
2017, p. 3).

11



Where a distinction is made, “measurements” are defined as a subcategory of
“metrics,” but “measurement” may be used to refer to objective data broadly, rather
than given its metrological definition. For example, NIST’s Software Quality
Group explains, “We use measure for more concrete or objective attributes and
metric for more abstract, higher-level, or somewhat subjective attributes . . . that
are hard to define objectively. Measures . . . are bases for metrics” (NIST 2025).
Bodeau et al. (2018b, p. 5) published a catalog of more than 500 cyber resiliency
metrics dealing with systems, practices, and organizations and defined “cyber
resiliency metrics” as

the result of a process or method for measuring, evaluating, or comparing similar
objects. Metrics can take a variety of forms (including quantitative, qualitative,
semi-quantitative, and nominal); types (including measurements; evidence or
observables; metrics computed or derived from measurements or evidence; and
expert judgments); and relationships to intended effects (ranging from direct
representations to indirect indications).

In this definition, measurements are a type of metric. Metrics tagged as “measured”
in the catalog do not satisfy the metrological definition, but, consistent with NIST’s
definition, appear to include any type of objective, numeric data, such as
percentages (e.g., of services that could be relocated to another machine, of users
whose privileges could be modified dynamically), Booleans (e.g., whether data
validation includes certain fields), and counts (e.g., number of dedicated enclaves
defined).

In response to the calls for more rigorous, quantitative measurements of cyber
resilience (Abran et al. 2012; Kott and Linkov 2021), researchers borrowed
measurement approaches from the literature on the measurement of the resilience of
engineered systems. They also faced the same challenges of generalizability and
metrology.

Most research on the quantitative measurement of cyber resilience defines “cyber
resilience” in terms of the generally expected functions of an engineered system or
a decision-maker’s specific use of that system for a business process or mission.
Research then proposes measurement approaches, often illustrated with a specific
use case. For example, researchers may compare the difference in system
performance under stress over time or under different intensities of stress; they may
use AUC approaches or a simple pre- and post-stress comparison. Such
measurement approaches are sufficiently generic that they must be further specified
in application, with the consequence that two measurements produced using the
same approach may not be comparable. They therefore differ from “measurement
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methods” as defined in the ISO/IEC/IEEE 15939:2017 standard (ISO/IEC/IEEE
2017).

Cybenko (2016) identified several possible measurement approaches to quantify
and measure cyber resilience that could be relevant to a system operator with
resilience requirements, such as the maximum periods of time that the system is
allowed to operate below the threshold performance level or below the objective
operational performance level (Cybenko 2016). Thresholds and objectives for
operational performance are defined for each KPP of a system as part of the DoD
acquisitions process, describing the generally expected functionality of a system.
The intervals of time would be measured “with respect to some operator-defined
class of failures and attacks that is known to the designer or vendor” (Cybenko
2016, p. 98250R-5). Application of these approaches requires further specification
of the system KPPs, the operator requirements, and a group of failures and attacks,
which means that measures developed following one of these approaches would
not necessarily be comparable. Cybenko (2016) did not explore the circumstances
under which these approaches would be useful, other than positing a system
operator who needed them.

In some work, the subjectivity of the definition, research question, and contribution
to knowledge are unclear. A measurement approach with or without a specific use
case is offered without an explicit research question or without consideration of the
circumstances under which the approach is useful or applicable. These gaps (and
sometimes the title of the work) may give the impression that the claim is that the
proposed approach is generalizable, that measurement approaches are equivalent to
measurements,” and the proposed approaches or measurements capture the whole
of the concept of cyber resilience.

For example, Hossain-McKenzie et al. (2018, p. 766), drawing on the language of
Presidential Policy Directive 21, “Critical Infrastructure Security and Resilience,”
(White House 2013) defined “resilience” as the ability “to prepare for and adapt to
changing conditions and withstand and recover rapidly from disruptions” and
defined “cyber resilience” as resilience in the case of disruption from cyber threats.
Hossain-McKenzie et al. (2018, p. 766) advanced performance-based metrics for
the cyber resilience of industrial control systems, applying resilience metrics
previously used for physical threats against infrastructure (Mugrin et al. 2011),

99 <

* Metrology recognizes “measurement methods,” “generic description[s] of a logical organization
of operations used in a measurement,” typically descriptive, and “measurement procedures,”
“detailed description of a measurement according to one or more measurement principles and to
a given measurement method, based on a measurement model and including any calculation to
obtain a measurement result” (JCGM 2012, p. 18; emphasis retained). The measurement
approaches found in the literature are typically more detailed than a measurement method but do
not satisfy the definition of a measurement procedure.
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“which can be used to analyze and measure resilience of these systems to selected
cyber threats.” The proposed approach measured the difference between targeted
and actual system performance over time from the onset to the conclusion of the
disruption, as well as the effort involved in system recovery. System performance
and recovery may have multiple factors. For each, the factors are weighted and
summed.

Hossain-McKenzie et al. (2018) illustrated this measurement approach with a case
study of a microgrid disrupted by a worm that propagates across the system to map
it, and a decision-maker who seeks to evaluate the effectiveness of proposed
security tools (“ADDSec”) and the comparative benefits of their modes of
operation. The work advanced several case-specific decision-maker questions, such
as “Does deployment of ADDSec provide a measurable resilience benefit against
the specified reconnaissance attack?” (Hossain-McKenzie et al. 2018, p. 768).

The application of the approach to the test case requires a detailed description of
the system, its condition and operation (e.g., “ICMP requests are rate-limited by the
devices in our experiment to 1 request per second as a standard protection against
denial of service (DoS) attacks”), and of the cyberattack (Hossain-McKenzie et al.
2018, p. 770). The system impact is framed as “the fraction of network hosts
infected by ScanWorm and the rate at which ScanWorm infects the hosts”
(Hossain-McKenzie et al. 2018). Recovery effort factors include the “average
round trip time for a packet to be acknowledged” and “fraction of sent packets that
are dropped” (Hossain-McKenzie et al. 2018, p. 770).

The paper concluded the following:

This paper introduces a set of metrics for quantifying resilience against cyber
attacks. Application of the metrics in the presented case study demonstrates how
the metrics can be used to evaluate the benefits of resilience technologies, such as
[moving target defense], and how the technologies can be best deployed to
maximize benefits. (Hossain-McKenzie et al. 2018, p. 773)

But the circumstances under which the proposed measurement approach should be
used are not explored.

Jacobs et al. (2018, p. 39) stated that “cyber resilience efforts aim to ensure essential
operations; maintain critical function levels; and rapidly recover” and sought to
compare quantitative measurement of cyberattacks in terms of cybersecurity or
cyber resilience. The authors used the Infrastructure Resilience Analysis
Methodology (IRAM) to measure the cyber resilience of a control system for
critical infrastructure. IRAM includes measures of Systemic Impact (the
degradation of performance from the attack), the Total Recovery Effort (the cost
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and effort for restoration of performance), and the Recovery Dependent Resilience
index (a combination of the two). The Systemic Impact is a function of the AUC of
systemic error. They used this approach to evaluate the impact on resiliency of
different cyberattacks on a notional controller system as a way of prioritizing
response (Jacobs et al. 2018, p. 45). They provided an example of a load frequency
control under different cyberattacks (no attack, denial of service, signal jamming).

Again, the application of the approach to a specific case requires substantial
specification of the system under test, its state, and cyberattacks as granular
modeling choices. The paper acknowledges that the scenarios are ad hoc, “as
categorizing cyber events and their impact on a control system is a difficult problem
and such discussion is beyond the scope of this work™ (Jacobs et al. 2018, p. 45).
Regarding the comparison of measurements of cybersecurity versus cyber
resilience, the paper concludes that “various measures and approaches have their
places in a comprehensive assessment of a system yet each on their own fail to
capture the entire picture” (Jacobs et al. 2018, p. 45). But the paper does not
consider whether the same could be said of measures of resilience or the
circumstances under which the proposed resilience measurement approaches are
useful.

Kott et al. (2023, p. 1) emphasized the importance of measurement:

A key challenge in the field of cyber resilience is quantifying or measuring
resilience. Indeed, no engineering discipline achieved significant maturity without
being able to measure the properties of phenomena relevant to the discipline.

The paper defined “cyber resilience” as “the ability of a system to resist and recover
from a cyber compromise that degrades the business task-relevant performance of
the system” (Kott et al. 2023, p. 1). It used the term “measure” to describe its
approach, which is “quantitative and not qualitative, experimental, using physical
quantities to the extent possible, business task focused, theoretically and
empirically grounded” (Kott et al. 2023, p. 1). This is distinct from “metrics,” which
they defined as qualitative assessments of subject matter experts.

The report then described an approach to measurement, given a system under test,
a set of representative business tasks, a set of cyberattacks, and system performance
functions. (Kott et al. 2023). The system performance functions are aggregated into
a single number by, for example, creating a weighted sum. Data to calculate the
single measure is gathered for baseline (no cyberattacks) and then random
cyberattacks. The relative performance of the system is calculated by dividing the
number for system performance under attack by the number for baseline
performance at each point of time of interest.
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Resilience is calculated as the area of the difference between baseline performance
and performance under attack for the time period of interest (for example, the
period of attack). The effectiveness of malware and “bonware” (defined as
“everything that resists malware” [Kott et al. 2023, p. 8]) is calculated as the
difference in functionality compared with baseline over a time period.

The definition of “measurement” does not correspond to the definition in
metrology, and the use of the methodology requires further specification such that
measures produced by it are not necessarily of the same kind and comparable. The
report does not consider the circumstances under which the proposed measurement
approach would be useful and, by advancing it as an answer to the challenge of
measuring system resilience, implies that it is generally applicable. However,
decision-maker needs can vary. Decision-makers may require minimum
performance for multiple system functionalities simultaneously, which cannot be
captured by a weighted sum; or they may be interested in system response to
different intensities of stress rather than stress over time.

Other work on cyber resilience has proposed various measurement approaches or
illustrated the measurement of some system response to some stress for a specific
use case. For example, Cybenko (2016) and Kott et al. (2022) proposed measuring
resilience as a weighted sum of KPPs and the thresholds for their performance.
Smith et al. (2022) demonstrated the AUC approach to measurement of cyber
resilience by evaluating the area under the curve of vehicle speed over time,
specifying an attack target, a type of cyberattack, a mission, and environmental
conditions.

This work illustrates the use of empirically grounded quantitative assessments of
aspects of cyber resilience as opposed to subjective assessments. However, none of
the approaches can capture the whole of the concept of cyber resilience, leaving
open the question of when each approach should be applied.

7. Conclusion

Since the first research on the measurement of resilience, the definition of
“resilience” and the context have changed. The measurement of resilience was
initially the measurement of an inherent property of a material, its response to a
single type of physical stress under given experimental conditions. However, the
word “resilience” quickly took on other meanings. It was extended to refer to
responses to different stresses in materials science. It was then applied by analogy
to natural and engineered systems. It has become the name of a concept: the
responses of systems to some (subjectively negative) stimulus. This, in turn,
changed the meaning and utility of measurement in what has become a vast and
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diverse problem space. While it is still possible to measure to make some
observation about a system behavior under given circumstances, the size of the
problem space means that unmotivated, nongeneralizable measurements are not
likely to be significant contributions to knowledge.

The literature on the measurement of cyber resilience continues to mature. As in
the broader literature on the resilience of engineered systems, researchers have
borrowed and proposed general approaches to measurement and demonstrated that
it is possible to measure some cyber system response to a specific stress over time.
However, the research question and the applicability and limitations of the
proposed measurement approach are often unclear. In some cases, this can give the
erroneous impression that the proposed approaches are universally generalizable.
Finally, the word “measurement” is not always given its metrological definition,
but is instead used to describe objective, numerical data or general approaches that,
when applied, do not necessarily yield comparable results. Future work should
adopt definitions of “measurement” that are consistent with metrological standards
and make the contribution to knowledge clear by situating a measurement approach
in the context of a research question and describing the applicability and limitations
of the approach.
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