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Introduction
During the last 35 years, the U.S. lost its understand-

ing of the direct connection between a strong defense 
industrial base and effective national deterrence. Six U.S. 
administrations worked tirelessly to deter peer conflict, but 
in many ways, the U.S. both forgot enduring truths regard-
ing what national deterrence against peer competition 
requires and failed to successfully address the changing 
social, demographic, and financial trends impacting the U.S. 
Defense Industrial Base (U.S. DIB). Forewarned by trage-
dies of current conflict unfolding in multiple regions around 
the world, U.S. policymakers are more keenly conscious of 
the consequences of failed deterrence and the inexorable 
reality of what it would take for the U.S. military to prevail 
in and for the U.S. DIB to be responsive to multiple contin-
gencies occurring simultaneously.

While technological advancements provide early tacti-
cal advantages, nations usually win or lose conflicts over 
the long-term based on the strength and endurance of their 
political and military alliances, national treasuries, and 
defense industrial bases. The current posture of the U.S. 
DIB is a result of bipartisan policies and planning assump-
tions for the 1990s and early 2000s anomaly in the global 
security environment – an environment that no longer 
exists. Vital Signs 2023 was a call to action for the federal 
government and the U.S. DIB to partner more closely. The 
National Defense Industrial Association (NDIA) is therefore 
encouraged by the Department of Defense’s (DoD) release 
of the inaugural 2023 National Defense Industrial Strategy 
(NDIS).1 It is an important first step to acknowledge that 
it would be strategic negligence to continue to allow the 
atrophy and to not rebuild the resiliency2 of the U.S. DIB 
in an era of great power competition. 

Over the last year, serious and experienced policymak-
ers have asked NDIA how to take response time estimates 
from years to months. In many cases, that is not an option. 
Simply put, time and consistency are immutable factors for 
both military readiness and defense industrial readiness. 
Current policymakers inherited both the benefits of previ-
ous resourcing decisions and the consequences of deferred 

decisions, such as delays in modernization schedules for the 
nuclear triad. The consequences of all deferred decisions 
reduce the decision-making space of both current and future 
leaders. Taken to its logical conclusion, the decisions made 
or not made this year, such as passing the pending national 
security supplemental funding request and completing the 
Fiscal Year (FY) 2025 Defense Appropriations Act on time, 
will reduce the decision space and options of future govern-
ment leaders, not just during the next year or two but into 
the decisive decade of the 2030s. 

The defense industrial readiness policy goal is 
straightforward: to ensure our warfighters have the 
platforms, services, and technologies they need so they 
never engage in a fair fight against any competitor. This 
goal is personal for many working in industry. From the larg-
est defense contractors to small defense companies and 
technology start-ups, many workers either served in the U.S. 
military, or have family and friends who serve, and they are 
therefore committed to U.S. defense industrial readiness 
as national service from a different angle. 

In 1940, General George Marshall wrote: “For almost 
twenty years we had all the time and almost none of the 
money; today we have all the money and no time.”3 The Vital 
Signs report series tracks the progress made across the 
five pillars required for a strong, diverse, resilient, ready U.S. 
DIB: securing budget stability and sufficiency; advancing 
DoD digital modernization and transformation; facilitating 
foreign military sales (FMS) modernization and technology 
integration with allies and partners; restoring industrial readi-
ness, capacity, and infrastructure; and enabling more resilient 
supply chains. In a global race for economic and techno-
logical supremacy, the U.S. must simultaneously wisely 
manage the clock, strategically invest its funding, and 
appropriately balance risk between government and indus-
try to ensure the U.S. military and the U.S. DIB achieve and 
maintain the readiness levels required to deter aggres-
sion. The consequences of losing the race will impact the 
values, standard of living, and security of every American. 

We can afford to be ready.
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Executive Summary
In Vital Signs 2023, NDIA noted the powerhouses of 

industrial readiness – stable and predictable budgets; an 
experienced and specialized workforce; diversified and 
modern infrastructure; manufacturing innovation; and suf-
ficient, including idle, capacity have all atrophied under the 
combined transition to a services-based economy with a 
premium on just-in-time commercial supply chains. The 
report also noted that for the last 35 years, on a biparti-
san basis, the U.S. government failed to resource the U.S. 
industrial footprint required to prevail in near-peer conflict. 

The Vital Signs 2024 report builds on issues identified 
in both previous annual reports and from NDIA member 
feedback regarding the 2023 NDIS. It will take time, finan-
cial investment, and changes in systemic behavior patterns 
to reshape the U.S. DIB into a threat-informed defense eco-
system with the capacity to grow its output, fulfill a surge in 
military demands, and reconstitute during a major conflict. 
The report focuses on the key areas where government and 
industry can partner together to better manage time and 
money in support of current national deterrence objectives. 

In addition to emphasizing the importance of effectively 
managing time and money in restoring defense industrial read-
iness, the Vital Signs 2024 Survey and report also seek to 
highlight another tension – shared risk – that U.S. policy 
objectives are struggling to balance. Examples include:

•	 Traditional U.S. DIB companies are operating under 
increasing scrutiny and oversight by both the exec-
utive and legislative branches while also competing 
more directly with both purely commercial and 
global companies for access to capital. 

•	 Policymakers want to attract and retain small and 
nontraditional companies into the U.S. defense 

ecosystem, but they are struggling to reduce sig-
nificant barriers to entry and retention, including 
increasing compliance costs and concerns regard-
ing intellectual property (IP) rights. 

•	 Policymakers are working on innovative offensive 
and defensive strategies as part of global techno-
logical competition, but Cold War-era frameworks 
continue to drive status quo outcomes. 

•	 Policymakers expect the U.S. DIB to rapidly expand 
production capability before contract vehicles are 
awarded, but companies must justify pre-contract 
award capacity expansion to investors and navi-
gate current government policy and regulation that 
discourage holding onto surge capacity; and 

•	 Policymakers expect companies to change their 
supply chain strategies, built during the last 35 
years for consumer convenience and cost effi-
ciencies, without sufficient government financial 
incentives or consistency in acquisition strategies, 
including congressional approvals for advanced 
procurement and economic order quantities. 

The results are similar to applying simultaneous and 
equal pressure to a vehicle’s brakes and accelerator. For 
the U.S. DIB, the pressure to accelerate is being met 
with equal and abrupt pressures to reduce speed. Valiant 
efforts have been made to improve the government-indus-
try partnership in many areas over the course of 2023, but 
uneven political consensus limited those efforts to incre-
mental improvements. In several cases, if the U.S. truly 
intends to reverse current key industrial readiness indica-
tors for great power competition, boldness will be required. 
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Methodology
In this report, NDIA uses two primary data sources: public 

financial data and proprietary NDIA polling data. This polling 
data is based on a survey of both NDIA members and gov-
ernment employees conducted between October 18, 2023 
and November 7, 2023. The poll closed with 1,397 responses. 

Of the 1,397 respondents, 568 were government employ-
ees and 829 worked at an industry, university, research 
center, or other non-government organization.4 For the pur-
poses of clarity in this report, industry, university, research 
center, and non-government organization respondents will 
be denoted as private sector respondents. Of these 829 pri-
vate sector respondents, 418 were from small businesses, 
which NDIA defined in the Vital Signs 2024 Survey as com-
panies receiving between $0-$25 million in revenue in the 
prior fiscal year and/or registered as a small business with 
the government. The Vital Signs 2024 Survey defined medi-
um-sized businesses as companies reporting an annual 
revenue of more than $25 million but less than $1 billion, 
and 211 respondents fell into this category. Finally, the survey 
had 193 respondents representing large-sized businesses, 
which reported an annual revenue greater than $1 billion.5

The financial data is all publicly available and included 
in the annual Form 10-K reports publicly traded compa-
nies file with the U.S. Securities and Exchange Commission 
(SEC). NDIA uses these reports to identify each company’s 
total revenue, operating income, research and development 
(R&D) expenditures, capital expenditures (CapEx), and free 
cash flow. The latter four categories – operating income, 
R&D expenditures, CapEx, and free cash flow – are taken as 
a percentage of revenue to normalize values across com-
panies and the U.S. economy. 

NDIA gathered this data across four groups of public 
companies: 

1.	 The top companies in the U.S. DIB.

2.	 Companies in the Standard and Poor’s (S&P) 100.6 

3.	 Companies in the Industrials Sector of the S&P 
500; and 

4.	 Technology companies in the S&P 500.7

Identifying the top U.S. DIB companies required additional 
research and analysis. NDIA started by pulling the 100 larg-
est public contractors based on DoD FY2022 transactions. 
This list was pulled from Bloomberg Government’s Historical 
Spending Database.8 However, many of the 100 largest DoD 
public contractors rely on DoD revenue for a small percent-
age of their total revenue, which make these companies 
much more comparable to purely commercial companies 
than members of the traditional U.S. DIB. Therefore, because 
U.S. DIB companies are subject to DoD rules and regulations 
that do not apply to purely commercial companies, an addi-
tional analysis filter was applied. 

Specifically, NDIA calculated the ratio of DoD transac-
tions to total company revenue and set a threshold of 20% 
for DoD transactions. Our further financial analysis of the 
U.S. DIB included any U.S. domestic company with a higher 
percentage of revenue from DoD transactions than the 20% 
threshold. NDIA chose the 20% threshold because any com-
pany sourcing one-fifth or more of its annual revenue from 
DoD contracts would be significantly impacted by DoD pol-
icies and regulations. Finally, to make a better comparision 
to the S&P 500, NDIA limited the list of top DoD contrac-
tors to U.S. based companies.9 



8

NDIA VITAL SIGNS 2024

The Evolving Strategic Environment
The United States is managing a period of profound tran-

sition, both domestically and internationally. Domestically, 
during the past several decades, the U.S. economy has tran-
sitioned from primarily a manufacturing and goods economy 
to a digital- and services-based economy. Since 2008, the 
country has grappled with the social and economic conse-
quences of parts of the country not fully recovering from the 
Great Recession. In addition, the global pandemic of 2020 
caused significant shifts in population demographics and 
the commodities Americans buy and consume. These trends 
have changed how Americans work, connect, and commu-
nicate with each other, and have shifted demand and supply 
for education and training pipelines designed to prepare new 
entrants for the workforce. Government officials at both the 
federal and state levels are in the process of responding to 
this significant reorientation of American society. 

The magnitude of the transition and its associated disrup-
tions have caused the U.S. to look inward. Polling from the 
2020 presidential election and the 2022 congressional mid-
terms both showed national security challenges ranked well 
below economic and cultural concerns.10 One of the orga-
nizing themes of the three most recent presidential election 
cycles is the focus on rebuilding American domestic resiliency 
with specific emphasis on American workers and economic 
sectors that have not benefited from the transition to a digi-
tal- and services-based economy. As will be discussed further, 
critical components of the U.S. DIB, including the manufac-
turing sector and skilled trade employment, have atrophied 
during this economic transition. 

Internationally, while national strategy documents11 and 
bipartisan policymakers in both the executive branch and leg-
islative branch pivoted from a post-Cold War and post-9/11 
security framework mindset to focus on the return of great 
power economic and technological competition against 
near-peer competitors, national policymakers are not nec-
essarily acting in those terms. In most cases during the last 
several years and across two different administrations, spe-
cific policy, regulatory, and funding discussions quickly clarify 

what the United States is really focused on is a U.S. bilateral 
economic, technological, and military competition with the 
People’s Republic of China (PRC). 

Among the many risks of treating a global competition 
as a bilateral one is the U.S. is in danger of missing critical 
geostrategic players on the chess board. These risks are dis-
cussed further in the report under the FMS and Technology 
Integration section and the Resilient Supply Chain section. 
Without bold change and significant financial investment, 
U.S. allies and partners may continue economic activity anti-
thetical to U.S. policy preferences and at the expense of U.S. 
companies. This is not the policy result the U.S. seeks, and 
the U.S. cannot afford to cede its economic and techno-
logical competitive advantages on the global stage.

Malign forces are testing U.S. national deterrence and 
resolve. Two years ago, Russia initiated an illegal and vicious 
invasion of its sovereign neighbor. In the last year, the PRC 
conducted unsafe, unprofessional, and dangerous maneu-
vers against U.S. military aircraft and repeatedly sent fighter 
jets and warships into the Taiwan Strait. Six months ago, 
Israel experienced the horror of the sadistic slaying of its 
civilian population at the hands of terrorists. In the last few 
months, attention has turned to the Houthis, a political and 
military organization in Yemen, who menace global commer-
cial shipping and regional stability. And heartbreakingly, in 
2023 and 2024, the nation mourned the loss of U.S. military 
service personnel, both at home and abroad. In a saturated 
24-hour news cycle, it is important to maintain focus on the 
aggregate big picture amid global chaos and violence. 

The consequences to human life in the conflicts described 
above offer significant and stark reminders of why a strong 
alliance of democracies protecting and respecting individ-
ual lives has been the U.S.’ guiding principle and an integral 
part of the global security framework for almost 80 years. 
This values-based security architecture was born out of the 
devastation of a 30-year period of two global wars resulting 
in the loss of human life on a scale that recent generations 
struggle to comprehend. 
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In addition to the values-based consequences, these 
tests are forcing policymakers to evaluate the duration 
of conflict in the context of the ability of the U.S. mil-
itary and U.S. DIB to sustain supporting simultaneous 
contingencies in different regions.12 In the aftermath of 
the attack on Israel, for example, the United States govern-
ment and defense industry responded rapidly with disruptive 
technological capabilities, munitions, and additional force 
deployments to the region.13 The U.S. also diplomatically 
engaged with allies and partners to deter further aggres-
sion, bolster regional defense capabilities, and enhance 
force protection measures for U.S. personnel.14 But these 
decisions occurred against the backdrop of tension and 
challenges stemming from re-aligning the prioritization of 
DoD’s resources and force elements for a global competi-
tion against near-peer competitors.15

The U.S. is also working through how to balance the 
requirements for expanding its competitive advantage 
in capabilities required for the future character of war 
and ensuring sufficient capacity for the enduring nature 
of war. The Department must continue to accelerate the 
development and employment of new technologies essen-
tial to rebuilding our military’s technological competitive 
advantage using both traditional U.S. DIB companies and 
nontraditional commercial companies. At the same time, 
neither government nor industry can afford to ignore the 
enduring nature of war, which is the direct and brutal con-
tact with adversarial forces that U.S. military personnel will 
encounter if conflict erupts. This necessitates continuing 
to make disciplined investments to expand capacity in stra-
tegic platforms and munitions. 

This is all happening within the context of political divi-
sion, budget instability, credit downgrading, tightening credit 
markets, and historically high inflation rates16 making capital 
expensive. This strategic environment is therefore creating 
uncertainty for U.S. DIB companies trying to discern future 
DoD acquisition priorities. During this transition phase to 
great power competition and the Department’s focus on the 
future character of war, many in the U.S. defense industry are 
trying to pace with the practical implications of integrated 
deterrence,17 campaigning, and the development of future 

concepts, doctrine, and requirements. Many companies, 
including their fiduciary boards, are trying to interpret how 
these future requirements should inform strategic invest-
ment decisions regarding everything from independent 
research and development (IRAD) funding for the develop-
ment of new capabilities to planned, long-lead time CapEx 
to expand existing production lines or to add new produc-
tion lines. Vital Signs 2024 explains how U.S. DIB companies’ 
managements must make the business case for the return 
on investment for both IRAD and CapEx.

The capacity of the U.S. DIB to grow its output, fulfill 
a surge in military demands, and reconstitute in a major 
conflict stands as a key test of its health and readiness. 
Currently, U.S. policies and financial investments are 
not oriented to supporting a defense ecosystem built for 
peer conflict. Today’s policymakers inherited the defense 
industrial base the executive and legislative branches col-
lectively shaped over the last three decades. This report 
focuses on ways to rebuild a resilient U.S. DIB postured for 
strategic competition. 

Congressional Testimony by the Previous 
Two Chairmen of the Joint Chiefs of Staff

“The competitive military advantage we enjoy 
today is the result of capabilities developed by 
our Services in an era of unchallenged techno-
logical dominance. That era has now passed 
… Meanwhile, our adversaries’ investments 
in modernization have outpaced our own.”

– General Joseph F. Dunford, Jr., USMC (Ret), 
19th Chairman, Joint Chiefs of Staff

“Preventing great power war through 
readiness and deterrence is very expen-
sive but not as expensive as fighting a 
war and the only thing more expensive 

than fighting a war is losing a war.” 

– General Mark A. Milley, USA (Ret),  
20th Chairman, Joint Chiefs of Staff



10

NDIA VITAL SIGNS 2024

What is at Stake
While the U.S. talks about the re-emergence of great 

power competition, its global competitors actively work to 
erode U.S. economic and military competitive advantage. 
In 1985, at the height of the U.S. military build-up for peer 
competition against the former Union of Soviet Socialist 
Republics (USSR), the PRC had a gross domestic product 
(GDP) that was 15% of the U.S. In 2016, the PRC surpassed 
the U.S. and, by 2021, the PRC’s GDP was 118% of U.S. GDP 
(adjusted for purchasing power parity (PPP)).18 From this 
position of economic strength, the PRC is taking a disciplined 
approach to re-order the international system – its rules, 
norms, standards, and values – on terms favorable to itself. 

The Chinese Communist Party (CCP), which controls the 
PRC government, also shifted its economic and national 
security policies under an ideological reorientation back to 
the CCP’s official ideology promulgated in 1949. President 
Xi Jinping departed from his predecessors by pursuing a 
more forceful approach to achieving the party’s vision for 
both its domestic affairs and its regional and global secu-
rity posture. Under his leadership, across all dimensions of 

diplomatic, economic, informational, and military power, the 
PRC is more assertive and less risk-averse. 

President Xi’s strategic goal is for China 
to become the preeminent regional power 
in Asia and the unchallenged global power 

by 2049. In 2017, President Xi identified 
benchmarks to achieve this goal, includ-
ing the modernization of China’s national 

defense and armed forces by 2035.19 
These modernization benchmarks include 
capabilities and capacity to execute a suc-

cessful incursion of Taiwan by 2027.20

As part of this effort, the CCP is focused on comprehen-
sive national power, a term the CCP uses to quantify the PRC’s 
combined military, economic, and technological power as well 
as its foreign policy influence. President Xi also revitalized the 
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phrase “the rise of the East and the decline of the West” as a 
euphemism for China surpassing the United States.

As part of the CCP strategy, the PRC is steadily increas-
ing its defense spending and advancing its military 
capabilities. With strategic discipline, the PRC is using 
those financial investments to steadily modernize its 
nuclear capabilities; hone sophisticated strike, space, and 
cyber capabilities; and build out its navy in “one of the most 
remarkable and strategically disruptive global defense 
spending trends in the last two decades.”21 Publicly avail-
able measurements of PRC defense spending provide 
only one part of the story. The PRC also demonstrates 
its intentions by harnessing its significant investment in 
industrial power, which provides it with formidable capac-
ity. Financial investments in its defense industrial base 
jumped from $10 billion in 1999 to $293 billion in 2021.22 As 
part of this financial strategy, the CCP has worked to erase 
the line between the government and the private sector 

through state-owned enterprises, government equity in pri-
vate firms, and opaque but troubling purges of government 
and business leaders. These facts are why the pattern of 
year-over-year growth of PRC overall defense capabilities 
are of grave concern to U.S. policymakers.

The CCP leadership is also focused on building internal 
resiliency and decreasing dependence on external enti-
ties, with attention and investment given to the country’s 
“productive forces,” especially in the sectors of industry, 
infrastructure, human capital, and technology.23 Through its 
dual circulation policy,24 the CCP is determined to reduce 
its vulnerability to being interconnected with and depen-
dent on an international economy. Simultaneously, the CCP 
also intends to increase the vulnerability of other countries, 
especially those in its region, by deepening their economic 
dependence on China in the ultimate expression of national 
self-protection. The CCP strategy has profound implications 
for U.S. export control policies and U.S. DIB supply chains. 

A Synergistic Partnership
Current U.S. policymakers inherited the U.S. DIB that gov-

ernment policy and funding decisions shaped during the past 
35 years of U.S. strategic hegemony followed by counter-
terrorism and counterinsurgency campaigns. The present 
U.S. DIB reflects a premium policymakers place on just-in 
time supply chains, lowest-cost technically acceptable con-
tract awards, and outdated assumptions regarding workforce 
availability. It is a U.S. DIB built for convenience and predict-
ability, and it is a U.S. DIB the U.S. government resourced for 
low-intensity conflict.25 To foundationally transform the U.S. 
DIB, the government and the private sector must embrace a 
synergistic partnership and disruptive thinking. 

Assessing the Challenges
The DoD and U.S. DIB need to create a synergistic part-

nership to operationalize a common endeavor to achieve 
a desired end state.26 Fully realizing a healthy, synergistic 
partnership will involve strengthening areas of alignment, 
constructively addressing areas of misalignment, and 
taking bold steps to change systemic patterns of behav-
ior. A significant first step occurred since the Vital Signs 
2024 Survey closed. 

In January 2024, the Department released its inaugural 
NDIS, designed as a framework to “coordinate and priori-
tize actions to build a modern defense industrial ecosystem 
that is fully aligned” with the 2022 National Defense Strategy 
(NDS).27 DoD’s stated context for the NDIS is emerging geo-
political threats, rapidly accelerating technological change, 
instability and uncertainty in government funding processes, 
increasing regulation, changing workforce demographics, 
and significant supply chain disruptions, which necessi-
tate a framework for the Department and industry to work 
together to ensure the U.S. military has a sustained compet-
itive advantage. The strategy will require time, resources, 
a shared understanding of managing risk, and disciplined 
alignment between government and industry on imple-
mentation to achieve its intended outcomes, but these 
realities do not detract from the credit the Department 
deserves for pursuing this ambitious undertaking. 

The NDIS has many notable strengths. The strategy clearly 
identifies the challenges facing the U.S. DIB and describes 
the history and the events that drive these challenges. Most 
importantly, the NDIS highlights the dangerous gaps between 
the robust and resilient industrial base called for in the 2022 
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NDS and the current capability and capacity 
of the U.S. DIB. DoD and Congress must also 
use the opportunity created by the release of 
the 2023 NDIS to work on areas where both 
branches can support improving the relation-
ship between government and industry. 

Areas of Alignment 
In a synergistic partnership, it is import-

ant to identify areas of alignment and areas of 
nonalignment. Therefore, the Vital Signs 2024 
Survey included a select number of questions 
NDIA asked both federal government and pri-
vate sector respondents. Of note, there was 
significant alignment by both government and 
private sector respondents on the most press-
ing issues facing the U.S. DIB (see Q4/21 Chart): 

The federal government ranked:

•	 Federal budget processes (63%)

•	 Complex and protracted procurement 
processes (54%)

•	 Supply chain challenges (51%)

•	 Identifying, recruiting, and retaining  
talent/workforce issues (43%)

The private sector ranked: 

•	 Complex and protracted procurement 
processes (70%)

•	 Federal budget processes (63%)

•	 Supply chain challenges (47%) 

•	 Identifying, recruiting, and retaining  
talent/workforce issues (46%)

Question 4 & 21: 
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The Vital Signs 2024 Survey also asked federal government 
respondents to identify what was most difficult about gov-
ernment processes when working with industry. The federal 
government ranked (see Q5 Chart):

•	 Complex and protracted acquisition processes (59%)

•	 Timeliness and availability of  
necessary funding (49%)

•	 Time and effort required to ensure compliance  
with government regulations (43%)

The Vital Signs 2024 Survey asked private sector respon-
dents what the best steps were for the government to take 
to improve the ability of industry to work with DoD (see 
Q22 Chart): 

•	 Provide a clear, consistent demand signal through 
contract vehicles (65%)

•	 Increase government investment to strengthen  
and grow critical supply base (43%) 

•	 Provide clear identification of specific points of 
contact in program offices (42%)
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Recommendations
1.	 The biggest challenge for the 2023 NDIS is its silence 

on the specific additional resources required to imple-
ment the actions defined in the strategy. DoD and 
Congress must make more substantial, sustained, 
and predictable financial investments to rebuild the 
U.S. DIB’s strategic endurance and resilience. As reas-
serted in the 2021 DoD report cited elsewhere in this 
report, the order of magnitude of financial investment 
is in the billions, not millions, of dollars. 

2.	 The Office of the Under Secretary for Acquisition 
and Sustainment (OUSD(A&S)) should engage 
with industry before finalizing the expected 
unclassified Operational Annex and the classi-
fied Implementation Plan for the 2023 NDIS. The 
Department intends for these two documents 
to track progress metrics for rebuilding U.S. DIB 
resiliency and to inform resourcing decisions for 
additional financial investments in the U.S. DIB. 
Many NDIA companies report there has been limited 
opportunity to provide input to either document. 

3.	 While outside the scope of this report, the 
Planning, Programming, Budgeting, and Execution 
(PPBE) Reform Commission recently completed its 
work. DoD and Congress are encouraged to tackle 
the Commission’s recommendations to transform 
the inflexible programming, budgeting, and appro-
priations process. 

4.	 One of the most particularly cumbersome regula-
tions for NDIA member companies of all sizes is the 

requirement for certified cost or pricing data. The 
burden of cost or pricing requirements could be ame-
liorated either by raising the Truthful Cost or Pricing 
Data Act (formerly known as the Truth in Negotiations 
Act (TINA)) threshold or by granting contracting offi-
cers additional authorities to tailor these requirements 
to specific procurements, including allowing contract-
ing officers to rely on historical data of recent prices 
paid in determining costs of a subcontract, a pur-
chase order, or a modification of either.

5.	 The appropriate contract type should be selected 
after reviewing the complexity and maturity of 
requirements and the level of financial and techni-
cal risk in the program. NDIA companies of all sizes 
note the Department and Military Services are pref-
erencing firm-fixed price (FFP) contracts, even 
when it is not the most appropriate contract vehi-
cle. In the FY2022 National Defense Authorization 
Act (NDAA) (P.L. 117-81), Congress repealed the 
statutory preference for FFP contracts. OUSD(A&S) 
should conduct a review of all policies, guidance, 
instructions, and training curricula to ensure they 
reflect the current policy provided by the Adaptive 
Acquisition Framework (DoD Instruction 5000.85), 
and the Military Services should also review 
whether they are following current policy. 

6.	 Experienced DoD acquisition executives note signifi-
cant work has been undertaken to reform acquisition 
and PPBE processes. However, the third leg – the 
requirements process – has not been reformed. This 
is an important area for additional work. 

Areas of Nonalignment
Unfortunately, the Vital Signs Survey questions regarding 

the private sector’s views on business conditions also high-
light that there remains nonalignment between the federal 
government and industry. For example, in the 2023 Vital Signs 
Survey, 78% of private sector respondents assessed general 
business conditions would remain the same or get worse. In 
the 2024 Vital Signs Survey, 81% assessed general business 
conditions would remain the same or get worse. The private 
sector respondents also gave consistent answers for defense 

contracting conditions and non-defense federal contracting 
decisions. The top three factors cited for influencing their 
answer were stability and sufficiency of defense spending 
(32%), economic factors, including inflation and consumer 
demand (23%), and government regulation and compliance 
burden (17%). These results highlight the consequences of 
the ongoing congressional delays in completing the appro-
priations bills and the ongoing Federal Reserve economic 
management policies to manage the de-escalation of his-
torically high inflation levels (see Q23 Chart).
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NDIA spent the past year looking at the factors driving 
last year’s and this year’s survey results. Specifically, NDIA 
wanted to understand why the private sector outlook was 
not improving, even with the renewed focus on the U.S. 
DIB. Two of the most significant drivers of this outlook are 
the changing environment for the private sector’s access 
to capital and the compounding impact of legislative, reg-
ulatory, and compliance requirements. 

 Changing Access to Capital 
All publicly traded companies, including those in the U.S. 

DIB and nontraditional defense companies, compete for 
access to capital. Shareholder influence on public com-
panies’ managements and investor influence on private 
companies impacts business strategy decisions. Within the 
traditional U.S. DIB, most shareholders are now institu-
tional investors who own between 64-100% of the larger 
U.S. defense companies’ shares.28 Institutional sharehold-
ers typically invest globally and across multiple market 
sectors, and their focus is on measuring positive returns 
on invested capital. As a result, publicly traded defense 
companies are in competition not just with each other but 
with purely commercial companies for capital. Many of the 
institutional investors have target rates of return, otherwise 
known as “hurdle rates,” they must attain to stay invested. 
In addition, institutional investors are more likely to sell 
their equity holdings if the company is performing below 
annual return target rates. In this context, the executive 

managements of U.S. DIB companies are evaluated by their 
fiduciary boards and investors not only by how the company 
is performing against peers within the defense sector, but 
also by how the company is performing financially com-
pared with other sectors. 

U.S. DIB companies’ business strategies are driven by their 
legal fiduciary responsibilities to shareholders. Publicly traded 
companies’ managements utilize multiple tools to main-
tain a competitive return on investment to meet investors’, 
especially institutional investors’, expectations. Companies 
balance free cash flow across company growth, company 
investors, company employees, and company suppliers. 
CapEx, IRAD, and mergers and acquisitions (M&A) are types 
of growth activities. Companies address investor obliga-
tions through re-purchasing stocks and paying dividends. 
Companies support employees through pay raises and per-
sonnel benefits, which are subject to government regulation 
and oversight. Finally, companies look for opportunities to 
make investments in supplier stability. At any given time, 
companies are trying to optimize the right balance of free 
cash flow across all four stakeholder communities.

In the evolving strategic environment, institutional inves-
tors assess the risk to U.S. DIB companies selling to DoD is 
increasing. Financial markets historically assessed the U.S. 
DIB with higher multiples29 and share prices because there 
was less revenue risk when DoD was the primary customer. 
However, over the last three decades, near-term revenue vol-
atility has increased, causing financial markets to reassess. 
The three top drivers of revenue volatility include 15 years 

Business Conditions 
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of budget instability,30 year-over-year major variations in the 
funding priorities in the defense budget, and significant fluc-
tuations in high value FMS transactions. 

In recent years, concerns have been expressed as to 
whether U.S. DIB companies manage their free cash flow 
in a responsible way. These concerns merit a thought-
ful response due to the impact on the ultimate customer 
– U.S. military personnel. Vital Signs 2024 focused on ana-
lyzing the R&D,31 CapEx,32 Free Cash Flow,33 and Operating 
Margin34 to compare with the largest non-DIB companies, 
non-DIB technology companies, and non-DIB industrial 
companies. These metrics were all taken as a percentage of 
revenue to normalize across companies of different sizes.

There are important observations to be made from this 
chart. First, while there are year-over-year variations, the 
U.S. DIB consistently operates under a lower margin con-
struct than non-DIB technology companies and non-DIB 
industrial companies. Lower margins result in less free 
cash flow, which results in less discretionary company 
spending on CapEx and IRAD. Second, the U.S. DIB has 

a different business model than the non-DIB technology 
sector. Commercial technology companies will spend a 
higher percentage on R&D to remain viable and competi-
tive. U.S. DIB companies’ IRAD is consistently in the range 
reflected in the chart above for reasons addressed in the 
IRAD section (page 17). The same business strategy cal-
culations for IRAD also apply for CapEx. 

When there is strong, consistent customer demand signal 
from DoD, U.S. DIB companies are incentivized to build addi-
tional capacity or to make targeted IRAD investments. This 
is why it is important to note 65% of private sector respon-
dents in the Vital Signs 2024 Survey identified providing 
a clear, consistent demand signal through contract vehi-
cles as the best step government could take to improve the 
ability of industry to support DoD strategy and objectives. 
When the government contracts and funding is inconsistent, 
U.S. DIB company managements will most likely respond by 
pursuing inorganic growth opportunities through mergers 
and acquisitions, or managements will return cash to share-
holders through share repurchases and dividends.
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Independent Research and Development

1 National Center for Science and Engineering Statistics. “National Patterns of R&D Resources: 2021–22 Data Update.” NSF 24-318. National Science 
Foundation. https://ncses.nsf.gov/data-collections/national-patterns/2021-2022#data (accessed February 22, 2024).
2 Ibid.
3 P.L. 91-441. Covered activities include: basic research; applied research; development; and systems and other concept studies that has a potential rela-
tionship to military function or operations. For further information, see: FAR 31.205-18.
4 FAR 31.205-18(c). “Independent research and development and bid and proposal costs.”

The National Science Foundation has done extensive 
work tracking the trends in R&D expenditures. Over the last 
60 years, there has been a significant shift in R&D invest-
ments made by the federal government and the private 
sector. In 1964, federal R&D expenditures accounted for 
67% of all domestic R&D investment and private sector 
R&D accounted for 31% of the investments.1 By 2020, the 
roles had reversed, with private sector business account-
ing for 73% of domestic R&D and federal government 
investment accounting for 21%.2

This significant shift in R&D investments to the private 
sector has renewed public policy interest regarding U.S. DIB 
IRAD investments. The chart on page 16 shows the data 
regarding how the largest U.S. DIB companies compare with 
the largest non-DIB companies, non-DIB technology compa-
nies, and non-DIB industrial companies. The data shows a 
very different research & development strategy for top U.S. 
DIB companies compared to the top non-DIB companies and 
the top non-DIB technology companies. Taken out of con-
text, inaccurate or incomplete conclusions could be drawn. 

IRAD is work that companies invest in with their own 
funding to pursue strategic projects that have been iden-
tified as having high potential interest to DoD. There are 
two important factors that influence how and the extent 
to which U.S. DIB companies make IRAD investment 

decisions: DoD, not the commercial market, is the cus-
tomer, and legal and competitive constraints. 

First, U.S. DIB companies’ IRAD investment decisions 
are tethered to DoD, its customer. Specifically, when 
searching for R&D opportunities, the U.S. DIB references 
the Defense Technical Information Center (DTIC), which 
identifies the top defense research priorities. Unlike the 
purely commercial sector, U.S. DIB companies’ R&D invest-
ment decisions are driven by its customer, not by market 
forces. More directly, from a business perspective, U.S. DIB 
companies will only pursue the research opportunities their 
government customer identifies. This not only limits the 
research options, but it also in most cases precludes the 
ability to recoup R&D costs by selling the realized devel-
opment to the commercial sector. 

Dating back to 1970, Congress recognized the valid-
ity of defense companies’ business decisions regarding 
IRAD, which is why current law provides for reasonable 
costs for certain IRAD to be charged as indirect costs on 
a government contract.3 But there are legal and competi-
tive boundaries on the invoiced costs. To protect taxpayer 
interests, U.S. DIB companies operate under regulations 
governing these invoiced costs. Legally, the invoiced costs 
must be found to be “allocable and reasonable” by both 
the contracting officer and the relevant audit authorities.4 

Compounding Legislative, 
Regulatory, and Compliance 
Requirements 

In Vital Signs 2023, NDIA noted the U.S. DIB lost 17,045 
independent companies during the last five years.35 In 
addition, DoD estimates the number of small businesses par-
ticipating in the U.S. DIB declined by more than 40% during 
the past decade.36 In this context, it is important to note the 

compounding impact of legislative, regulatory, and compli-
ance requirements. For example, from FY2006-FY2018, the 
NDAAs included 700 provisions related to defense regula-
tion.37 DoD is still working on Defense Federal Acquisition 
Regulatory Supplement (DFARS) cases dating to 2017,38 and, 
in the interim, Congress is legislating on cases not yet imple-
mented. The sharp increase does not tell the whole story, 
but it provides a good place to start. The accumulation of 
these requirements handicaps a defense ecosystem that is 
shrinking, not expanding and diversifying.

https://ncses.nsf.gov/data-collections/national-patterns/2021-2022#data
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In addition, there are also competitive factors that influ-
ence how much U.S. DIB companies invoice IRAD costs. 
Specifically, IRAD is recovered through the price U.S. DIB 
companies charge the government. Therefore, even if the 
contracting officer and audit authorities deem the invoiced 
costs “allocable and reasonable,” if the defense company 
does not manage the price well, the company risks losing 
in its competitive bids to a lower-price bidder. 

The combination of government oversight 
and competitive restraint provides 

effective governance in the application 
of this decades-old authority.

R&D Investment Trends

Source: National Center for Science and Engineering Statistics, National Patterns of R&D Resources (annual series).
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The Strategic Pillars: Progress, 
Barriers, and Recommendations

Since the start of 2023, NDIA has prioritized working 
on securing budget stability and sufficiency; advancing 
DoD digital modernization and transformation; facilitating 
foreign military sales modernization and technology integra-
tion with allies and partners; restoring industrial readiness, 

capacity, and infrastructure; and enabling more resilient 
supply chains. Building upon progress made in 2023, these 
five pillars remain NDIA’s focus throughout 2024, as they 
form a strong foundation upon which to build a modern, 
diverse, and resilient U.S. DIB. 
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Pillar 1: Prioritizing Sufficient  
and Stable Budgets

Unlike their peers in the commercial sector, U.S. defense 
companies are tethered to annual defense resourcing deci-
sions. While defense spending is sizeable, it is a near-record 
low as a percentage of the U.S. economy. Since the conclu-
sion of the Cold War, the U.S. has significantly decreased 
defense spending as a percent of the U.S. federal budget39 
and U.S. GDP.40 For example, observing the trend line from 
1985 to 2021, national defense spending dropped from 5.8% 
to 3.2% of U.S. GDP. The current five-year outlook is even 
more challenging. The Congressional Budget Office (CBO) 
forecasts defense spending as a percentage of GDP drop-
ping to 2.7% by 2032.41 

In addition, DoD and the U.S. DIB have endured budget 
instability for 14 of the last 15 years as the federal govern-
ment operated under a continuing resolution (CR) for part 
of the year. Under a CR, the federal government’s resourcing 
authority, including DoD’s, allows maintaining the same rate 
of spending for current activities but provides no authority to 
begin new programs or initiatives. For FY2024, while being 
under a potential full-year CR, the Department expected over-
all shortfalls of $5.8 billion in military personnel accounts, 
$9.7 billion in operations and maintenance accounts, $6.3 
billion in procurement accounts, and $5.2 billion in Research, 

Development, Test, and Evaluation (RDT&E)  accounts.42 The 
parts of the budget most crucial to re-orient DoD to pre-
pare for, deter, and – if necessary – respond to peer conflict 
are the accounts most vulnerable to being cut or squeezed 
during budget instability: R&D for emerging technologies, 
as well as procurement and sustainment of current and 
next generational major platforms. 

Military Reductions Since
End of Cold War

Source: Department of the Air Force; Department of the Navy; OUSD (Comptroller)
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"The CR stopgap measures are wasteful 
to the taxpayer … [and] damage the 

gains our military has made in readiness 
and modernization. Ultimately, a CR is 
good for the enemy, not for the men 

and women of the U.S. military.”43

–The Honorable David L. Norquist, 
 34th Deputy Secretary of Defense

In addition to wasting money, CRs also waste time. Since 
FY2010, Congress has included additional language in every 
CR to further restrict “DoD’s use of amounts appropriated 
through the CR to initiate new production of items, increase 
production rates above those sustained in the prior fiscal year, 
or initiate multi-year procurements (MYP) using advance pro-
curement funding for economic quantity orders.”44 Multi-year 
contracts and procurement authorities for long-lead parts are 
essential contracting mechanisms to replenish and increase 
munition stockpiles. These contracting mechanisms are also 
critical to keeping strategic submarine construction schedules 
– which have little margin for error in replacing legacy capac-
ity – on track. For FY2024, the Department noted the series 
of CRs inhibited 156 new start efforts and 180 procurement 
rate increases for the first half of the year.45 

The war in Ukraine highlights opportunity costs of CRs. 
One example is precision-guided munitions. In 2017 and 2018, 
the administration requested a ramp-up in the production of 
Guided Multiple Launch Rocket Systems (GMLRS).46 A series 
of CRs delayed ramping up production, and the U.S. is now 
trying to catch-up. This serves as a cautionary tale. During the 
series of FY2024 CRs, DoD highlighted its lack of authority 
to proceed with the award of MYP contracts for the follow-
ing critical precision-guided munitions: Long-Range Anti-Ship 
Missiles (LRASM), Joint Air-to-Surface Standoff Missile-
Extended Range (JASSM/ER), GMLRS, PATRIOT Advanced 
Capability – 3 (PAC-3) Missile Segment Enhancement (MSE), 
and Naval Strike Missile (NSM).47 The Department also noted 
a long-term CR would have denied the Department nearly 
$3.4 billion in funding to modernize the U.S. nuclear triad. 
This figure includes $2.99 billion in advanced procurement 
funding for the Columbia-class ballistic missile submarine pro-
gram, critical to U.S. submarine industrial base (SIB) suppliers, 

as well as procurement of the B-21 Raider.48 In addition, the 
Department of the Navy estimated 30% of its shipbuilding 
account would have been inexecutable under a year-long CR. 
If the budget instability does not change, five years from 
now the U.S. will be dealing with the failed opportunity costs 
from this year’s series of CRs. Those opportunity costs 
translate into inherited risk for future leaders. 

FY2024 also presents new and compounding challenges. 
First, under the Fiscal Responsibility Act (FRA), colloquially 
known as the debt ceiling deal, Congress included a provi-
sion to direct a 1% sequester of all 12 federal departments 
and agencies if all 12 federal appropriations bills were not 
signed into law before January 1, 2024.49 For DoD, if the 1% 
sequester had gone into effect in FY2024, it would have cost 
the Department an additional $10 billion off its topline.50 
The Department has never operated under a year-long CR 
in lieu of a defense appropriations bill,51 and Senate and 
House Leadership and Senate and House Appropriations 
Committees deserve credit for working with the White 
House to finally complete the long-delayed FY2024 appro-
priations bills in March 2024.

At the same time, the FRA also placed spending caps 
on the federal departments and agencies, including DoD. 
Therefore, the FY2025 budget request for DoD is billions 
of dollars less than originally projected. In addition, the 
budget request does not account for inflation. The result 
is an actual cut to defense spending. Finally, the FY2025 
budget request was built on an assumption that Congress 
would pass the pending national security supplemental 
to support U.S. policy objectives for the crises in Ukraine 
and Israel, to strengthen Taiwan’s defensive capabilities, 
and to make significant investments in the U.S. DIB. At the 
time of the publication of this report, the Department is 
in the process of executing funding budgeted to be spent 
during 12 months during a window of six months, waiting 
for Congress to pass the pending national security sup-
plemental, and explaining procurement and RDT&E budget 
decisions that are based on spending caps, not strategy or 
requirements. It will be important for Congress to address 
gaps in the FY2025 budget process based on the lengthy 
timeline required to resolve the FY2024 appropriations bills, 
the delay in passing the national security supplemental, and 
the budget-driven trade-off choices made due to the FRA 
mandatory spending caps.
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Question 25: 
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Continuing Resolutions, 
Government Shutdowns, and 
Stop Work Orders

The federal government narrowly avoided a government 
shutdown in October 2023. Since there were serious con-
cerns a government shutdown would occur, NDIA asked 
private sector respondents in the Vital Signs 2024 Survey 
about the challenges their companies experienced as a 
direct result of preparing for government shutdowns. The 
top challenges reported were (see Q25 Chart):

•	 Expenditure of your company’s time and resources 
to execute planning and preparation for potential 
shutdown (35%)

•	 Postponed or delayed ordering/delivery  
schedule (34%)

•	 Loss of planned sales (13%)

Resolution of political budget battles in Washington 
do not necessarily translate into viable business solutions 
for defense companies. While companies prefer a CR to a 
government shutdown, the hidden cognitive trap is while 
government institutions, including the Pentagon, have 
adjusted their processes to insulate them-
selves – to the extent possible – from 
instability, the impact on the U.S. DIB remains 
acute. A CR puts pressure on the entire defense 
ecosystem, especially for technology start-ups, 
small businesses, and middle-tier suppliers, 
as DoD’s planning assumption under CRs is 
to build a six-month delay into contract obliga-
tions after the final budget is approved.

The combination of CRs and DoD plan-
ning assumptions creates unpredictable 
free cash flow situations for U.S. DIB compa-
nies, requiring them to stretch their reserves 
to pay their employees and to keep critical 
nodes of their supply chains viable. In addi-
tion, current inflation rates are historically high, 
making the cost of capital expensive and lim-
iting options for U.S. DIB companies seeking 
loans. Therefore, the current appropriations 

environment complicates decision-making for many U.S. 
DIB companies. These circumstances leave companies 
with little flexibility in resolving their cash flow challenges 
other than temporarily or permanently laying off employees. 
The challenges are compounded when companies receive 
stop work orders from DoD. While some companies can 
shift employees to other work or to assign them to com-
plete paid training requirements, not all companies can do 
so, and no company can do so indefinitely. 

NDIA focused on how budget instability caused cyclical 
employment dysfunction in Vital Signs 2023. Therefore, in 
the Vital Signs 2024 Survey, NDIA asked both government 
and private sector respondents about stop work orders under 
CRs and government shutdowns. It is noteworthy that 11% of 
government respondents answered they issued stop work 
orders, and 52% of government respondents said they had 
not issued stop work orders (see Q13 Chart). On the private 
sector side, 22% of respondents answered they had received a 
stop work order, while 64% said they had not. In addition, 15% 
of private sector respondents reported they laid-off employ-
ees during a CR or government shutdown. When asked if the 
laid-off employees were rehired, 72% responded employees 
were rehired and 26% responded employees were not rehired. 
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It is important to remember the individual workers 
behind these impersonal numbers. When companies lay-
off employees, they pay out unused vacation and sick leave. 
But many companies operate in areas with few alternative 
employment opportunities. The cyclical pattern of laying 
off and re-hiring workers causes many workers to apply for 
unemployment benefits and, increasingly, workers’ compen-
sation benefits. Each time this cycle is repeated, companies 
end up permanently losing some employees, but the cost to 
the company can increase for re-hired employees because 
insurance premiums to state worker compensation funds 
increase each time a company’s employment stability 
decreases. Therefore, NDIA will continue to track this issue 
to highlight the unforced burden government funding dis-
ruptions place on the U.S. DIB workforce. 

Recommendations: 
7.	 The government’s fiscal challenges are serious, 

but they are not driven by defense spending. NDIA 
member companies of all sizes are negatively 
impacted by 15 years of unstable funding for DoD. 
Congress needs to renew its commitment to return 
to regular order and pass on-time annual defense 
appropriations bills. 

8.	 When DoD must operate under a CR, Congress 
should include provisions to address inflation 
impacts on personnel pay and military programs and 
to allow for new starts and procurement quantity 
changes to avoid creating further program delays.

9.	 Congress should immediately pass the pending 
national security supplemental funding request to 
support ongoing U.S. policy objectives for Ukraine 
and Israel, to strengthen Taiwan’s defense capabil-
ities, and to provide billions in additional support to 
the U.S. DIB.

10.	 The FY2025 President’s Budget Request (PBR) was 
released in March 2024. It is already clear that the 
mandatory FRA caps forced procurement and RDT&E 
budget decisions that do not align with planned acqui-
sition strategies and military requirements. The 
Administration and Congress need to work together 
to make necessary adjustments to the FRA caps to 
ensure the U.S. military is properly resourced.

Have you issued
a stop-work order
under a continuing

resolution?�

37%
Not Applicable

11%
Yes

52%
No

Stop Work Order Impacts
Question 13: 

Source: Survey

*Due to rounding, the sum of the figures may not equal 100%

Have you ever
received a stop-work

order under a
continuing resolution

14%
Not Applicable 22%

Yes

64%
No

Stop Work Order
Workforce Impacts

Question 26: 

*Due to rounding, the sum of the figures may not equal 100%

Source: Survey

Have employees
in your company ever
been laid off during a
continuing resolution

17%
Not Applicable

15%
Yes

68%
No

Stop Work Order
Workforce Lay-Offs

Question 27: 

*Due to rounding, the sum of the figures may not equal 100%

Source: Survey
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Pillar 2: Advancing DoD Digital 
Modernization and Transformation

The future character of war focuses on the use of emerg-
ing and disruptive technology, such as artificial intelligence 
(AI); offensive and defensive cyber security; autonomy for 
unmanned platforms; fifth generation (5G) and future genera-
tion (FutureG) communications and information technology; 
hypersonics; quantum computing; and directed energy. There 
will also be a shift from a single domain being the predomi-
nant domain of conflict to multi-domain conflict, including in 
space and cyberspace, which will play more prominent roles 
in the initial phases of any potential conflict. This will drive 
significant shifts in DoD’s budget prioritization including: new 
concepts of operations (“how we fight”); more experimen-
tation and prototyping; and renewed focus on partnerships 
with cutting-edge technology leaders, especially those adja-
cent to the traditional defense industrial base. 

Winning the race to maintain the U.S.’ technological 
competitive advantage requires deeper analysis of debates 
around the policies and authorities for these technologies. 
Getting the balance right will make or break whether DoD 
can successfully buy and integrate new technology at speed 
and scale fast enough to preserve and, where necessary, 
expand the U.S. military’s technological competitive advan-
tage. It will also have profound impacts on the ethical use 
of technology and whether the laws, policies, and regula-
tions governing U.S. DIB companies incentivize both current 
business efforts and attract new entrants. 

Intellectual Property and 
Data Rights Issues 

IP and data rights are crucial to the companies that design, 
manufacture, apply, and maintain the cutting-edge technol-
ogies, systems, and platforms our armed forces rely upon 
to deter aggression and defend our nation and its interests. 
Protection of these rights is also essential to the Department’s 
ability to incentivize investment in innovation, to gain access 
to new suppliers at the prime and subcontractor levels, and 
to maintain access to the information and technical data nec-
essary to support military equipment throughout its lifecycle. 
Simply put, respecting the private sector’s IP rights protects 
the long-term interests of the Department.

Over the last eight years, the legal and regulatory 
landscape related to the allocation of IP rights and to 
the Department’s approach toward managing IP has 
been carefully reformed52 in the pursuit of balanc-
ing the legitimate needs of both DoD and industry. The 
importance of this balance is reflected in the core princi-
ples of DoD’s IP policy, which directs the Department to 
“negotiate specialized provisions…whenever doing so will 
more effectively balance DoD and industry interests” and 
“respect and protect IP resulting from technology develop-
ment investments.”53 

Recently, the Department has been working to implement 
the statutory changes to IP rights contained in the FY2017 
and FY2018 NDAAs.54 However, more work is needed, includ-
ing promulgating these statutes in regulation,55 staffing and 
resourcing the Department’s IP cadres to support the acqui-
sition workforce, and training and educating the workforce on 
new approaches and best practices for IP. This work will con-
tinue to be supported by a growing body of study examining IP 
issues and exploring new models and techniques for manag-
ing IP. This includes the Section 813 Panel,56 various studies 
by the Acquisition Innovation Research Center (AIRC),57 and 
several congressionally directed pilot programs.58

The Department has also outlined goals to increase 
access to IP and data rights within the flexible acquisi-
tion59 pillar of the 2023 NDIS.60 The Department seeks to 
implement its goals by fully integrating IP planning into 
acquisition strategies that will protect core DoD interests 
over the entire lifecycle of the acquisition.61 The means by 
which the Department seeks to implement these actions 
is through the use of modular open systems approaches 
(MOSA)62 and mitigating IP restrictions on proprietary com-
ponents by negotiating specialized license agreements.63 The 
Department is also focusing on modernizing IP acquisition 
regulations and related guidance, updating and approving 
the delivery of IP training for the acquisition workforce, and 
expanding the IP knowledge base of the acquisition work-
force.64 The Department also intends to augment the recent 
creation of the IP Cadre offices in the Office of the Secretary 
of Defense (OSD) and the Military Services.65
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Furthermore, Congress remains actively engaged on IP 
rights and deliverables for a range of issues, including main-
taining equipment in conflict zones and austere operating 
environments,66 ensuring the proper return on investments in 
federal R&D, retaining the ability to re-compete sustainment 
of programs to control costs or improve quality, exercising 
better control over program sustainment costs, and helping 
DoD better leverage industry’s faster pace of innovation.67

As the discussions around IP and data rights continue 
and the Department moves towards implementation of 
the 2023 NDIS, it is essential to maintain the balance 
of serving the needs of the DoD without unduly harm-
ing and driving away industry. NDIA is diligently working 
through public rulemaking68 and legislative engagement69 
to ensure the delicate balance that serves the needs of both 
government and industry is maintained while adapting to 
changes in technology and industry best practices. Failure 
to fairly protect and secure the IP of small and large organi-
zations will almost certainly limit the Department’s access 
to game-changing innovation.

For example, many small businesses develop and pro-
vide cutting-edge technology through the Small Business 
Innovation Research (SBIR), Small Business Technology 
Transfer (STTR), or other programs, which in turn feed into 
larger procurements and operations and maintenance (O&M) 
efforts. The SBIR program has specific rights that protect 
IP, and small businesses can usually commercialize and/
or adapt these solutions for large government programs of 
record, creating real value for the Department and small busi-
nesses. However, without acceptable protections, small 
businesses—whose participation in the DIB has declined 
by over 40% in the last decade70—will be disincentivized to 
develop new ideas and/or will simply decline to do busi-
ness with the federal government altogether, depriving DoD 
from accessing innovative capabilities and technologies.

Inadequate IP and data rights protections can also have 
unintended consequences for the Department’s ability to uti-
lize innovative commercial products. Companies that supply 
products with both military and commercial applications 
often develop and rely upon the same detailed manufac-
turing and process data to manufacture both military and 
commercial products. Policies that compel commercial 
companies to disclose sensitive IP data increase the risk 

of IP leaking to competitors and disincentivize participa-
tion in the federal market. 

Commercial companies and nontraditional contractors 
at all tiers of the supply chain prioritize protecting their 
sensitive trade secrets against disclosure. Faced with the 
choice of disclosing IP and putting future revenue streams 
at risk or walking away from certain government contracts, 
many of these companies will choose to protect their IP 
and commercial business. For example, at a recent gov-
ernment-industry forum, one small business succinctly 
explained the challenge. First, the company representa-
tive made it clear small businesses take pride in and do 
want to meet the unique requirements of U.S. warfighters. 
At the same time, the company representative explained it 
is difficult for small commercial businesses to offer cut-
ting-edge technology when its IP, developed with private 
funds, could end up in the hands of competitors due to 
government regulation. In addition, if the small business 
accepted private investment, the small business would 
expect its investors to reduce the value of the product or 
technology in which they are investing because they would 
assess the value of the company’s IP had been diluted. 
For companies with this business context, the company may 
decide to develop two different versions of a product: one 
for the government and one for the commercial sectors. 
This could result in a better product going into a commercial 
offering or to another commercial entity that may or may not 
be willing to sell to the government, depending on outside 
investor decisions. Under these circumstances, the company 
strongly encouraged other participating companies and the 
government to focus on developing IP policies and regula-
tions comparable to those in the U.S. commercial sector. 

The most effective way for DoD to maximize its access 
to IP is to ensure the Department is a fair, collaborative 
partner with industry in the shared mission to provide our 
servicemembers the most advanced, best-maintained 
equipment possible. The more companies seek to work with 
the DoD, the more access the Department will have to capa-
bilities that are innovative, cutting-edge, and driven by IP. 
Without consistent policies that proportionally protect the 
IP and data rights of industry, companies are driven away 
from their ability to partner with the DoD, further shrinking 
the U.S. DIB and the Department’s capabilities. 
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Excluding Technologies
to Protect Intellectual Property 

Question 56: 

Source: Survey

Given the profound importance of this issue, NDIA 
tracked industry views on IP in the Vital Signs 2024 
Survey. Even considering the changes in statute and DoD 
policy intended to balance the interests of DoD and indus-
try over the last eight years, the results of the Vital Signs 
2024 Survey demonstrate companies within the DIB still 
fear significant risks to their IP when contracting with the 
DoD. Nearly a quarter (21%) of private sector respondents 
chose not to bid on certain DoD contracts out of fear DoD 
requirements for IP would put a company’s rights at risk 
(see Q55 and Q56 Charts). In addition, in the follow-up ques-
tion asking if there were instances in which companies did 
not include certain technologies in bids due to concerns 

over IP protection, 28% of private sector respondents said 
their company decided not to include certain technologies 
in bids because of IP concerns. Most alarming, 61% of the 
private sector respondents in the Vital Signs 2024 Survey 
who choose not to bid on certain DoD contracts out of 
fear that DoD requirements for IP will put their compa-
ny’s rights at risk identified as small businesses. 

Recommendation
11.	 Congress and the DoD should continue to work 

with industry, academia, and research institutions 
as the executive branch implements recent statu-
tory changes, considers refinements to the system, 
and explores new innovative IP techniques that sup-
port digitally based weapon systems. This will help 
ensure the DoD has access to the IP necessary to 
complete its mission without stifling innovation 
or the ability of companies, especially innova-
tive small businesses and startups, to partner with 
the Department. As an immediate next step, the 
newly created pilot programs in the FY2024 NDAA 
for innovative IP strategies (Section 808) and any-
thing as-a-service (Section 809) can be harnessed 
towards this joint effort. 

Cybersecurity
Technological advancements offer tremendous eco-

nomic and national security benefits to our nation, but 
our increasingly interconnected world also incentivizes 
sophisticated adversaries to hunt for opportunities to 
exploit vulnerabilities to their advantage. Last year, a PRC 
state-sponsored actor, Volt Typhoon, was exposed for tar-
geting critical infrastructure sectors, including military 
infrastructure, in the U.S. territory of Guam and across the 
U.S. At the time, U.S. federal agencies reported the attacks 
suggested preparation for a future attack on U.S. critical 
infrastructure. This is an important development because 
it would represent a strategic shift from previous tactics of 
long-term surveillance to the development of an offensive 
capability purposefully designed to disrupt critical commu-
nications infrastructure. 

From an economic and security perspective, the U.S. 
must protect our nation’s critical data and networks. Our 
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pacing competitor and near-peer competitors work every 
day to steal commercial and personal IP, financial and 
health information, and to undercut the U.S. military’s com-
petitive advantage on the battlefield. For these reasons, 
NDIA and our member companies long ago committed to 
the necessity of security for the data and systems that 
power the U.S. DIB, as well as the platforms, infrastruc-
ture, and services that support our nation’s warfighters. 
Simultaneously, to avoid extraneous costs and burdens on 
industry, NDIA has been attentive to focusing resources and 
efforts to prioritize protecting the critical information and 
systems that truly matter. 

The continued flux and uncertainty in the scope and 
application of DoD cybersecurity requirements and the 
lack of a well-understood implementation plan have been 
a longstanding cause of uncertainty for NDIA member 
companies, especially around estimating the costs of (1) 
establishing, (2) maintaining, and (3) certifying the mandated 
safeguards. For example, since 2017, defense contractors 
have been required to protect controlled unclassified informa-
tion (CUI) in accordance with requirements defined in NIST 
SP 800-171, Protecting Controlled Unclassified Information in 
Nonfederal Systems and Organizations. However, when imple-
menting this directive under DFARS 252.204-7012, DoD did not 
release a cost estimate to assess the impact on the U.S. DIB, 
even though the Department knew that costs would increase. 
In response to questions about cost, the final rule71 stated the 
compliance costs are “unknown” but “deemed necessary.”

Subsequently, in 2019, DoD sought to require third-party 
verification that a company complied with the required 
cybersecurity standards through the Cybersecurity Maturity 
Model Certification (CMMC) program. On the surface, the 
concept appeared straightforward. Specifically, the CMMC 
program was designed to ensure defense contractors fully 
comply with their contractual obligations to protect controlled 
CUI by moving away from a self-attestation model to a model 
requiring companies to hire third-party assessors to certify 
compliance. The path to implementing the CMMC pro-
gram, however, has been characterized by uncertainty. In 
September 2020, the DoD published an interim rule, DFARS 
Case 2019-D041, implementing CMMC.72 The interim rule 
became effective on November 30, 2020, establishing a five-
year phase-in period. Although the interim rule provided cost 
estimates for CMMC assessments and certifications, the 

estimates have been a controversial issue for companies of 
all sizes with some reaching six-figure compliance expenses. 
The rule itself, for example, estimated a cost of more than 
$100,000 for three years of compliance for small companies.73

On December 26, 2023, the Department released a new 
proposed rule to implement CMMC 2.0.74 The new rule is 
intended to respond to industry’s experience with CMMC’s 
first version in several ways. The CMMC 2.0 proposed rule 
reduces the number of compliance levels from five levels to 
three levels, aligns Level 2 compliance with NIST SP 800-
171, and aligns Level 3 compliance with NIST SP 800-171 
& SP 800-172.75 The proposed rule acknowledged public 
feedback that the government cost estimates for CMMC 1.0 
were too low and that “some CMMC 2.0 costs may be higher 
than those included in CMMC 1.0.”76 This is a consequen-
tial acknowledgment by DoD as the costs to implement 
CMMC 2.0 are significant. According to DoD’s estimates, 
the private sector will face an annualized cost of $4 billion 
to implement the program.77 These cost estimates include 
nonrecurring engineering costs, recurring engineering costs, 
assessment costs, and affirmation costs. The private sector 
still faces uncertainty as NIST SP 800-171 is also currently 
undergoing a separate rulemaking update from Revision 2 
to Revision 3.78 This complicates industry’s ability to provide 
feedback on the new pending rule, especially given the short 
timeline the Department provided for comments. 

Compounding the challenges to industry, the proposed 
rule does not include the costs associated with implement-
ing the underlying cybersecurity controls, specifically the 
security requirements outlined in FAR clause 52.204-21 for 
CMMC Level 1 and the security requirements outlined in 
NIST SP 800-181 Rev 2 for CMMC Level 2. As mentioned 
previously, the Department states the costs are “unknown” 
but “deemed necessary.” When it released the CMMC 2.0 
proposed rule, the Department indicated it did not con-
sider the costs of the underlying requirements for CMMC 
Level 1 and Level 2 because they “should have already been 
incurred.”79 While this may be true for existing companies 
within the U.S. DIB, new entrants, including small compa-
nies, nontraditional companies, and technology start-up 
companies, will likely need credible cost estimates to fully 
assess the requirements of doing business with DoD. 

In addition to significant open questions regarding the 
costs of CMMC 2.0, the scope of the proposed rule goes well 
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beyond companies simply complying with existing require-
ments. For example, the proposed rule expands CMMC 
2.0 requirements to the application of all NIST SP 800-171 
controls and certification assessments to External Service 
Providers (ESPs),80 a new category of organization. The prac-
tical implementation means all Managed Service Providers 
(MSPs)81 and Managed Security Service Providers (MSSPs)82 
– the companies who provide information technology and 
cybersecurity services to defense firms – must certify before 
the companies they support can seek an assessment. 

The Department also expanded the scope of CMMC 
requirements by creating a new category of information 
called Security Protection Data, but did not clearly define 
“data.” In addition, the proposed rule effectively mandates 
every security tool delivered as a cloud service must be 
Federal Risk and Authorization Management Program 
(FedRAMP)83 authorized or equivalent. As companies eval-
uate buying additional security tools, this mandate in the 
proposed rule could drive them to purchase the more expen-
sive FedRAMP options wherever possible. 

The proposed rule also expanded the affirmation require-
ments for CMMC Level 1, Level 2, and Level 3. A senior 
company official must affirm continuing compliance with 
the requirements of all systems within scope of the CMMC 
2.0 program. It is not clear whether this affirmation is just 
for a specific point in time or whether it is continuous. While 
companies can undoubtedly certify at a point in time that 
all controls are in place and working, company officials will 
face new potential liability and an almost impossible task 
if the purpose of the affirmation requirement is to affirm 
after a set point in time continuing compliance that sys-
tems will not break, controls will not fail, and cyber threats 
will not change. 

Finally, companies include their compliance costs 
into the pricing of their services. As currently proposed, 
CMMC could add significant cost to every major weap-
ons system and service contract. Since the DoD topline is 
not expected to increase significantly over the next several 
years, this will reduce funds available for other important 
priorities. Therefore, understanding the costs to contrac-
tors to safeguard information is an essential element to 
ensure that companies, especially small businesses and 
start-up companies, are not regulated out of their ability 

to support the Department and its missions. The cost and 
scope uncertainty make it difficult for many defense com-
panies to plan their cybersecurity initiatives, operations, 
and financial investments.

Recommendations
12.	 DoD must engage in a formalized process with 

industry and across the government to estab-
lish clear and consistent CUI identification and 
marking guidance. The risk management goals 
of CMMC 2.0 are fully dependent upon the abil-
ity of government and industry to effectively 
manage and safeguard defense-sensitive CUI. 
Effective management, however, is only possible 
with clear, accurate identification of what informa-
tion requires protection and consistent government 
marking of CUI prior to the transmission of such 
CUI or clear instruction to the contractor when 
their performance under a contract will create 
defense-sensitive CUI.  

13.	 DoD should partner with industry to develop and 
implement a plan to help U.S. DIB companies tran-
sition between NIST SP 800-171 Revision 2 and 
Revision 3. This is essential to help companies 
meet contractual obligations under the DFARS.

14.	 DoD must engage with industry to provide fur-
ther refinement around the scope and application 
of the proposed CMMC 2.0 requirements. This 
will be essential to prevent overregulating current 
companies out of working with DoD and serving 
as prohibitive barriers for new entrants and non-
traditional companies, the very companies DoD’s 
strategic policy objectives aim to attract. 

15.	 The 2023 NDIS highlights the need to mitigate 
cybersecurity costs of entry to help diversify the 
supplier base with small companies, sub-tier suppli-
ers, and nontraditional companies and industries.84 
As part of this effort, the Department should part-
ner with industry to understand the actual costs 
of DoD’s cybersecurity requirements so that new 
entrants can assess the costs of doing business 
with the Department.
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Areas of Concern for Small Businesses

5 U.S. Department of Defense, “Small Business Strategy.” January 26, 2023. https://media.defense.gov/2023/Jan/26/2003150429/-1/-1/0/SMALL-BUSI-
NESS-STRATEGY.PDF (accessed February 24, 2024). Page 5.
6 Ibid.

Small businesses, defined in the Vital Signs 2024 Survey 
as generating total revenue between $0-$25 million each 
year or registered as a small business with the govern-
ment, drive innovation broadly in the U.S. economy and 
specifically in the U.S. DIB. As the most recent DoD Small 
Business Strategy notes, in Fiscal Year 2021 small busi-
nesses made up 73% of all companies that did business 
with DoD and 77% of the R&D companies that did business 
with DoD.5 However, there are troubling indications that 
more structural support needs to be provided to keep this 
important population of companies in the U.S. DIB thriv-
ing. As noted in Vital Signs 2023, in recent years the overall 
number of companies in the U.S. DIB has declined, and DoD 
estimates the number of small businesses participating 
in the DIB has declined by over 40% in the past decade.6 
In addition, small businesses have been under additional 
increasing pressure over the last three years. The residual 
effects of the pandemic, including supply chain disruptions 
and workforce shortages and historically high inflation and 
interest rates, have combined to increase liquidity risk to 
small businesses. 

The Vital Signs 2024 Survey included tailored questions 
for small business private sector respondents. 

Of the most significant difficulties faced by small 
businesses in government contracting, private sector 
respondents highlight (see Q14 Chart):

•	 Complex and protracted procurement  
processes (66%)

•	 Federal budget processes (51%) 

•	 Lack of institutional support from the  
customer for small businesses (47%)

•	 Burden and risk of compliance with government 
contracting requirements (45%)

•	 Competition with larger firms (43%)

NDIA focused this past year on cash flow as a key issue 
for U.S. DIB companies of all sizes. The 2023 NDIS states 
the Department will seek to support U.S. DIB small busi-
nesses by “accelerating payments to small businesses 

and seek ways to incentivize large prime contractors to do 
the same with small business subcontractors, to include 
assessment of ways to address slow cash flow through 

Question 14: 
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existing accounting practices and business systems.” 
Vital Signs 2024 takes a deeper look at this issue here for 
small businesses. Through the process of soliciting feed-
back on how DoD could support accelerating payments to 
small businesses,7 NDIA small business members provided 
specific feedback on ways DoD itself could provide better 
support for small businesses. They noted that numerous 
small businesses in the U.S. DIB report significant pay-
ment delays attributable to technical issues within the 
Wide Area Workflow (WAWF)8 and Procurement Integrated 
Enterprise Environment (PIEE)9 systems. These systems’ 
glitches not only delay the initiation of the payment clock 
with the Defense Finance and Accounting Service (DFAS) 
for both prime and subcontractors, but they also have a 
ripple effect on overall DIB cash flow. 

Recommendations:
15.	 DoD should enhance the accuracy of Department 

of Defense Activity Address Code (DODAAC) infor-
mation in the WAWF and PIEE systems. 

16.	 DoD should clarify the roles and responsibilities of 
contract administrators, particularly those in the 
acceptor role, and provide clear points of contact 
information.

17.	 DoD should increase training initiatives for DoD 
personnel acting as acceptors within the WAWF 
and PIEE systems.

18.	 DoD should introduce performance metrics and 
incentives designed to expedite the WAWF accep-
tance process, which accounts for protracted delays.

7 National Defense Industrial Association. “Comment on FR Doc # 2022-13047.” July 18, 2022. https://www.regulations.gov/comment/DARS-2022-0012-
0005 (accessed February 22, 2024).
8 The Wide Area Workflow (WAWF) is a secure, web-based system for electronic invoicing, receipt, and acceptance. As of March 3, 2008, DoD issued a 
final rule amending the DFARS to require use of the WAWF as the only acceptable electronic system for submitting requests for payment (invoices and 
receiving reports) under DoD Contracts. www.dla.mil 
9 The Procurement Integrated Enterprise Environment (PIEE) is a cloud-based enterprise platform, managed by the U.S. Defense Logistics Agency, that 
hosts many of DoD’s enterprise procurement capabilities. www.acq.osd.mil
10 In 2017, the Tax Cuts and Jobs Act (TCJA) (P.L. 115-97) was signed into law. The TCJA repealed the option to deduct the entire amount of research and 
experimental expenses incurred in a given year. The repeal was made effective with tax years beginning after December 31, 2021. Companies are there-
fore currently required to capital these expenses and amortize them over a minimum of five years. Further educational material on this topic can be found 
at: https://crsreports.congress.gov/product/pdf/IN/IN11887
11 Most small businesses are so-called “pass through” entities, where the income from the business and the income from the individual owner(s) are 
combined for federal income tax filing purposes. 
12 OECD. “Tax Incentives for R&D and Innovation.” https://www.oecd.org/innovation/tax-incentives-RD-innovation/ (accessed February 23, 2024).

In addition to cash flow, there are two additional NDIA 
small business priority concerns: (1) the current statutory 
R&D amortization requirement, and (2) the importance of 
SBIR and STTR programs. 

Tax R&D Amortization
In 2023, small businesses encountered a new and signif-

icant cash flow challenge – the statutory R&D amortization 
requirement.10 While the policy discussions regarding R&D 
amortization have been active over the last few years, small 
businesses saw the evidence of the additional impact to 
their cash flow challenges in the 2022 tax return filings.11 

Rather than receiving the full deduction for qualified R&D 
expenses in the year incurred, all companies, including 
small businesses, are required to amortize the deduction 
over five years and are only allowed to deduct up to 10% 
of the company’s expenses in the year they are incurred. 
This resulted in a dramatically higher tax bill for small busi-
nesses, which reduced companies’ ability to maintain a 
highly qualified and specialized workforce as well as to 
make further R&D investments. 

While the current statutory R&D amortization require-
ment is a brake on the U.S. DIB’s ability to innovate or 
even remain in the defense industrial base, countries such 
as the PRC are using their tax policies as an accelerator. 
The PRC uses a “super deduction” (200%) of qualified R&D 
expenses for innovative manufacturers of all sizes and 
sectors, including those in its defense industrial base. In 
total, there are 17 countries, including 10 Organization for 
Economic Cooperation and Development (OECD) coun-
tries, that provide immediate recovery of more than 100% 
of eligible R&D expenses.12

Recommendations:
16.	 DoD should enhance the accuracy of Department 

of Defense Activity Address Code (DODAAC) 
information in the WAWF and PIEE systems. 

17.	 DoD should clarify the roles and responsibili-
ties of contract administrators, particularly those 
in the acceptor role, and provide clear points of 
contact information.

18.	 DoD should increase training initiatives for DoD 
personnel acting as acceptors within the WAWF 
and PIEE systems.

19.	 DoD should introduce performance metrics 
and incentives designed to expedite the WAWF 
acceptance process, which accounts for pro-
tracted delays.

https://www.regulations.gov/comment/DARS-2022-0012-0005
https://www.regulations.gov/comment/DARS-2022-0012-0005
http://www.dla.mil
http://www.acq.osd.mil
https://crsreports.congress.gov/product/pdf/IN/IN11887#:~:text=The%20TCJA%20repealed%20the%20option,15%20years%20for%20foreign%20research.
https://www.oecd.org/innovation/tax-incentives-RD-innovation/
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NDIA therefore supports a R&D amortization patch 
extender deal to provide a bridge for companies until 2025 
when a larger tax package is expected to be negotiated. 
In January 2024, the House Ways & Means Committee 
passed H.R. 7024, the Tax Relief for American Families and 
Workers Act of 2024, by a vote of 40-3, and the U.S. House 
of Representatives passed H.R. 7024 by a vote of 357-70.13 
The legislation promotes U.S. innovation by allowing compa-
nies to immediately deduct the cost of their U.S.-based R&D 
investments rather than to deduct those costs over a five-
year period through 2025. At the time of the publication of this 
report, the legislation is under consideration in the Senate. 

Recommendation:
15.	 Congress should provide immediate statutory relief 

to the statutory R&D amortization requirement. 

SBIR and STTR Programs
The SBIR program was established in 1982 by the Small 

Business Innovation Development Act.14 The four goals of 
the SBIR program are to stimulate technological innovation; 
use small businesses to meet federal R&D requirements; 
foster and encourage participation by socially and econom-
ically disadvantaged small businesses, as well as those that 
are 51% owned and controlled by women, in technological 
innovation; and increase private sector commercializa-
tion of innovations derived from federal R&D. The STTR 
program, created by the Small Business Research and 
Development Enhancement Act of 1992,15 was established 
to facilitate the commercialization of university and federal 
R&D by small businesses. These programs are intended to 
facilitate and streamline the participation of competitive 
small businesses to work in coordination with the federal 
government on agency-specific R&D needs. By extension, 
the SBIR and STTR programs expand the economic impact 

13 U.S. House of Representatives. “Roll Call 30, 118th Congress, 2nd Session.” Clerk of the House. January 31, 2024. https://clerk.house.gov/
Votes/202430 (accessed March 30, 2024).
14 P.L. 97-219
15 P.L. 102-564
16 Small Business Administration. “The SBIR and STTR Programs.” About. https://www.sbir.gov/about (accessed February 22, 2024).
17 Gallo, Marcy E. “Small Business Research Programs: SBIR and STTR.” Congressional Research Service. October 21, 2022. https://crsreports.congress.
gov/product/pdf/R/R43695 (accessed February 22, 2024).
18 Ibid.

of federal investments in small businesses by actively sup-
porting private sector commercialization of the innovations 
stemming from this research. 

Both the SBIR and STTR programs have three phases. 
Phase I funds feasibility-related R&D feasibility-R&D related 
to the participating federal departments’ and agencies’  
requirements.16 Phase II supports additional R&D efforts 
initiated under Phase I with a focus on meeting specific pro-
gram requirements and exhibiting potential for commercial 
application. Finally, Phase III focuses on commercialization 
of the results of Phase I and Phase II grants. It is import-
ant to note the SBIR and STTR programs do not provide 
funding under Phase III. 

The SBIR and STTR programs have been extended and 
reauthorized several times. Both programs are currently 
authorized through September 30, 2025 (FY2025). In the 
latest legislative process to extend the programs, congres-
sional oversight focused on several issues, including how 
to improve commercialization outcomes, the geographical 
distribution of awards and funding, the amount of agency 
funding set aside for the programs, and the participation by 
socially, economically disadvantaged, and women-owned 
businesses.17 In the reauthorization of the programs, 
Congress included provisions to address research secu-
rity concerns and the potential for malign foreign influence; 
increased performance standards in programs by multiple 
award recipients; a requirement for DoD to create an open 
innovation topic for each DoD component solicitation; and 
directed the U.S. Government Accountability Office (GAO) 
to conduct a number of studies.18

Recommendations:
15.	 When the SBIR and STTR programs come up for 

reauthorization in calendar year 2025, Congress 
should permanently reauthorize both programs. 

Recommendation:
20.	 Congress should provide immediate relief to the 

statutory R&D amortization requirement.

Recommendation:
21.	 Congress should permanently reauthorize SBIR 

and STTR when both programs come up for 
reauthorization in calendar year 2025.

https://clerk.house.gov/Votes/202430
https://clerk.house.gov/Votes/202430
https://www.sbir.gov/about
https://crsreports.congress.gov/product/pdf/R/R43695
https://crsreports.congress.gov/product/pdf/R/R43695
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Pillar 3: Foreign Military Sales 
Modernization and Technology 
Cooperation 

As noted earlier in the report, significant fluctuations in 
high-value FMS transactions are one of the three top driv-
ers of U.S. DIB revenue volatility. In Vital Signs 2023, NDIA 
committed to working on FMS modernization and improved 
technology integration with U.S. allies and partners. In the 
Vital Signs 2024 Survey, 62% of private sector respondents 
stated that direct commercial sales (DCS) and FMS were 
either extremely or very important (see Q36 Chart). NDIA 
spent the last year working on the biggest barriers to better 
government-industry alignment under this pillar. 

The strong regional and global networks of alliances and 
partnerships the U.S. built and maintained since the end of 
World War II serve as diplomatic and military operational 
centers of gravity in national deterrence and, should conflict 
erupt, will help provide our decisive advantage in ultimately 
prevailing in conflict. At the operational level of warfare, 
these alliances and partnerships require assured access, 
basing, and overflight agreements; trusted and resilient 
command and control architectures; and interoperable and 
interchangeable platforms, systems, and infrastructure. To 
keep them strong, the U.S. must also focus on updating 

the policy, legal, regulatory, and technology security 
framework governing U.S. defense trade. This includes 
modernizing our FMS processes, deepening our technolog-
ical cooperation and integration with our closest allies and 
partners, and having clear parameters around technology 
releasability and export controls. 

Current U.S. defense trade’s legal, regulatory, and tech-
nology security framework was designed in a strategic era 
when the U.S. enjoyed technological dominance. But this 
legal and regulatory framework has “increasingly figured as 
roadblocks to defense industrial and technology integration” 
with the United States’ closest allies.85 U.S. allies and part-
ners around the world are building their own indigenous 
defense industrial sectors and are becoming centers of 
innovation and cutting-edge technology. Globalization, 
the migration of innovation to the commercial sector, 
and the proliferation of dual-use technologies incentiv-
ized them to explore new and innovative ways of doing 
business. The inherent tension between protection and 
competition must be carefully managed, and vigorous con-
trols around what truly needs to be protected must remain 
in place. At the same time, both military operational and 
U.S. DIB business challenges provide a compelling case for 
a clearer, more responsive, framework. 

The 2023 NDIS notes international allies and part-
ners, each with their own robust defense industries, will 
continue to be a cornerstone of DoD’s concept of inte-
grated deterrence.86 The strategy further states “[p]
roactively developing, growing, and sustaining multi-
ple, redundant, production lines across a consortium of 
like-minded nations is imperative for the U.S. to ensure 
adequate production capability and capacity while mit-
igating exposure to supply disruptions or changing 
production requirements.”87 Therefore, NDIA will continue 
to support modernizing our FMS processes, supporting 
government-industry engagements to operationalize the 
Australia–United Kingdom–United States (AUKUS) secu-
rity pact, and working with Department of Commerce 

How important 
are direct commercial
sales and/or foreign

military sales to

26%
Extremely
Important

36%
Very Important

2%
Not Important

10%
Marginally
Important

26%
Somewhat
Important

Importance of Direct
Commercial Sales and
Foreign Military Sales 

Question 36: 

*Due to rounding, the sum of the figures may not equal 100%

Source: Survey
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(Commerce) as it pursues a new model for export con-
trols and reestablishes the President’s Export Council 
Subcommittee on Export Administration (PECSEA), a 
subcommittee of the President’s Export Council (PEC). 
These efforts address key concerns private sector respon-
dents identified in the Vital Signs 2024 Survey including 
International Traffic in Arms Regulations (ITAR) chal-
lenges (55%), transparency with and communication from 
the U.S. federal government (36%), Export Administration 
Regulations (EAR) (33%), and insufficient prioritization of 
U.S. allies and partners in the FMS process (33%). 

Modernizing and 
Streamlining FMS

FMS reform and modernization is critical to strengthen-
ing the resiliency of the U.S. DIB in an era of great power 
competition, to enhancing diplomatic ties by strengthening 
our network of alliances and partnerships, and to improv-
ing the effectiveness of those relationships by enhancing 
military interoperability at the operational level. Under 
the current framework, the FMS process, particularly 
technology release and foreign disclosure, is opaque, dis-
aggregated, and slow. DoD addresses technology security 
risks by establishing new processes and responsibilities 
with defined authorities to different offices for each iden-
tified risk. Each office, in turn, develops its own internal 
processes with different decision-making mechanisms. 
No single office has responsibility for resolving internal 

disagreement in a timely fashion,88 and DoD lacks a coor-
dinated technology transfer decision framework aligned 
to the 2022 NDS. 

In August 2022, DoD established the DoD FMS Tiger 
Team to investigate how to improve the portion of the FMS 
process handled by DoD. In June 2023, the Department 
released six areas of reform, including: (1) improv-
ing the Department’s understanding of ally and partner 
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https://www.defense.gov/News/Releases/Release/Article/3425963/department-of-defense-unveils-comprehensive-recommendations-to-strengthen-forei/
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requirements; (2) enabling efficient 
reviews for technology release; (3) pro-
viding allies and partners with relevant 
priority capabilities; (4) accelerating 
acquisition and contracting sup-
port; (5) expanding DIB capacity; and 
(6) ensuring broad U.S. government 
support for improving the FMS pro-
cess.89 In addition, in May 2023, the 
State Department unveiled its own 
approach to FMS strategic planning, 
which included ten initiatives focused 
on improving efficiency and competi-
tiveness in the FMS process.90

The 2023 NDIS noted that “FMS 
has the additional benefit of helping 
to achieve economies of scale by shar-
ing some of the burden of acquisition 
and sustainment across the lifecycle 
of defense platforms, which in turn 
strengthens the global defense indus-
trial base.”91 The strategy reiterated the six areas of 
reform from the DoD FMS Tiger Team. It also noted that 
to incentivize U.S. DIB investment in production capacity 
and surge capability, total requirements of high-demand, 
low-supply platforms, systems, munitions, and services 
must be informed by U.S. and allied partner demand levels.

And yet, in the next year, private sector respondents 
do not assess anything will change in their defense 
trade business operating environment. When asked if 
they expect it to get easier or harder to sell their products 
and services to foreign customers, 69% responded they 
expect the year-over-year change to remain the same (see 
Q38 Chart). For those companies expecting change, 23% 
expected the environment to get either somewhat harder 
or much harder, while 18% expected the environment to get 
somewhat easier or much easier.

To support the ongoing work of NDIA members, the Vital 
Signs 2024 Survey asked private sector respondents to iden-
tify the biggest barriers to selling products and services to 
foreign customers (see Q37 Chart): 

•	 International Traffic in Arms Regulations 
(ITAR) (45%) 

•	 Slow timelines for Letter of Request (LOR) and 
Letter of Acceptance (LOA) and contracting/award 
process (34%)

•	 Competition from international competitors (34%)

Private sector respondents were also asked to identify the 
primary factor that influenced their answer on their oper-
ating environment (see Q39 Chart):

•	 Geopolitical factors (38%)

•	 U.S. government regulation/compliance burden (26%) 

•	 Economic factors (e.g., inflation, consumer 
demand) (16%)

https://www.state.gov/fms-2023-retooling-foreign-military-sales-for-an-age-of-strategic-competition/
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Last year, NDIA was asked to provide responses for the 
record92 on ways to build resiliency within the U.S. and with 
partners in the Indo-Pacific region. The top three recom-
mendations were to prioritize the U.S.’ closest allies and 
partners when they submit a FMS application rather than 
processing applications as they are received; to invest in an 
increased and expertly trained FMS contracting workforce; 
and to implement a start-to-finish tracking system for FMS 
contracts to support U.S. allies and partners through the 
LOR, LOA, and acquisition process.93 

The FY2024 NDAA94 contained several important pro-
visions designed to make the FMS process more effective 
and responsive. First, acknowledging the FMS workforce 
is overstretched, the conference report included Section 
1204, which establishes a Foreign Military Sales Center of 
Excellence, to improve the training and education of per-
sonnel engaged in FMS planning and education.95

In addition, Section 873, Program and Processes 
Relating to Foreign Acquisition, mandates that no later than 
March 1, 2024, and no less frequently than annually there-
after, the Secretary of Defense will hold an industry day 
to bring together foreign officials, covered embassy staff, 
and members of the U.S. DIB to raise awareness of DoD’s 
role in the FMS process, ascertain foreign demand for U.S. 
weapons systems, and identify potential opportunities for 
foreign industry partnership.96 This section also requires 
the OUSD(A&S) and each of the military departments to 
designate an individual to serve as a single point of contact 
to coordinate information and outreach on DoD implemen-
tation of the FMS process and to respond to inquiries from 
representatives of the U.S. DIB and partner countries.97 

Finally, Section 918, Technology Release and Foreign 
Disclosure Reform Initiative, mandates the Secretary of 
Defense carry out an initiative to reform and improve 
policies, processes, and procedures applicable to tech-
nology release and foreign disclosure decisions by DoD.98 
The reform initiative is meant to include the development of 
recommendations to increase efficiency and reduce time-
lines for the processing of foreign disclosure decisions, to 
standardize applicable processing and information-sharing 
systems, and to continually improve these processes within 
DoD and across the interagency. The reform initiative is also 
intended to include the development of metrics for the man-
agement of the technology release and foreign disclosure 

process to provide objective and subjective measures of 
performance to improve senior leader decision-making. 

Recommendations: 
22.	 To date, there has been limited communication 

from either DoD or State on the progress of imple-
menting their FMS reform efforts. Both DoD and 
State should prioritize completing their identified 
areas of FMS reform in the calendar year 2024. 

23.	 DoD should prioritize implementing Section 918, 
Technology Release and Foreign Disclosure Reform 
Initiative, and the Department’s senior leadership 
should ensure the implementation addresses con-
gressional and industry priorities for an expedited 
and transparent review process. 

Launching AUKUS 
Implementation

Launched in September 2021, the AUKUS security 
pact is designed to be part of the strategic deterrent to 
the PRC’s growing military capabilities in the Indo-Pacific 
region. Although attention initially focused on the proposed 
transfer of nuclear propulsion technology to Australia, the 
plan also has ambitions to develop advanced technologies 
and other military capabilities expected to deliver decisive 
advantage in the digital era of warfare. In April 2022, for 
example, AUKUS leaders committed “to commence new 
trilateral cooperation on hypersonics and counter-hyper-
sonics, and electronic warfare capabilities, as well as to 
expand information sharing and to deepen cooperation 
on defense innovation”99 in response to the PRC’s tests of 
hypersonic missiles. The joint announcement noted hyper-
sonics and electronic warfare cooperation were additions 
to previous agreements to deepen cooperation on cyber, 
AI, quantum technologies, and additional undersea capabil-
ities. On December 1, 2023, the AUKUS Defense Ministers 
released a joint statement highlighting the following priority 
activities under Pillar II: maritime autonomy experimen-
tation and exercises; trilateral anti-submarine warfare; 
quantum positioning, navigation, and timing; resilient and 
autonomous AI technologies; deep space advanced radar 
capability, and cyber.100 
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The FY2024 NDAA included several important provi-
sions covering the AUKUS security pact.101 These provisions 
include the Pillar I authorization of transfer on a sales basis 
of up to three Virginia-class submarines to Australia and 
the ability to recover incurred expenses from the transfers. 

The legislation also included Section 1343,102 which 
provides a broad ITAR exemption for Australia and the 
United Kingdom for AUKUS-related projects should the 
administration certify the countries have comparable reg-
ulatory regimes. There are three areas the Administration 
will need to address through its interagency decision-mak-
ing and its regulatory process: it will need to define and 
determine “comparable regulatory regimes;” establish the 
mechanisms through which industry partners in all the 
countries can use the exemptions; and address the chal-
lenges the scope of the exemption could create. These 
are important issues as all three governments and indus-
try have experienced the suboptimal implementation of 
the 2007 Defense Trade Cooperation Treaties (DTCTs).103 

Section 1343 is an important provision for the gov-
ernment to get right, and there are concerns in industry 
regarding how effective it can be under the current 
defense trade framework, which is not designed to dis-
tinguish what is truly important and what is not. The 
definitions contained in the 1976 Arms Export Control Act 
(AECA) consider a “defense article” as an item or tangible 
good, a service, or technical data.104 The legal definition of 
defense article is not more clearly defined in this law or any 
other statute. Historically, the U.S. State Department has 
applied this definitional construct as broadly as possible, 
and there is no level of materiality or tiered system or hier-
archy of classification for different types of defense articles.

Industry is also expected to closely track how the AUKUS 
ITAR exemption will address the question of universal extra-
territoriality. Under extraterritoriality, the initial exporter has 
the right to approve or deny any re-export or transfer of 
those items within a recipient country or outside that coun-
try. ITAR is not based on one-time approvals for the export 
of a defense article or system; rather, the U.S. requires a 
recipient country to go back to the original approver and 

ask for permission to re-export the defense item to another 
end user. This is not a trivial concern as a single non-ma-
terial item from a supply chain or a transfer of knowledge 
requires going back to the U.S. for approval. Both Australia 
and the UK have supply chains and sub-contracts with other 
U.S. allies and partners who are not currently participating 
in AUKUS. For example, under the current construct, a UK 
company must seek permission from the U.S. to subcontract 
to a company in a NATO member state. Under this example, 
if the UK company must continue to seek permission, U.S. 
industry anticipates the implementation of the NDAA AUKUS 
ITAR exemption could be a repeat of the 2007 DTCTs. 

As an initial interim measure, in May 2023, the State 
Department announced it would implement the AUKUS 
Trade Authorization Mechanism (ATAM), to establish 
license exemptions for certain exports to approved entities 
within AUKUS countries. In making the announcement, the 
State Department noted the “vast majority of U.S.–Australia 
defense trade occurs via FMS” and ATAM will permit “most 
items that would typically be transferred under FMS author-
ities” to be “transferred under Direct Commercial Sales 
(DCS) authorities,”105 which are the only transactions eligi-
ble for export license exemptions. The State Department 
further noted the United States also intends to request com-
mitments from Australia and the UK “on shared standards 
for the protection of defense information and materials con-
sistent with” applicable U.S. standards.106

From a U.S. industry perspective, AUKUS represents at 
least the third attempt at export control reform.107 A vigor-
ous, comprehensive export control regime is essential to 
preserve U.S. economic security and U.S. national secu-
rity, including the technological competitive advantage of 
our military. At the same time, it is equally important to pri-
oritize what requires protection. A thoughtful piece on these 
issues highlighted the consequences of failing to imple-
ment the ITAR exemption correctly: “the U.S. military may 
be left guarding second-tier capabilities while the commer-
cial domain races ahead with unclassified and commercially 
available best-in-class alternatives.”108



36

NDIA VITAL SIGNS 2024

Recommendations:
24.	 The State Department should finalize the ATAM 

regulations in late spring or early summer of 
2024 to address industry concerns the regula-
tions will not be completed before running into the 
historical protocol to not issue new regulations 
within six months of the end of any presidential 
administration. 

25.	 Fundamentally, U.S. industry is concerned the 
implementation of Section 1343 could lead to a 
limited change to the current legal and regulatory 
environment. As a confidence-building measure 
for industry, it is important that the administration 
complete its certification review of Section 1343 of 
the FY2024 NDAA within the prescribed window in 
the legislation (spring of 2024).

26.	 It has been 2 ½ since AUKUS was announced. 
Industry needs to start seeing viable business 
opportunities, including a dedicated funding stream 
and contract vehicles, under Pillar II. 

A New Approach for Dual-Use 
Export Controls

Two very different American administrations in the last 
decade delivered comparable assessments about the stra-
tegic economic and technological competition underway 
between the U.S. and the PRC. Similar conclusions have been 
drawn that a business-as-usual mindset will undermine U.S. 
economic and national security. In 2022, National Security 
Advisor Jake Sullivan succinctly stated to a convened group 
of national security and innovation leaders that U.S. “rela-
tive advantages” are no longer sufficient.109 From the point 
of view of the U.S. government, the U.S. needs to identify 
new approaches and solutions to not just protect but to 
expand U.S. technological competitive advantages. 

One area where the U.S. government is implementing a 
new, more assertive approach is through its export control 
policies. Dating back to the aftermath of World War II, federal 
government controls on U.S.-developed technology and capa-
bilities have been viewed as a powerful tool in U.S. national 
security strategies. In addition to U.S. unilateral controls, 
the U.S. also participates in four major multilateral control 

regimes: the Australia Group (chemical and biological weap-
ons), the Missile Technology Control Regime (MTCR) (missiles 
and missile technology), the Nuclear Suppliers Group (NSG) 
(nuclear weapons), and the Wassenaar Arrangement (conven-
tional arms and dual-use goods and technologies).110 

After the Cold War, the U.S. government prioritized U.S. 
export control policies on limiting the proliferation of weap-
ons of mass destruction (WMD) and missile technology. 
However, with the public emphasis, including in both the 
2018 and 2022 National Defense Strategies, on the re-emer-
gence of great power competition, U.S. export control policy 
debates are broadening in scope as both the executive branch 
and Congress consider export controls a central pillar in pre-
serving U.S. technological leadership. This re-emphasis on 
technological leadership also has a U.S. values and foreign 
policy focus, as the current administration, the previous 
administration, and Congress all emphasized strengthen-
ing export controls on items that assist repressive regimes 
in surveilling and controlling their country’s citizens, such 
as facial and voice recognition technology. As a result, U.S. 
policy and political debates regarding dual-use export con-
trols have shifted in a profound way based upon the U.S. 
government’s assessment of PRC capabilities and intent. 

For example, in 2018, Congress passed the Export 
Control Reform Act (ECRA),111 which established a perma-
nent authorization for the President to control dual-use 
goods and certain military parts and components. The law 
also authorized the President to establish policy require-
ments for setting controls and to coordinate multilateral 
export control regimes. It is noteworthy that ECRA was the 
first export control statute to explicitly state U.S. economic 
security is an element of U.S. national security.

Importantly, ECRA also required the President to estab-
lish an interagency process, led by Commerce, to identify 
emerging and foundational technologies and for Commerce 
to establish a licensing process for those technologies. 
Commerce’s Bureau of Industry and Security (BIS) is respon-
sible for administrating these controls through the EAR. The 
EAR sets licensing policy for specific destinations, end use, 
and end user controls and includes the Commerce Control 
List (CCL) of dual-use technologies subject to the controls. 

In the process of implementing the requirement to estab-
lish a licensing process for emerging and foundational 
technologies, the U.S. government has been wrestling with 
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how to define and control AI and quantum computing. Each 
technology encapsulates the biggest tension points in 
export controls: disputes over determining the state of the 
art and therefore what is worth controlling; scoping what 
should be controlled; an accurate assessment of foreign 
availability (items of comparable quality and in sufficient 
quantity from a non-U.S. source as to render a U.S. export 
control or denial of an export control license ineffective), 
including what is available or similar in China; and identi-
fying and controlling technology at the speed of adoption. 

At the same time, both current and former Commerce 
senior officials emphasized export controls are a time-lim-
ited solution and controls are likely to become less effective as 
technology advances and/or competitors and adversaries find 
workarounds. Therefore, since the passage of the ECRA, the 
focus has also been on effective enforcement of U.S. export 
controls, continuous evaluation of foreign availability, and pur-
suit of plurilateral cooperation with like-minded nations. 

As an illustrative case, in October 2022, the U.S. gov-
ernment issued a rule112 imposing controls on items that 
supported the PRC’s advanced computing capabilities, which 
can also support AI applications. The rule also attempted 
to limit the PRC’s indigenous semiconductor companies’ 
production to their current levels, which is roughly two gen-
erations behind the current leading-edge semiconductors. 
Following the unilateral imposition of U.S. export controls, 
the U.S. government worked to secure plurilateral accep-
tance from the Japanese and Dutch governments because 
unilateral U.S. export controls would have been less effective 
as these countries have companies with some of the most 
advanced manufacturing equipment covered by the controls. 

It is important to note in this context there have been 
discussions about adding a fifth multilateral export control 
regime to specifically address the PRC challenge. However, 
apart from the lack of consensus on the nature and sever-
ity of the challenge, some allies and partners lack the legal 
framework to impose controls comparable to U.S. stan-
dards. The speed of technological change also informs the 
viability assessment of a fifth multilateral control regime 
because it takes years to get a technology controlled by the 
current multilateral regimes. In the case of the semiconduc-
tor industry, the planning assumption is a new technology 
node will be available roughly every two years. Therefore, the 
strategy Commerce pursued with the Japanese and Dutch 

governments offers important insight into the most likely 
approach Commerce will pursue in future situations. 

In addition, in the aftermath of the October 2022 semicon-
ductor control rule, there were reports Chinese AI companies 
on the Entity List (a Commerce list of entities acting con-
trary to the national security and foreign policy interests of 
the United States) were using intermediaries to rent or other-
wise acquire chips that were export-controlled.113 It would be 
prudent for industry to assume Commerce will put increas-
ing emphasis moving forward in ensuring companies and 
their supply chains “know their customers.” 

The 2022 rule and its aftermath also provide context 
for additional steps Commerce is currently undertaking. In 
December, Commerce Secretary Raimondo participated in a 
public forum114 to discuss Commerce’s strategy to stay ahead 
of the rapidly growing and evolving technological threat from 
the PRC. Describing the strategy as an aggressive, new, and 
innovative approach, the Secretary emphasized that U.S. 
national security rests on U.S. economic security and high-
lighted the increased dependence the U.S. military has on 
technology in the digital age, including AI, spectrum and 
electronic warfare, supercomputing, cybersecurity, and micro-
electronics and semiconductors.115 Therefore, Commerce is 
exploring a new model for export controls. Rather than con-
tinuing a company-by-company approach to determining 
issuance or denial of licenses, the Department is pursu-
ing a model of country-specific controls to deny classes 
of technology to countries deemed as threats.116

In addition, Commerce re-established the PECSEA.117 Its 
purpose is to serve as an advisory committee on export 
controls to the Secretary of Commerce. The PECSEA’s 
membership composition is intended to draw on the exper-
tise and experience of strategic industry sectors to identify 
ways to protect U.S. economic security and national secu-
rity and promote U.S. values and foreign policy priorities 
without unduly harming U.S. technology leadership and 
commercial trade, including the U.S. defense industrial 
base. In the re-establishment of the PECSEA, Commerce 
emphasized it seeks participants who are not only conver-
sant with technological product design and production but 
who are also involved in their companies’ corporate strat-
egy development and who can therefore speak to the time, 
resources, and challenges involved in identifying foreign 
availability, diversifying and building increased resilience in 
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U.S. supply chains, and balancing approaches to de-risk-
ing U.S. companies’ operations in China. 

Finally, given the pace of technological innovation and 
the PRC’s aggressive blending of civil-military fusion of tech-
nology, policy conversations have resurfaced in Washington 
about the potential utility in moving to a single licensing 
system. Currently, there are multiple federal departments 
and agencies with responsibility for export controls, and 
it can be confusing for industry to navigate the byzantine 
system. For instance, in its FY2021 annual report –its most 
recent published report – BIS stated it worked with the 
State Department on more than two hundred requests to 
determine whether a particular item was subject to the 
State Department’s ITAR or Commerce’s EAR.118 In many 
cases, those adjudications took months to complete. Back 
in 2009, there were conversations about reforming how 

the executive branch handles export controls. The review 
effort at the time established four goals: a single licensing 
agency for dual-use items and munitions, a single control 
list, a single agency for export control enforcement, and a 
single integrated information technology system.119 

Recommendations:
27.	 Both the executive branch and Congress should eval-

uate the merits of moving to a single licensing agency 
for dual-use items and munitions, a single control list, 
and a single agency for export control enforcement. 

28.	 Both the executive branch and Congress should 
assess the long-term impacts of U.S. export con-
trols to U.S. technology leadership, including the 
risks of “design out” and avoidance of U.S. content. 

Workforce Challenges

19 Henry, David K., and Richard P. Oliver, “The defense buildup, 1977- 85: effects on production and employment.” Monthly Labor Review. 1987. https://
www.bls.gov/opub/mlr/1987/08/art1full.pdf (accessed February 22, 2024).
20 Office of the Assistant Secretary of Defense for Industrial Base Policy. "National Defense Industrial Strategy." January 11, 2024. https://www.business-
defense.gov/docs/ndis/2023-NDIS.pdf (accessed February 8, 2024). Page 26. 

The recruitment and retention of a highly skilled and 
trained workforce is a cross-cutting issue across all five 
strategic pillars on which a modern, diverse, and resilient 
U.S. DIB is built. In 1985, the U.S. had 3 million workers in 
the defense industry.19 By 2021, the U.S. had 1.1 million 
workers in the sector, a reduction of nearly two-thirds. 

The 2023 NDIS notes the U.S. labor market “lacks sufficient 
workers with the right skills to meet domestic production 
and sustainment demand.”20 An experienced workforce 
meters how quickly different sectors of the U.S. DIB can 
scale and sustain production. Workforce recruitment and 
retention issues are also critical factors behind lengthening 

Skilled Worker Availability
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https://www.businessdefense.gov/docs/ndis/2023-NDIS.pdf
https://www.businessdefense.gov/docs/ndis/2023-NDIS.pdf


NDIA VITAL SIGNS 2024

39

lead times in supply chains because the extended time-
lines often reflect how long it will take suppliers to increase 
their workforce to meet demand. 

The Vital Signs 2024 Survey asked private sector respon-
dents to rate how hard it is to find cleared, skilled trade, 
and STEM workers. Across all three categories, the major-
ity of the respondents indicated it was somewhat hard or 
very hard (see Q52 Chart): 

•	 Cleared Workers (59%)

•	 Skilled Trade Workers (59%)

•	 STEM Workers (55%)

The Vital Signs 2024 Survey also sought to identify the 
top barriers to filling vacancies. The top four issues iden-
tified were (see Q53 Chart):

•	 Competition with the commercial sector (53%)

•	 Lack of qualified candidates (48%)

•	 Defense industry not attractive career option (40%)

•	 Inability to be competitive at government specified 
labor rates (39%)

21 Wage and Hour Division. “State Minimum Wage Laws.” U.S. Department of Labor. Updated January 1, 2024. https://www.dol.gov/agencies/whd/mini-
mum-wage/state (accessed February 22, 2024).

The Vital Signs 2024 Survey asked industry to identify 
the most pressing issues companies are facing regarding 
its workforce. The recruitment of new workers was the 
clearest challenge (64%). In addition, 75% of private sector 
respondents cited the challenge of retaining new and long-
term workers (see Q54 Chart). 

Over the last year, government-industry forums have 
also reinforced that the U.S. DIB is not competitive with the 
commercial sector in the areas of compensation and fringe 
benefits. One NDIA member company, producing strategic 
platforms for the U.S. military, provided company proprietary 
data showing how its wage premium has eroded by 44% since 
2014. There are several reasons for this, including increases 
in hourly wages for fast-food workers in certain states.21 

Companies note that the U.S. DIB’s low profit margin 
and regulations involving pay and benefits make it hard to 
recruit and retain professionals who can find higher pay 
and more attractive benefits in the commercial technol-
ogy sector. NDIA member companies’ human resources 
departments helped provide data on recent surveys on 
benefits across the aerospace and defense sectors and 
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the commercial technology sector. Respondents in the 
aerospace and defense sector noted the top four issues 
that encourage them to stay are, in priority order, pay and 
bonus (54%), retirement benefits (49%), health benefits 
(44%), and flexible work arrangements (34%). The survey 
also asked respondents what factors would cause them to 
seek new employment. Respondents had the same prior-
ity list, but it was noteworthy that for each category – pay 
and bonus, retirement benefits, health benefits, and flexible 
work arrangements – the aerospace and defense sector 
response rate was either double or near double the com-
mercial technology sector.22

NDIA did a deeper look at one sector, the U.S. SIB. The 
two leading challenges to the U.S. SIB are the health of 
the supplier ecosystem and the shortage of skilled work-
ers. These challenges have been known for several years. 
There has been a large decrease in the average U.S. SIB 
workforce experience over the last 10 years, especially 
for skilled trade workers and for supervisors. The average 
experience in skilled trades has dropped from 17 years to 
six years, and the average experience of supervisors has 
dropped from six years to two years. In addition, compa-
nies and technical experts noted that it is not uncommon 
to see 32-40% first year attrition rates for the training pipe-
line for the U.S. SIB. Work conditions are the most cited 
reasons for the attrition, including the tough working con-
ditions in manufacturing and shipyard work environments 
and the fact that many U.S. DIB positions do not allow for 
remote work, which as noted above, is a very attractive 
recruiting tool for the commercial sector. This is consis-
tent with other sectors that have stressed the challenge 
of retaining talent, including engineers, operations work-
ers, and supervisors, at both the prime and supplier level. 

22 WTW. “2022 Global Benefits Attitudes Survey, United States.” November 11, 2022.
23 House Committee on Armed Services. “Defense Critical Supply Chain Task Force Report.” U.S. House of Representatives. July 21, 2021. Page 11.
24 Office of the Assistant Secretary of Defense for Industrial Base Policy. "National Defense Industrial Strategy." January 11, 2024. https://www.business-
defense.gov/docs/ndis/2023-NDIS.pdf (accessed February 8, 2024). Page 29. 

Recommendations: 
15.	 Across multiple U.S. DIB sectors, companies have 

noted that minimum wage increases and service 
sector starting wages are approaching industrial 
base starting wages. DoD and Congress should 
put urgency behind reviewing whether process of 
setting prevailing wage rates and labor categories 
is resulting in the policy outcomes for the U.S. DIB 
that both branches of government are seeking. 

16.	 The 2021 HASC Defense Critical Supply Chain 
Task Force report23 highlighted “the challenges 
related to social perceptions of industrial and man-
ufacturing work.” In addition, the 2023 NDIS notes 
that “DoD will continue to support programs that 
showcase opportunities in manufacturing and 
technology fields with local high schools, colleges, 
and universities, as we work to change the pres-
ent stigma associated with being an industrial 
worker.”24 Historically, a significant portion of the 
U.S. DIB skilled trades talent pipeline came from 
enlisted personnel. The Military Services should 
examine whether they are encouraging both colle-
giate degrees and skilled trade as important and 
viable career paths for departing service members. 

17.	 The Department of the Navy has spent the last 
several years working on local, state, and federal 
partnerships to re-develop skilled trade talent pipe-
lines. While there is more work to be done, there is 
much promise in what has been accomplished to 
date. Companies building military aircraft programs 
have noted it would be useful for the Department of 
the Air Force to consider a similar program. 

Recommendations:
29.	 The executive branch and Congress must 

review whether the process of setting prevail-
ing wage rates and labor categories is ensuring 
DIB wages remain competitive. Across multiple 
U.S. DIB sectors, companies have noted that 
minimum wage increases and service sector 
starting wages are approaching industrial base 
starting wages. 

30.	 The Military Services must examine whether 
they are encouraging both collegiate degrees and 
skilled trade as important and viable career paths 
for departing service members. Historically, a 
significant portion of the U.S. DIB skilled trades 
talent pipeline came from enlisted personnel. 
However, there are concerns that the Services 
are not currently encouraging skilled trade 
career paths. The 2021 House Armed Services 
Committee (HASC) Defense Critical Supply 
Chain Task Force report highlighted “the chal-
lenges related to social perceptions of industrial 
and manufacturing work.”23 In addition, the 2023 
NDIS notes that “DoD will continue to support 
programs that showcase opportunities in man-
ufacturing and technology fields with local high 
schools, colleges, and universities, as we work to 
change the present stigma associated with being 
an industrial worker.”24 

31.	 Companies building military aircraft programs 
have noted the Department of the Air Force 
should consider a similar program to that of the 
Department of the Navy, which has spent the 
last several years working on local, state, and 
federal partnerships to re-develop skilled trade 
talent pipelines.
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Pillar 4: Restoring Industrial  
Readiness Powerhouses

In 2021, DoD re-asserted it would take significant time 
and government financial resources to reorient the defense 
industry to effectively handle peer conflict, requiring: “[diffi-
cult] but necessary investment choices, including expanding 
funding for capital investment in facilities and training and 
maintaining the workforce. Without serious and targeted 
investment – billions instead of millions – America’s DIB is 
simply unsustainable, (emphasis added) let alone capable of 
supporting our deployed forces and legacy equipment while 
solving complex warfighting challenges posed by advanced 
technologies in the 21st century, from AI and cyber to hyper-
sonics and autonomous air and sea systems.”120

The 2022 NDS emphasizes deterrence by resilience 
and defines resilience as “the ability to withstand, fight 
through, and recover quickly through disruption.”121 To 
be resilient, and to be responsive to policymakers, the 
U.S. government needs to continue to incentivize the U.S. 
DIB to expand its production capacity and to sustain its 
focus on rebuilding the U.S. DIB workforce.

In Vital Signs 2023, NDIA noted the powerhouses of 
industrial readiness – stable and predictable budgets, an 
experienced and specialized workforce; diversified and 
modern infrastructure; manufacturing innovation; and suf-
ficient, including idle, capacity have all atrophied under the 
combined transition to a services-based economy with a 
premium on just-in-time commercial supply chains. The 
report also noted that for the last 30 years, on a biparti-
san basis, the U.S. government failed to resource the U.S. 
industrial footprint required to prevail in near-peer conflict. 

The 2023 NDIS emphasized the importance of incen-
tivizing industry to improve resilience by investing in extra 
capacity and recommended legislation to plan for spare pro-
duction capacity and to provide oversight.122 Any follow-on 
executive or legislative branch efforts should consider the 
fact that currently neither the federal government nor the 
investor community incentivizes the U.S. DIB to have sig-
nificant surge capacity. Neither wants to pay for economic 
inefficiencies, including idle facilities,123 idle capacity,124 and 
high indirect rates for labor.125 

In terms of facilities costs, there is a bias toward eco-
nomic efficiency. Ordinarily, defense contractors must try to 
mitigate the costs of idle facilities and idle capacity before 
passing those costs on to the government via indirect rates. 
Generally speaking, costs of idle facilities are unallowable, 
and costs of idle capacity are allowable under certain con-
ditions.126 During the 2020-2021 global Coronavirus 19 
(COVID-19) pandemic, the federal government made allow-
ances under federal regulations for companies having idle 
capacity, but companies are reporting they expect renewed 
emphasis on government enforcement of this regulation. 
Therefore, the federal government would have to make 
policy and regulatory changes before companies could 
carry significant excess capacity. 

In addition, the federal government would need to revisit 
policies and regulations around indirect rates for labor. As a 
general example, as the work a company does on a program 
or contract winds down and the company anticipates another 
program or contract may begin, on its own, the company 
will want to keep employees it will need for the next con-
tract, such as engineers and skilled trade workers. However, 
during this gap period, the federal government will not want 
the company to carry too many employees if it results in the 
company charging the government indirectly for that labor. 

In addition, in each of these cases – idle facilities, idle 
capacity, and indirect rates for labor – companies know 
investors are also looking for economic inefficiencies. 
Investors focus on the return on a company’s net assets 
and do not want the company carrying anything diluting 
economic efficiency in the metrics they use to ensure the 
company is financially healthy. 

Over the course of the past year, NDIA received feedback 
from companies across the U.S. DIB regarding the disincen-
tives and barriers preventing companies from expanding 
production capacity. One of the top issues mentioned was 
maintaining a workforce that could keep pace with scaling 
production. Private sector respondents reported that while 
54% assessed their companies had a sufficient number of 
skilled workers for current production rates, 37% did not. 
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In addition, 48% of private sector respondents reported their 
companies currently have sufficient cleared workers for cur-
rent production rates, but 38% reported they did not (see 
Q42, Q43, and Q44 Charts). The Vital Signs 2024 Survey 
also asked private sector respondents if DoD needed 
to rapidly increase production for their company’s ser-
vice or product, would the company’s suppliers be able 
to support increased production? While 41% responded 
favorably, 60% responded either negatively or said they 
did not know (see Q44 Chart). 

The current incentive structures for the federal govern-
ment, U.S. DIB, and investors mirror the results from the 
Vital Signs 2024 Survey, which asked private sector respon-
dents several questions to identify the top issues impacting 
industry’s ability to expand production. The top three issues 
identified are (see Q45 Chart):

•	 No contract vehicle to justify expansion (57%)

•	 DoD acquisition strategy does not justify  
expansion (46%)

•	 Challenge to expand number of skilled or cleared 
workers (45%)
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This report previously addressed the challenge of not 
having a contract vehicle to justify expansion. In this sec-
tion, the current U.S. policy priority to ramp-up production 
of certain categories of munitions provides useful insights 
into private sector feedback regarding how DoD’s current 
acquisition strategies do not justify expansion. For histor-
ical context, munitions have often been the bill payers for 
higher priorities in the DoD budgeting process. While the 
Military Services and Combatant Commanders reference 

requirements-based processes, the munitions requirements 
in the annual budget process are often softened from “what 
is required” to “what we can afford.” 

The Ukraine and Israel contingencies renewed emphasis 
on MYP authorities and the associated advanced procure-
ment and economic quantity order funding in the FY2024 
budget requests. Both the annual PBR and the Future Years 
Defense Program (FYDP)127 helps companies and investors 
make important decisions regarding investments in mod-
ernizing facilities, infrastructure, and equipment, as well as 
expanding production lines. These investments also help 
industry retain and recruit skilled workers. In addition, it 
helps prime contractors support their suppliers and supply 
chains with forecasts for long lead items such as electron-
ics, metal parts and steel, energetics, and packing materials. 
U.S. industry has sought to constructively remind the gov-
ernment that ramping up production of munitions in many 
cases exacerbates the competition for component parts, 
such as electronics and circuit cards. The competition is 
both between munition categories and with the civilian econ-
omy, including competition with the automobile and mobile 
phone sectors. It will take the combined efforts of OSD, the 
Military Services, and Congress, however, to ensure multi-
year authorities and advanced procurement and economic 
quantity order requests are viable from a business strat-
egy perspective. In multiple government-industry forums 
throughout 2023, industry highlighted challenges in acqui-
sition strategies, including multi-year contracts that did not 
in some cases have a minimum buy or in other cases had a 
sharp decrease in production in the immediate years after 
the accelerated ramp-up of production. 

Yet, despite these challenges, the U.S. DIB is assuming 
risk and making capital investments. Of note, in the last five 
years, 64% of private sector respondents work for companies 
that made significant CapEx investments to either facilities 
and/or production lines. In addition, 57% of respondents indi-
cated their companies intended to make significant CapEx 
investments to either facilities and/or production lines during 
the next five years (see Q40 and Q41 Charts). 
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Recommendations: 
32.	 Contract vehicles are the main source of demand 

signal for industry. DoD and Congress must under-
stand that while public announcements and enacted 
legislation are important signals to financial markets 
and industry, industry cannot routinely raise capital 
for new investments or expanded production absent 
contract vehicles.

33.	 DoD and the Military Services should carefully 
review current acquisition profiles through the lens 
of whether they provide viable business strategies, 
including the retention of skilled employees. For 
example, there are several pending MYP authori-
ties for certain categories of munitions that face 
a steep acquisition cliff beyond the life of the 

multi-year. This impacts the business strategy 
decisions for production capacity, from capital 
investment to operating expenses and workforce 
management.

34.	 The 2023 NDIS noted Congress should explore allo-
cating additional funding for contracts and pursue 
other incentives, such as tax incentives, regulatory 
relief, and long-term contracts, aimed specifically at 
building and maintaining spare production capac-
ity. At the same time, DoD should incentivize industry 
through higher profit and free cash flow for the pur-
poses of maintaining or adding workers and capacity. 
It should also ensure companies are not penalized for 
having idle facilities and idle capacity or for charging 
indirect rates for labor for employees the company 
intends to utilize for surge production.

Pillar 5: Resilient Supply Chains
The combination of geopolitical factors and the les-

sons learned from the 2020 global pandemic has increased 
public policy interest in the availability and responsive-
ness of industrial supply chains across all sectors. The 
administration is focused on improving the resiliency of 
U.S. supply chains128 through better data on the structure 
of supply chains, investments in redundancy, greater ability 
to substitute between inputs, and improved communica-
tion across the supply chain.129

In the Vital Signs 2024 Survey, both fed-
eral government respondents (51%) and 
private sector respondents (47%) cited 

supply challenges as the third most 
pressing issue facing the U.S. DIB. 

As part of these efforts, Executive Order (E.O.) 14017, 
America’s Supply Chains, was signed in February 2021.130 
The E.O. required U.S. agencies, including DoD, to review 
specific supply chain risks associated with critical min-
eral and rare earth materials, in addition to defense-critical 
supply chains within the U.S. DIB.131 DoD reports that since 

E.O. 14017 was issued, the Department has obligated more 
than $893 million using the Defense Production Act (DPA) 
for investments in five critical sectors (kinetic capabilities, 
microelectronics, energy storage and batteries, strategic and 
critical materials, and castings and forgings).132

Congress also continues to focus on identifying and 
reducing vulnerabilities in strategic supply chains. The 
FY2024 NDAA Section 1414, Critical Mineral Independence, 
requires a strategy to develop supply chains that do not 
depend on mining or processing of critical minerals in or 
by countries such as the PRC and Russia.133 The FY2024 
NDAA also included other supply chain provisions covering 
energetic materials, military pharmaceuticals and military 
devices, semiconductors, unmanned aircraft, and cyber-
security risk management tools.134 Finally, the legislation 
included a provision authorizing the OUSD(A&S) to establish 
and carry out a pilot program to analyze, map, and monitor 
supply chains for up to five covered weapons platforms to 
analyze them for supply chain vulnerabilities.135 

Collectively, the executive branch and legislative branch 
work reflects a growing, bipartisan policy interest by both the 
previous and current administrations to reduce vulnerabil-
ity in strategic supply chains. It is a recalibration of a policy 
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framework that prioritized efficiency and lower costs as ben-
efits to tax payers. The framework now seeks to incorporate 
policy priorities of limiting the PRC’s access to cutting-edge 
technology, especially technology that can be diverted to mil-
itary applications, and to build alternative supply chains in 
sectors where the PRC currently dominates. 

This recalibration is having a seismic impact on the 
entire economy, but it has an even deeper impact on the 
U.S. DIB because of its smaller purchasing power compared 
to the rest of the U.S. economy. There are a couple of areas 
where the public policy objectives are not aligning with 
outcomes as envisioned. First, while the U.S. government 
is focused on friend-shoring136 and U.S. industry is pursuing 
“China plus one” strategies,137 the countries to where produc-
tion and export are moving maintain complex relationships 
with both the U.S. and the PRC. For example, data tracking 
the sale of PRC electronic exports to Indonesia, Malaysia, 
Thailand, the Philippines, and Vietnam rose to $49 bil-
lion, an increase of 80% compared to five years ago.138 
In addition, the PRC has increased its share of exports to 
the Association of Southeast Asian Nations (ASEAN) in 
69 of the 97 product categories the regional organization 
tracks.139 Similarly, according to the International Monetary 
Fund (IMF), PRC foreign direct investment in Southeast 
Asia is increasing, while U.S. foreign direct investment is 
decreasing.140 This economic investment and the associ-
ated employment is vitally important for these countries, 
and it would be imprudent to forget deeper Chinese eco-
nomic integration with these countries could come at the 
expense of U.S. policy goals. 

Second, while production in these countries may be 
increasing due to U.S. policies, much of this produc-
tion relies substantially on intermediate inputs from 
China. This trend has been facilitated by the Regional 
Comprehensive Economic Partnership, a trade deal signed 
in November 2020 between many Southeast Asian coun-
tries and China, to create a single market for many of these 
intermediate goods exports.141 Research published by the 
IMF identified this trend even in advanced-manufacturing 
sectors.142 This has, according to the IMF Deputy Managing 
Director, led to "suggestive evidence" illustrating how the direct 

ties between China and the U.S. of the past are being replaced 
with indirect links.143  For example, last year the U.S. imported 
more from Mexico than China for the first time in at least 15 
years, and the U.S. trade deficit with Vietnam was almost triple 
the level of 2017.144 However, a significant percentage of the 
value of those increased imports from Vietnam and Mexico 
actually consisted of inputs originally sourced in China.145

The federal government’s classified sources and 
assessments, to which the private sector has limited 
access, drives the executive and legislative branches’ 
focus and urgency with respect to reducing vulnerabili-
ties in critical supply chains. Due to the public policy focus 
around friend-shoring and onshoring of supply chains, the 
Vital Signs 2024 Survey explored this issue. The majority 
of private sector respondents (77%) reported that 25% or 
less of critical components of their systems relied on allied 
nations for supply, and only 2% had more than 75% (see Q51 
Chart). These numbers require a deeper level of analysis, but 
they are included to contribute to the public policy discus-
sions regarding the importance of prioritizing on-shoring 
and friend-shoring and the necessity of factoring in realistic 
estimates regarding time and money in any shifts in strate-
gic supply chains. 

At the same time, the Vital Signs 2024 Survey shows 
private sector respondents’ current biggest concerns 
regarding supply chain challenges are due to U.S. domestic 

What percentage
of components
critical to your

systems rely on
allied nations

for supply?

2%
More Than 75%

6%
50%-75%

61%
Less Than 15%

14%
25%-50%

16%
15%-25%

*Due to rounding, the sum of the figures may not equal 100%

Question 51: 

Source: Survey

Allied Nation
Supplied Components
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challenges. In response to the question “What are the big-
gest challenges to your supply chain?” the top four biggest 
challenges were (see Q50 Chart):

•	 Unpredictable/inconsistent demand signal from 
U.S. government customer (32%)

•	 Inflation levels make cost estimation  
unpredictable (15%)

•	 U.S. government regulation/compliance 
burden (13%)

•	 Not enough skilled workers (11%)

Private sector respondents were also asked to identify the 
most pressing supply chain vulnerabilities. The top concerns 
were single or sole source (49%), capacity constraints (38%), 
and the business viability of new sources (31%) (see Q47 
Chart). The Vital Signs 2024 Survey also sought to identify 
where the loss of suppliers was having the biggest impact.

Private sector respondents reported losing 26% of criti-
cal suppliers during the last three years and 23% of single 
or sole source domestic suppliers. Respondents reported 
losing roughly 12% of single or sole source international 
suppliers during the same period (see Q48 Chart).

Private sector respondents identified the top two rea-
sons companies lost suppliers was they either went out of 
business (48%) or the suppliers left the U.S. DIB (45%). It 
is important to keep sustained policy and funding focus on 
diversifying both domestic and international allied/partner 
supply chains to increase U.S. DIB resiliency.146

In its identified actions to achieve resilient supply chains, 
the 2023 NDIS noted the Department intends to leverage 
data analytics to improve supply chain visibility147 to identify 
and minimize strategic supply chain risks and to manage 
disruptions proactively.148 The Vital Signs 2024 Survey 
asked private sector respondents to identify the per-
centage of their company’s supply chain over which they 
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do have high visibility. Of note, 34% reported 25% or less, 
and 22% reported more than 75% (see Q46 Chart). As DoD 
and Congress explore opportunities for increasing supply 
chain illumination through analytical tools, it will be import-
ant to have sound policy and regulatory frameworks in place 
to support industry during this transition period. This will 
provide positive support acting on any identified areas of 
risk, including over-reliance on sole and single source pro-
viders, obsolescence challenges, financial insecurity of 
critical contractors, and the overall integrity of the supply 
chain. At the same time, it will be important to proactively 
address potential unintended consequences such as dis-
covering elements of the supply chain enmeshed in the 
indirect links discussed above. 

Question 49: 

Reasons for
Losing Suppliers
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Recommendations
35.	 DoD and Congress must prioritize advanced procure-

ment funding and long-term stability in the acquisition 
strategy profile, as suppliers in particular note their 
importance when managing supply chains.

36.	 The Military Services must be more open to consider 
resourcing second source suppliers in their budget 
requests for critical single source material, com-
ponents, and equipment. Congress must support 
funding for second source suppliers in these areas. 

37.	 DoD must develop policies and draft regulations to 
govern the use of third-party commercial data and 
analytical tools to map companies, individuals, and 
products in an organization’s supply chain. This pro-
cess will provide DoD and industry the opportunity to 

engage, assess, and propose solutions for any legal, 
regulatory, or contractual uses that may hinder the 
successful utilization of these analytical tools. 

38.	 DoD and Congress must work with industry to pro-
actively address how the Department will handle 
situations when supply chain analytics identify com-
pliance problems. The NDIS acknowledges supply 
chains have become global, which causes prime con-
tractors to struggle to maintain full visibility over their 
entire supply chains. However, in seeking to remedy 
the situation, given the fluidity and complexity of 
international supply chains, government and indus-
try must both be realistic about the time required to 
fully identify truly independent and alternative supply 
chains and the resourcing required to operationalize 
those supply chains. 

Addressing Inflation Challenges

25 In Vital Signs 2023, NDIA noted U.S. defense companies were still facing economic headwinds coming out of the global pandemic. In 2022, the Federal 
Reserve aggressively used its economic management tools to reduce inflation rates, which reached their highest levels in 40 years. It raised interest rates 
seven times, causing concerns that its efforts to tame inflation may trigger an economic recession. In December 2022, the Federal Reserve increased in-
terest rates to 4.5%, the highest in fifteen years. In the first two months of 2024, the Federal Reserve Chairman stated that a March rate cut was “probably 
not in the cards” but that three moves were still expected in 2024. The central bank chairman continues to assess there needs to be more evidence that 
inflation is under control before making a decision to cut interest rates. Sorkin, Andrew Ross. “Deal Book Newsletter.” New York Times. February 5, 2024. 
https://www.nytimes.com/2024/02/05/business/dealbook/jobs-report-biden-trump-economy.html (accessed February 24, 2024).
26 FAR 16.203. “Fixed-price contracts with economic price adjustment.”
27 The competition for labor, including wage and salary competition, is discussed elsewhere in this report. 

In multiple government-industry forums throughout 
2023 across different U.S. DIB sectors, the issue of his-
toric inflation levels25 was consistently cited as an ongoing 
concern, especially when government officials expressed 
concerns regarding the quality of deliveries and latency 
in meeting delivery schedules. Many companies high-
lighted both pre-pandemic and post-pandemic challenges 
with inflation. For pre-pandemic contracts, businesses 
are reporting significant labor and non-Economic Price 
Adjustment (EPA)26 material cost increases above planned 
inflation escalation on long-term FFP delivery contracts. 
In many cases, companies reported they are struggling to 
retain both employees27 and current suppliers, which lowers 
productivity and increases costs, and several have reported 
stretching delivery schedules to manage the financial 

viability of current contracts. These cost increases nega-
tively impact contractors who have limited opportunities 
for contract modification and/or EPA clauses. In the case 
of pre-pandemic contracts, both government and indus-
try report that most conversations about these challenges 
result in the government telling companies that their choice 
is to stick with the existing contract or have the govern-
ment rebid the contract. 

In the case of demand signal from DoD for potential 
new contracts, companies are providing feedback that pro-
viding and sticking to pricing for labor and materials has 
become extremely challenging. In a government-industry 
forum to discuss critical ammunition issues, one sector 
succinctly noted that pricing continues to be an issue due 
to “short validity periods.” In the same meeting, the small 

https://www.nytimes.com/2024/02/05/business/dealbook/jobs-report-biden-trump-economy.html
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business sector report stated that “in the current hyper-
inflationary environment, providing and holding pricing 
for labor and materials has become extremely challeng-
ing.” In addition, both prime contractors and suppliers who 
have dealt with inflation challenges on FFP MYP contracts 
awarded pre-pandemic and during the pandemic continue to 
report ongoing challenges of managing unplanned inflation 
escalation which are making suppliers risk adverse about 
committing to future long-term contracts. 

Small business owners are also reporting the impact 
inflation has on lowest price technically acceptable (LPTA) 
cost type contracts. When responding to requests for pro-
posals (RFPs), contractors are generally asked to forecast 
the direct costs to execute the contract and to include a 
projection of the company’s indirect rates when bidding 
on long-term government contracts. Contracting officers 
cap indirect rates to ensure the government does not have 
cost overruns on long-term contracts. This is a straightfor-
ward way for contracting officers to limit cost increases 
when awarding LPTA cost contracts. For small businesses, 
computing indirect rates “presents a decision point as the 
contractor’s historical indirect rates, used to allocate his-
torical costs to contracts, may not be the most appropriate 
rates to use when bidding on the next contracting oppor-
tunity.”28 Small businesses have a variety of reasons for 
why historical indirect rates may not be appropriate, includ-
ing changes in inflation levels and additional compliance 
costs due to new government regulations, such as CMMC 
2.0. If the companies increase their indirect rates, includ-
ing to account for new compliance costs, when bidding for 
new contracts, many contracting officers tend to respond 
unfavorably. Larger companies, with more complex oper-
ations, tend to have more options to appropriately spread 
indirect rates across multiple cost pools.29 Therefore, in 
an environment of high inflation and increasing regulatory 

28 Eubanks, Jennifer. “GovCon 101: What Contractors Need To Know About Indirect Rates.” Forbes. September 19, 2022. https://www.forbes.com/sites/
forbesfinancecouncil/2022/09/19/govcon-101-what-contractors-need-to-know-about-indirect-rates/?sh=67563f95d357 (accessed February 22, 2024).
29 Defense Acquisition University. “Indirect Contractor Costs.” https://www.dau.edu/acquipedia-article/indirect-contractor-costs (accessed February 23, 2024).
30 Office of the Assistant Secretary of Defense for Industrial Base Policy. "National Defense Industrial Strategy." January 11, 2024. https://www.business-
defense.gov/docs/ndis/2023-NDIS.pdf (accessed February 8, 2024). Page 20. 
31 Bureau of Labor Statistics. “Consumer Price Index.” https://www.bls.gov/cpi/ (accessed February 22, 2024).
32 In the last five years, the DIB has lost 17,045 independent companies. Source: Govini. 
33 DoD estimates that the number of small businesses participating in the DIB has declined by over forty percent (40%) in the past decade. U.S. Depart-
ment of Defense. “Small Business Strategy.” January 26, 2023. https://media.defense.gov/2023/Jan/26/2003150429/-1/-1/0/SMALL-BUSINESS-STRATE-
GY.PDF (accessed February 24, 2024). Page 5. 

and compliance costs, the potential for small businesses 
to be uncompetitive under this type of contract with larger 
companies is high. The 2023 NDIS noted contracting with 
DoD requires small businesses to incur additional costs, 
such as maintaining appropriate cybersecurity measures.30 
This is one example of the barrier challenge 43% of small 
businesses cited in the Vital Signs 2024 Survey by com-
peting with larger firms. 

It is also important to note that positive changes to the 
consumer price index (CPI)31 do not have a linear impact 
on the inflation challenges experienced in the U.S. DIB. 
Customization requirements throughout the entire supply 
chain often solely benefit the government customer and 
do not necessarily have a market in the commercial sector. 
Therefore, even as consumer commodity prices start 
achieving better economic equilibrium that equilibrium 
should not be automatically assumed to be occurring in 
the defense sector. 

Recommendations: 
15.	 DoD should facilitate a constructive environ-

ment in which companies are encouraged to raise 
inflation concerns with contracting officers and 
other DoD officials. It would be prudent for DoD 
and Congress to carefully review whether further 
financial investments are necessary to support 
favorable adjudications for requests for economic 
price adjustments (EPAs).

16.	 With the number of companies,32 including small 
businesses33,exiting the defense sector, it would be 
prudent for DoD and Congress to carefully review 
whether current FAR regulations involving indirect 
rates is impeding public policy goals of recruiting 
and retaining small businesses and non-traditional 
companies into the U.S. DIB.

Recommendations:
39.	 DoD must facilitate a constructive environ-

ment in which companies are encouraged to 
raise inflation concerns with contracting offi-
cers and other DoD officials. In addition, DoD 
and Congress must provide additional financial 
investments, which are essential for favorable 
adjudications of requests for EPAs.

40.	 With the number of companies,32 including small 
businesses,33 exiting the defense sector, it would 
be prudent for DoD and Congress to carefully 
review whether current FAR regulations involv-
ing indirect rates is impeding public policy goals 
of recruiting and retaining small businesses and 
nontraditional companies into the U.S. DIB.

https://www.forbes.com/sites/forbesfinancecouncil/2022/09/19/govcon-101-what-contractors-need-to-know-about-indirect-rates/?sh=67563f95d357
https://www.forbes.com/sites/forbesfinancecouncil/2022/09/19/govcon-101-what-contractors-need-to-know-about-indirect-rates/?sh=67563f95d357
https://www.dau.edu/acquipedia-article/indirect-contractor-costs
https://www.bls.gov/cpi/
 https://media.defense.gov/2023/Jan/26/2003150429/-1/-1/0/SMALL-BUSINESS-STRATEGY.PDF
 https://media.defense.gov/2023/Jan/26/2003150429/-1/-1/0/SMALL-BUSINESS-STRATEGY.PDF


50

NDIA VITAL SIGNS 2024

Conclusion
Americans are grappling with serious economic, social, 

and security challenges at home.  These are urgent and seri-
ous issues, and they deserve urgent and serious responses. 
At the same time, the world is growing more dangerous, 
fractured, and volatile. The current administration and 
118th Congress inherited their defense options from pre-
vious generations of leaders, but they are also creating 
the options and risk their successors will inherit. In a 
crisis, one thing leaders cannot buy is more time. 

As discussed at the beginning of the report, time 
and consistency are immutable factors for both military 

readiness and defense industrial readiness. Rather than 
placing simultaneous pressure on the U.S. DIB to accel-
erate and to reduce speed, the Vital Signs 2024 report 
emphasizes how government and private sector can work 
on a synergistic relationship to ensure time, money, and 
risk is appropriately managed. The report covers the most 
important issues that require real change, not incremental 
improvements, to ensure a healthy, diverse, and resilient 
U.S. DIB, one that provides the capabilities and capacity 
our warfighters require and deserve. The clock is ticking.  

Appendix A:  
Top Defense Industrial Base Companies

Top Public Defense Contractors With 20% or More of  
Their Revenue Sourced from DoD Contracts1

Contractor

1 Bloomberg Government. Historical Spending Database. https://www.bgov.com (accessed December 10, 2023).

AeroVironment Inc

Boeing Co/The

Booz Allen Hamilton Holding Corp

CACI International Inc

General Dynamics Corp

Great Lakes Dredge & Dock Corp

Huntington Ingalls Industries Inc

KBR Inc

Kratos Defense & Security Solutions Inc

L3Harris Technologies Inc

Leidos Holdings Inc

Lockheed Martin Corp

Northrop Grumman Corp

OraSure Technologies Inc

Palantir Technologies Inc

Parsons Corp

RTX Corp

Science Applications International Corp

V2X Inc

Viasat Inc

VSE Corp

 https://www.bgov.com
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Appendix B:  
Recommendations by Section
A Synergistic Partnership
1.	 Invest in the DIB Rebuild. The biggest chal-

lenge for the 2023 National Defense Industrial 
Strategy (NDIS) is its silence on the specific addi-
tional resources required to implement the actions 
defined in the strategy. The Department of Defense 
(DoD) and Congress must make more substantial, 
sustained, and predictable financial investments to 
rebuild the U.S. Defense Industrial Base’s (DIB) stra-
tegic endurance and resilience. As reasserted in the 
2021 DoD report cited elsewhere in this report, the 
order of magnitude of financial investment is in the 
billions, not millions, of dollars.

2.	 Engage Industry for NDIS Implementation. The 
Office of the Under Secretary for Acquisition and 
Sustainment (OUSD(A&S)) should engage with 
industry before finalizing the expected unclassified 
Operational Annex and the classified Implementation 
Plan for the 2023 NDIS. The Department intends for 
these two documents to track progress metrics for 
rebuilding U.S. DIB resiliency and to inform resourc-
ing decisions for additional financial investments in 
the U.S. DIB. Many NDIA companies report there has 
been limited opportunity to provide input to either 
document.

3.	 Transform the PPBE Process. While outside the 
scope of this report, the Planning, Programming, 
Budgeting, and Execution (PPBE) Reform 
Commission recently completed its work. DoD and 
Congress are encouraged to tackle the Commission’s 
recommendations to transform the inflexible pro-
gramming, budgeting, and appropriations process. 
The full report can be read at https://ppbereform.
senate.gov/finalreport.

4.	 Improve Cost or Pricing Data Requirements. One 
of the most particularly cumbersome regulations for 
NDIA member companies of all sizes is the require-
ment for certified cost or pricing data. The burden 
of cost or pricing requirements could be ameliorated 
either by raising the Truthful Cost or Pricing Data 

Act (formerly known as the Truth in Negotiations Act 
(TINA)) threshold or by granting contracting officers 
additional authorities to tailor these requirements to 
specific procurements, including allowing contracting 
officers to rely on historical data of recent prices paid 
in determining costs of a subcontract, a purchase 
order, or a modification of either.

5.	 Select Appropriate Contract Types. The appropri-
ate contract type should be selected after reviewing 
the complexity and maturity of requirements and the 
level of financial and technical risk in the program. 
NDIA companies of all sizes note the Department 
and Military Services are preferencing firm-fixed price 
(FFP) contracts, even when it is not the most appro-
priate contract vehicle. In the Fiscal Year (FY) 2022 
National Defense Authorization Act (NDAA) (P.L. 117-
81), Congress repealed the statutory preference for 
FFP contracts. OUSD(A&S) should conduct a review 
of all policies, guidance, instructions, and training 
curricula to ensure they reflect the current policy pro-
vided by the Adaptive Acquisition Framework (DoD 
Instruction 5000.85), and the Military Services should 
also review whether they are following current policy.

6.	 Reform the Requirements Process. Experienced 
DoD acquisition executives note significant work has 
been undertaken to reform acquisition and PPBE pro-
cesses. However, the third leg – the requirements 
process – has not been reformed. This is an import-
ant area for additional work.

Pillar 1: Prioritizing Sufficient  
and Stable Budget
7.	 Pass On-time Defense Appropriations. The govern-

ment’s fiscal challenges are serious, but they are not 
driven by defense spending. NDIA member compa-
nies of all sizes are negatively impacted by 15 years 
of unstable funding for DoD. Congress needs to 
renew its commitment to return to regular order and 
pass on-time annual defense appropriations bills.

https://ppbereform.senate.gov/finalreport
https://ppbereform.senate.gov/finalreport
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8.	 Address Inflation in CRs. When DoD must oper-
ate under a Continuing Resolution (CR), Congress 
should include provisions to address inflation 
impacts on personnel pay and military programs and 
to allow for new starts and procurement quantity 
changes to avoid creating further program delays. 

9.	 Pass National Security Supplemental Funding. 
Congress should immediately pass the pending 
national security supplemental funding request to sup-
port ongoing U.S. policy objectives for Ukraine and 
Israel, to strengthen Taiwan’s defense capabilities, and 
to provide billions in additional support to the U.S. DIB. 

10.	 Adjust Fiscal Responsibility Act Caps. The 
FY2025 President’s Budget Request (PBR) was 
released in March 2024. It is already clear that the 
mandatory Fiscal Responsibility Act (FRA) caps 
forced procurement and Research, Development, 
Test, and Evaluation (RDT&E) budget decisions that 
do not align with planned acquisition strategies 
and military requirements. The Administration and 
Congress need to work together to make necessary 
adjustments to the FRA caps to ensure the U.S. mil-
itary is properly resourced.

Pillar 2: Advancing DoD 
Digital Modernization and 
Transformation
Intellectual Property and Data Rights Issues
11.	 Balance Intellectual Property Approach. Congress 

and the DoD should continue to work with industry, 
academia, and research institutions as the execu-
tive branch implements recent statutory changes, 
considers refinements to the system, and explores 
new innovative intellectual property (IP) techniques 
that support digitally based weapon systems. This 
will help ensure the DoD has access to the IP nec-
essary to complete its mission without stifling 
innovation or the ability of companies, especially 
innovative small businesses and startups, to partner 
with the Department. As an immediate next step, the 
newly created pilot programs in the FY2024 NDAA 
for innovative IP strategies (Section 808) and any-
thing as-a-service (Section 809) can be harnessed 
towards this joint effort.

Cybersecurity
12.	 Establish Clear and Consistent CUI Guidance. DoD 

must engage in a formalized process with indus-
try and across the government to establish clear 
and consistent Controlled Unclassified Information 
(CUI) identification and marking guidance. The risk 
management goals of the Cybersecurity Maturity 
Model Certification (CMMC) 2.0 are fully depen-
dent upon the ability of government and industry 
to effectively manage and safeguard defense-sen-
sitive CUI. Effective management, however, is only 
possible with clear, accurate identification of what 
information requires protection and consistent gov-
ernment marking of CUI prior to the transmission 
of such CUI or clear instruction to the contractor 
when their performance under a contract will create 
defense-sensitive CUI.

13.	 Clarify NIST SP 800-171 Transition. DoD should 
partner with industry to develop and implement a plan 
to help U.S. DIB companies transition between NIST 
SP 800-171 Revision 2 and Revision 3. This is essen-
tial to help companies meet contractual obligations 
under the Defense Federal Acquisition Regulatory 
Supplement (DFARS).

14.	 Refine CMMC 2.0. DoD must engage with industry 
to provide further refinement around the scope and 
application of the proposed CMMC 2.0 requirements. 
This will be essential to prevent overregulating cur-
rent companies out of working with DoD and serving 
as prohibitive barriers for new entrants and nontradi-
tional companies, the very companies DoD’s strategic 
policy objectives aim to attract.

15.	 Mitigate Cybersecurity Costs. The 2023 NDIS high-
lights the need to mitigate cybersecurity costs of 
entry to help diversify the supplier base with small 
companies, sub-tier suppliers, and nontraditional 
companies and industries. As part of this effort, the 
Department should partner with industry to under-
stand the actual costs of DoD’s cybersecurity 
requirements so that new entrants can assess the 
costs of doing business with the Department.
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Areas of Concern for Small Businesses
16.	 Enhance DODAAC Accuracy. DoD should enhance 

the accuracy of Department of Defense Activity 
Address Code (DODAAC) information in the Wide 
Area Workflow (WAWF) and Procurement Integrated 
Enterprise Environment (PIEE) systems.

17.	 Clarify Contract Administrator Roles. DoD should 
clarify the roles and responsibilities of contract 
administrators, particularly those in the acceptor 
role, and provide clear points of contact information.

18.	 Increase WAWF/PIEE Training. DoD should increase 
training initiatives for DoD personnel acting as 
acceptors within the WAWF and PIEE systems.

19.	 Introduce WAWF Performance Metrics. DoD should 
introduce performance metrics and incentives 
designed to expedite the WAWF acceptance process, 
which accounts for protracted delays.

Tax R&D Amortization
20.	 Provide Relief to R&D Amortization Requirement. 

Congress should provide immediate relief to the stat-
utory Research and Development (R&D) amortization 
requirement.

SBIR and STTR Programs
21.	 Permanently Reauthorize SBIR and STTR. Congress 

should permanently reauthorize Small Business 
Innovation Research (SBIR) and Small Business 
Technology Transfer (STTR) when both programs 
come up for reauthorization in calendar year 2025.

Pillar 3: Foreign Military Sales 
Modernization and Technology 
Cooperation
Modernizing and Streamlining FMS
22.	 Communicate FMS Reforms. To date, there has been 

limited communication from either DoD or the State 
Department on the progress of implementing their 
Foreign Military Sales (FMS) reform efforts. Both DoD 
and State should prioritize completing their identified 
areas of FMS reform in the calendar year 2024.

23.	 Prioritize Section 918. DoD should prioritize imple-
menting Section 918, Technology Release and Foreign 
Disclosure Reform Initiative, and the Department’s 
senior leadership should ensure the implementation 
addresses congressional and industry priorities for an 
expedited and transparent review process.

Launching AUKUS Implementation
24.	 Finalize ATAM. The State Department should final-

ize the AUKUS Trade Authorization Mechanism 
(ATAM) regulations in late spring or early summer of 
2024 to address industry concerns the regulations 
will not be completed before running into the histor-
ical protocol to not issue new regulations within six 
months of the end of any presidential administration.

25.	 Complete Section 1343 Review. Fundamentally, 
U.S. industry is concerned the implementation of 
Section 1343 could lead to a limited change to the 
current legal and regulatory environment. As a con-
fidence-building measure for industry, it is important 
that the administration complete its certification 
review of Section 1343 of the FY2024 NDAA within 
the prescribed window in the legislation (spring 
of 2024).

26.	 Fund Pillar II Contracts. It has been 2 ½ years 
since AUKUS was announced. Industry needs to 
start seeing viable business opportunities, includ-
ing a dedicated funding stream and contract 
vehicles, under Pillar II.

A New Approach for Dual-Use Export Controls
27.	 Evaluate the Move to a Single Licensing Agency. 

Both the executive branch and Congress should eval-
uate the merits of moving to a single licensing agency 
for dual-use items and munitions, a single control list, 
and a single agency for export control enforcement.

28.	 Assess Export Control Impacts. Both the executive 
branch and Congress should assess the long-term 
impacts of U.S. export controls to U.S. technology 
leadership, including the risks of “design out” and 
avoidance of U.S. content.
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Workforce Challenges
29.	 Ensure Competitive DIB Wages. DoD and Congress 

must review whether the process of setting prevail-
ing wage rates and labor categories is ensuring DIB 
wages remain competitive. Across multiple U.S. DIB 
sectors, companies have noted that minimum wage 
increases and service sector starting wages are 
approaching industrial base starting wages.

30.	 Encourage Skilled Trade Career Paths. The Military 
Services must examine whether they are encour-
aging both collegiate degrees and skilled trade as 
important and viable career paths for departing ser-
vice members. Historically, a significant portion of 
the U.S. DIB skilled trades talent pipeline came from 
enlisted personnel. However, there are concerns that 
the Services are not currently encouraging skilled 
trade career paths. The 2021 House Armed Services 
Committee (HASC) Defense Critical Supply Chain 
Task Force report highlighted “the challenges related 
to social perceptions of industrial and manufactur-
ing work.”23 In addition, the 2023 NDIS notes that 
“DoD will continue to support programs that show-
case opportunities in manufacturing and technology 
fields with local high schools, colleges, and univer-
sities, as we work to change the present stigma 
associated with being an industrial worker.”24 

31.	 Adopt Talent Pipeline Programs. Companies 
building military aircraft programs have noted the 
Department of the Air Force should consider a sim-
ilar program to that of the Department of the Navy, 
which has spent the last several years working on 
local, state, and federal partnerships to re-develop 
skilled trade talent pipelines. 

Pillar 4: Restoring Industrial 
Readiness Powerhouses
32.	 Understand Contract Vehicles as Demand 

Signals. Contract vehicles are the main source 
of demand signal for industry. DoD and Congress 
must understand that while public announcements 
and enacted legislation are important signals to 
financial markets and industry, industry cannot 
routinely raise capital for new investments or 
expanded production absent contract vehicles.

33.	 Review Acquisition Profiles. DoD and the Military 
Services should carefully review current acquisi-
tion profiles through the lens of whether they provide 
viable business strategies, including the retention 
of skilled employees. For example, there are several 
pending multi-year procurement (MYP) authorities 
for certain categories of munitions that face a steep 
acquisition cliff beyond the life of the multi-year. This 
impacts the business strategy decisions for produc-
tion capacity, from capital investment to operating 
expenses and workforce management.

34.	 Incentivize Excess Capacity. The 2023 NDIS noted 
Congress should explore allocating additional fund-
ing for contracts and pursue other incentives, such 
as tax incentives, regulatory relief, and long-term 
contracts, aimed specifically at building and main-
taining spare production capacity. At the same 
time, DoD should incentivize industry through 
higher profit and free cash flow for the purposes 
of maintaining or adding workers and capacity. It 
should also ensure companies are not penalized 
for having idle facilities and idle capacity or for 
charging indirect rates for labor for employees the 
company intends to utilize for surge production.

Pillar 5: Resilient Supply Chains
35.	 Prioritize Procurement Stability. DoD and Congress 

must prioritize advanced procurement funding and 
long-term stability in the acquisition strategy profile, 
as suppliers in particular note their importance when 
managing supply chains.

36.	 Fund Second Source Suppliers. The Military 
Services be more open to consider resourcing second 
source suppliers in their budget requests for critical 
single source material, components, and equipment. 
Congress must support funding for second source 
suppliers in these areas.

37.	 Use Third-Party Commercial Mapping Tools. DoD 
must develop policies and draft regulations to 
govern the use of third-party commercial data and 
analytical tools to map companies, individuals, and 
products in an organization’s supply chain. This pro-
cess will provide DoD and industry the opportunity to 
engage, assess, and propose solutions for any legal, 
regulatory, or contractual uses that may hinder the 
successful utilization of these analytical tools.
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38.	 Collaboratively Address Supply Chain Visibility. 
DoD and Congress must work with industry to pro-
actively address how the Department will handle 
situations when supply chain analytics identify com-
pliance problems. The NDIS acknowledges supply 
chains have become global, which causes prime 
contractors to struggle to maintain full visibility over 
their entire supply chains. However, in seeking to 
remedy the situation, given the fluidity and com-
plexity of international supply chains, government 
and industry must both be realistic about the time 
required to fully identify truly independent and alter-
native supply chains and the resourcing required to 
operationalize those supply chains.

Addressing Inflation Challenges
39.	 Facilitate Constructive Environments for Dialogue. 

DoD must facilitate a constructive environment in 
which companies are encouraged to raise inflation 
concerns with contracting officers and other DoD offi-
cials. In addition, DoD and Congress must provide 
additional financial investments, which are essential 
for favorable adjudications of requests for Economic 
Price Adjustments (EPAs).

40.	 Review Indirect Rate Regulation. With the number 
of companies,33 including small businesses, 34 exiting 
the defense sector, it would be prudent for DoD and 
Congress to carefully review whether current Federal 
Acquisition Regulation (FAR) regulations involv-
ing indirect rates is impeding public policy goals of 
recruiting and retaining small businesses and nontra-
ditional companies into the U.S. DIB.

Appendix C: 
Survey Questions

Pg Chart Title Survey Question(s)

12 
Government and 
Private Sector U.S. DIB 
Alignment Areas 

What do you think is the most pressing issue facing the Defense Industrial Base? 
(select all that apply)

13 
Government Challenges 
with Contracting  

What do you find most difficult about government processes when trying to 
work with industry? (select all that apply)

13 
Steps to Improve  
Working with DoD  

What are the best steps the government could take to improve the ability for 
industry to work with the Department of Defense? (select all that apply)

15  Business Conditions  
One year from now, do you think the following business conditions will be better, 
worse, or about the same compared to this year?

21 
Opportunity Costs of 
Government Shutdowns  

Has your business experienced any of the following as a direct result of 
preparation for a potential government shutdown?

22 
Stop Work Order 
Impacts 

Have you issued a stop-work order under a continuing resolution?

22 
Stop Work Order 
Workforce Impacts 

Have you ever received a stop-work order under a continuing resolution or 
shutdown?

22 
Stop Work Order 
Workforce Lay-Offs 

Have employees in your company ever been laid off during a continuing 
resolution or shutdown?

25 
Intellectual Property 
Rights Concerns 

Does your company choose not to bid on certain DoD contracts out of fear that DoD 
requirements for intellectual property (IP) will put your company’s rights at risk?
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25 
Excluding Technologies 
to Protect Intellectual 
Property  

Are there instances that your company does not include certain technologies in 
bids due to concerns over IP protection?

28 
Small Business 
Contracting Challenges 

What are the most significant difficulties faced by small businesses in 
government contracting? (select all that apply)

31
Importance of Direct 
Commercial Sales and 
Foreign Military Sales  

How important are direct commercial sales and/or foreign military sales  
to your company?

32 
International 
Opportunity 
Expectations  

In the next year, do you expect it to get easier or harder to sell your products and 
services to foreign customers?

32 
Barriers to 
International Sales  

What are the biggest barriers your company faces in selling your products and 
services to foreign customers? (select all that apply)

33 
Drivers of International 
Sales Barriers  

What primary factor influenced your answer above?

38 
Skilled Worker 
Availability  

How hard is it to find the following workers: Cleared workers, Skilled trade  
workers, STEM workers?

39 
Workforce Hiring 
Challenges 

What are the biggest barriers to filling vacancies in your company?  
(select all that apply)

39 
Pressing Workforce 
Challenges 

What are the most pressing issues your company faces regarding its workforce? 
(select all that apply)

42
Capacity Expansion 
Barriers  

What are the biggest barriers to expanding capacity? (select all that apply)

42 
Skilled Worker 
Availability 

Does your company currently have a sufficient number of skilled workers for  
current production rates?

42 
Cleared Worker 
Availability 

Does your company currently have a sufficient number of cleared workers for 
current production rates?

42  Supplier Surge Capacity 
If the Defense Department needed to rapidly increase production for your  
company’s service or product, would your suppliers be able to support the 
increased production?

43
Capital Expenditure 
Investments 

In the last five years, has your company made significant capital expenditure 
investments for either facilities and/or production lines?

43
Planned Capital 
Investments  

In the next five years, will your company make significant capital expenditure 
investments for either facilities and/or production lines?

45
Allied Nation Supplied 
Components  

What percentage of components critical to your systems rely on allied nations 
for supply?

46 
Supply Chain 
Challenges  

What are the biggest challenges to your supply chain?
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46
Pressing Supply Chain 
Vulnerabilities  

Which supply chain vulnerabilities are most pressing for your company or  
business unit? (select all that apply)

47 Supply Chain Visibility 
For what percentage of your supply chain does your company or business unit 
have high visibility?

47 
Reasons for Losing 
Suppliers  

Please specify the reason you lost suppliers. (select all that apply)

47 
Loss of Critical, Single, 
and Sole Source 
Suppliers  

In the last three years have you lost any of the following: critical suppliers, 
single or sole source domestic suppliers, or single or sole source international 
suppliers?

 

Appendix D:   
Glossary
5G – Fifth Generation 

AECA – Arms Export Control Act 

AI – Artificial Intelligence 

AIRC – Acquisition Innovation 		
       Research Center

ASEAN – Association of Southeast  
          Asian Nations 

ATAM – AUKUS Trade Authorization 
        Mechanism 

AUKUS – Australia-United Kingdom- 
        United States Security Pact 

BIS – U.S. Department of Commerce  
           Bureau of Industry and Security 

CapEx – Capital Expenditures

CBO – Congressional Budget Office

CCL – Commerce Control List 

CCP – Chinese Communist Party 

CMMC – Cybersecurity Maturity 
           Model Certification 

Commerce – U.S. Department of  
          Commerce 

COVID-19 – Coronavirus 19  
	        Pandemic 

CPI – Consumer Price Index

CR – Continuing Resolution 

CUI – Controlled Unclassified  
           Information 

DCS – Direct Commercial Sales 

DFARS – Defense Federal Acquisition  
                 Regulatory Supplement

DFAS – Defense Finance and  
              Accounting System 

DoD – U.S. Department of Defense 

DODAAC – Department of Defense  
                    Activity Address Code

DPA – Defense Production Act 

DTCTs – Defense Trade Cooperation  
                Treaties

DTIC – Defense Technical  
              Information Center

EAR – Export Administration  
            Regulation 

ECRA – Export Control Reform Act 

EPA – Economic Price Adjustment 

ESPs – External Service Providers

FAR – Federal Acquisition Regulation 

FedRAMP – Federal Risk and  
	        Authorization 
	        Management Program

FFP – Firm-Fixed Price 

FMS – Foreign Military Sales 

FRA – Fiscal Responsibility Act 

FutureG – Future Generation 

FY – Fiscal Year
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FYDP – Future Years 
	 Defense Program

GAO – Government  
             Accountability Office

GDP – Gross Domestic Product

GMLRS – Guided Multiple Launch  
	     Rocket Systems 

HASC – House Armed Services  
              Committee

IMF – International Monetary Fund

IP – Intellectual Property 

IRAD – Independent Research and  
              Development

ITAR – International Traffic in Arms  
             Regulations 

JASSM/ER – Joint Air-to-Surface  
	          Standoff Missile- 
	          Extended Range

LOA – Letter of Acceptance 

LOR – Letter of Request 

LPTA – Lowest Price Technically  
             Acceptable 

LRASM – Long-Range Anti-Ship 
	    Missiles

M&A – Mergers and Acquisitions 

MOSA – Modular Open Systems  
	  Approaches 

MSE – Missile Segment  
             Enhancement

MSPs – Managed Service Providers

MSSPs – Managed Security Service  
	    Providers 

MTCR – Missile Technology  
                Control Regime 

MYP – Multi-Year Procurement

NDAA – National Defense  
               Authorization Act 

NDIA – National Defense Industrial  
              Association

NDIS – National Defense Industrial  
              Strategy 

NDS – National Defense Strategy 

NSG – Nuclear Suppliers Group 

NSM – Naval Strike Missile

O&M – Operations and Maintenance

OECD – Organization for Economic  
               Cooperation and Development 

OSD – Office of the Secretary  
            of Defense 

OUSD(A&S) – Office of the Under  
	           Secretary of Defense  
	           for Acquisition and  
	           Sustainment

PAC-3 – PATRIOT Advanced  
                Capability - 3 

PBR – President’s Budget Request 

PEC – President’s Export Council 

PECSEA – President’s Export Council  
	     Subcommittee on Export  
	     Administration 

PIEE – Procurement Integrated  
             Enterprise Environment 

PPBE – Planning, Programming,  
              Budgeting, and Execution

PRC – People’s Republic of China

R&D – Research and Development

RDT&E – Research, Development,  
	   Test, and Evaluation 

RFPs – Request for Proposals 

S&P – Standard and Poor’s

SBIR – Small Business Innovation  
             Research 

SEC – Securities and Exchange  
          Commission

SIB – Submarine Industrial Base

STTR – Small Business Technology  
              Transfer

TINA – Truth in Negotiations Act

U.S. DIB – United States Defense  
	     Industrial Base

USSR – Union of Soviet Socialist  
           Republics

WAWF – Wide Area Workflow

WMD – Weapons of Mass  
              Destruction
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